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1. Overall Description:

SA3-LI thanks both GERAN 2 and CT4 on their liaisons concerning Local Call Local Switch (LCLS) work items.  SA3-LI has discussed both GP-090526 and C4-091588 and would like to provide some preliminary input to both groups.

SA3-LI believes that there are Lawful Interception (LI) implications with this type of functionality and that this functionality cannot avoid LI requirements to intercept target’s communications and report this to law enforcement.  SA3-LI currently specifies LI in the core network, not the radio access network.  

As LCLS capability is specified, our initial concerns focus on ensuring that LI remains undetectable to unauthorized persons (e.g., the target of interception, others with access to the traffic), that changes to the existing LI capabilities are not weakened or that additional risks to the LI capabilities and security are not introduced.  SA3-LI would like to highlight the following LI service requirements, specified in 3GPP TS 33.106, which could be relevant for this topic:

· The intercept function shall only be accessible by authorised personnel.

· No indication shall be given to any person except authorised personnel that the intercept function has been activated on a target.

· The invocation of lawful interception shall not alter the operation of a target's services or provide indication to any party involved in communication with the target. Lawful interception shall not alter the standard function of Mobile System network elements.
Although changes might be required in GERAN 2 and CT4 specifications to support LI, SA3-LI will specify the LI solution for LCLS in our specifications (i.e., TS 33.107 and TS 33.108), if needed.  

2. Actions:

As the work on LCLS becomes more mature, SA3-LI kindly requests to be kept informed so that further analysis can be done.  SA3-LI will provide feedback to GERAN 2 and CT4 if further concerns are found with LCLS.
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