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1
Introduction

The LS from SA3 in S1-091330/S3-090624 entitled LS on H(e)NB requirements raises the question of whether a H(e)NB device should be locked to a single network operator or whether the device should be transferable between network operators.
This document aims to highlight issues in requiring a H(e)NB device to be transferable between network operators in the Release 9 timeframe.

2
Discussion

It is important to ensure that basic functionality of a H(e)NB device is implemented satisfactorily before more advanced features are added for Rel-9 as there have been a number of features that have already be pushed out to Rel-10. As the Rel-9 Stage 1 requirements currently stand, there are no requirements for network operator change, i.e. it is implicit that a H(e)NB device is locked to a single network operator. It should be noted that Rel-9 is already frozen for Stage 1.
It should also be considered whether the ability to switch a H(e)NB device from one network operator to another is indeed required at such an early stage. Furthermore, the additional cost that will be incurred in order to ensure the operator change feature is something that should not be taken lightly.
A H(e)NB device that can be unlocked to allow operator change is generally more risky for operators to deploy than H(e)NBs that are permanently locked to one specific operator. For H(e)NBs that are permanently locked, the lock is achieved during production and this process can be done in a secure manner. In a device where operator change is required, it is necessary for some security sensitive parameters to be re-configured during the operator change procedure. This opens up the possibility for unauthorised parties to tamper with these parameters, thus risking the security of the network hosting the tampered device. Therefore, it is preferred, at least for the Rel-9 timeframe, that a H(e)NB is locked to a single network operator as this is more secure.
A further issue is that for H(e)NB operator change to be generally acceptable to all operators, an operator should not be obliged to accept a H(e)NB that was previously connected to a different operator with a relatively weak security policy as this will increase the security risk to the new operator. Therefore, H(e)NB operator change may only be feasible once there is a set of industry agreed guidelines on the minimum level of security that "unlocked" H(e)NBs should meet. It could take some time before such guidelines could be established. Consequently, as there is no pressing need to require operator change, H(e)NBs locked to a single network operator should be sufficient for Rel-9.
3
Conclusion
It is proposed that:

· H(e)NB operator change is not required for Rel-9.
· Consequently, a Rel-9 H(e)NB is locked to a single network operator
