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1
Introduction

SA3 sent an LS to SA1 in S1-090141/S3-090323 on the ciphering indicator and the decisions made in SA3 regarding user control of ciphering indication, terminals providing additional security information of an on-going call and ciphering indication for E-UTRAN.
2
Discussion
The Ciphering Indicator was introduced in 22.101 in order to show ciphering status of an on-going call to the user.
2.1
User control of ciphering indicator
In today’s GSM and UMTS networks, the user awareness of the ciphering of an on-going call depends on whether the operator has enabled the ciphering indicator in the SIM/USIM. Consequently, the user has limited control on whether the ciphering indication is shown in the terminal.
With feedback from GSMA SG, SA3 agreed to allow the user to obtain the ciphering indication independently of the operator ciphering indicator setting in the SIM/USIM. It was agreed that the terminal should be able to provide the option to override the ciphering indicator setting in the SIM/USIM. This is, of course, dependent on the terminal capability.
2.2
Display of additional ciphering information

In the WiFi world, for example, the user is able to obtain detailed security information regarding their current connection. For example, the user could view the encryption level, key length, etc. This type of information is not generally available to the users of GSM and 3G networks.

As users are more aware of security information through exposure via different technologies, SA3 discussed whether or not users should be allowed to view additional security information.

SA3 agreed that the terminals, depending on their capability, may provide additional ciphering information to the user, such as the algorithm in-use, key length, etc.
2.3
E-UTRAN ciphering indicator

In GERAN and UTRAN, ciphering is applied to the user plane, AS control plane, and NAS control plane. In GERAN and UTRAN, ciphering cannot be applied independently to e.g. NAS control plane only. It is also not possible to disable ciphering independently for a single component, e.g. AS control plane only. 
In contrast, E-UTRAN allows ciphering to be enabled independently for NAS control plane irrespective of the ciphering for the user plane and AS control plane. Because of this, it is unclear what the ciphering indicator should show if, for example, NAS control plane ciphering is disabled but user plane ciphering is enabled.
SA3 decided that the ciphering indicator should be based on whether the user plane is ciphered or not.

3
Proposal

SA3 agreed CRs to SA1 TS 22.101 and it is proposed that SA1 discuss and agree the changes proposed by SA3. The changes are proposed from Rel-8 onwards and it seen as essential to introduce them from the beginning with LTE.
