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Section 5.3.2 states:

5.3.2
Closed Subscriber Group
-
The owner of the HeNB or HNB shall be able, under the PLMN operator supervision, to add, remove and view the list of CSG members. The consent of the member shall be obtained before being added to the subscriber group. 

The latter part of this paragraph states a 3GPP requirement for the potential user of a CSG to give his consent to be added to this CSG. 

When writing down this requirement the assumption was that most, if not all of this user interaction, is handled by e.g. web or SMS based applications. 

However, there are certain issues related to this requirement that need deeper consideration. 

Issue1:

One could imagine scenarios in which the consent request might be delayed (SMS), or consent given erroneously or misunderstood by the user.

The latter one could emerge when a user is roaming and the VPLMN operator controlled application handling the white-list and CSG management is using the local language to communicate to the user. 

Even if the user understands the message there might be differences in the customer protection regulations between countries (e.g. opt in vs. opt out) that a roaming user might not be used to, also the application the user knows of in his HPLMN will most likely be different to the application in the VPLMN.

Issue2:

In an application handling a CSG member list, a subscriber will be identified by his MSISDN. 
As the MSISDN is widely known there are some security/privacy implications SA1 should take care of. One could well foresee a scenario where a CSG offers services at a premium rate. For the CSG administrator of such a CSG it could be appealing just to add as many subscribers as possible even without their explicit consent – the CSG admin is not obliged to adhere to 22.220 and web based mechanisms. 

By just basing on applications outside the scope 3GPP to handle white list and CSG member management in accordance with all regulations and requirements there is no reliable mechanism available in case such a application is doing wrong for whatever reason. The user is tied to the application he is offered by the VPLMN operator, without any means to apply corrections if this application is not working correctly! 

Conclusion:

With these points in mind it is proposed to provide the user a UE based means to review his white list, delete entries from it, if allowed by the operator and - most important - to reject attempts to update his white-list before they take place.

Changes:
5.3.2
Closed Subscriber Group
-
The owner of the HeNB or HNB shall be able, under the PLMN operator supervision, to add, remove and view the list of CSG members. The consent of the member shall be obtained before being added to the subscriber group.
-
The user shall be able to review and delete the CSG memberships in his white list, the HPLMN operator can flag certain entries as not erasable by the subscriber. 

-
The UE shall maintain a list of allowed CSG identities (white list). It shall be possible to store the list of allowed CSG identities in the USIM. When available, the list on the USIM shall take precedence over the list stored in the ME  non-volatile memory. All CSG cells belonging to a CSG identity not included in the list of allowed CSG identities shall be considered not suitable by the UE as specified in TS25.304 [6] and TS36.304 [7].

-
Each CSG identity shall be associated to a subscriber group which identifies the subscribers allowed to access the CSG. When the subscriber group is updated, this information shall be transferred by the network to the affected UEs belonging to the subscriber group.  

-
When the subscriber group is updated, the affected UE and the registered CSG owner shall be informed accordingly. Upon updating the white list, the user shall be prompted to agree or reject the addition of CSG identities to his white list. In case the white list updates are flagged as not erasable by his HPLMN operator the entries shall be added silently to the white list without prompting the user.
-
For temporary members, it shall be possible to limit the period of time during which the subscriber is considered a member of a CSG (granted access rights).It shall be possible to configure a time period for each temporary member.

-
The time period shall be configurable by the Home eNodeB owner and/or the network operator operating the CSG cell and shall span from 1 decihour to several days. Unlimited membership to the CSG is allowed.

-
When the time period expires, the CSG shall no longer be considered to be available to provide services, except for emergency calls. 

-
The network operator and/or the HeNB owner under the supervision of the network operator shall be able to set a maximum limit to the number of UEs with granted access to the CSG Identity. This limit is a static setting which can only be changed/set during configuration or maintenance.

-
It shall be possible for established communication via a CSG cell to be diverted from the CSG cell. This shall be applicable in the following cases:

-
in hybrid access mode when services cannot be provided to a CSG member due to a shortage of HNB/HeNB resources
-
at the expiry of the time period for temporary CSG members

-
In a HNB/HeNB in hybrid access mode, to minimise the impact of non-CSG established communication on CSG members, it shall be possible for the network to allow the data rate of established PS communication of non-CSG members to be reduced. It shall also be possible for the network to have different admission control thresholds for CSG and non-CSG members.
