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1. Introduction
This contribution provides general security requirements for H(e)NB. This contribution contains enhancements to the already presented contribution (S1-084226) in the last meeting (SA1#43) and the recent email discussion on SA1 reflector. The target specification for requirements capture is Section 9 of  TS22.220. Three subsections have been introduced , Section 9.1, 9.2 ,9.3. 
2. Proposal

We intend to propose the following to TS22.220;

--------------------------- Start of 1st Change -------------------------------------------------------------

9. 
Security and Privacy
9.1 
General

-
The use of H(e)NB shall not compromise the security of any PLMN or broadband access network.

9.2 
Security Requirements

-
The H(e)NB shall provide a high level of security, equivalent or better than Rel-8 3GPP systems. 

-
The H(e)NB shall support a means of securing the backhaul from the H(e)NB to the operator’s network
-
Any possible lapse in security in one access technology shall not compromise security of other accesses.

-
The H(e)NB should provide protection against threats and attacks including those present in the Internet.

-
The H(e)NB shall transparently support UE authentication with the H(e)NB  network operator.

-
The H(e)NB shall support a means of authenticating itself to the operator’s network.

-
The H(e)NB shall support a means of authenticating the operator’s network.
-
The H(e)NB shall allow for a network to hide of internal network elements from the UE.

-
Security policy shall be under the control of the H(e)NB network operator. 

-
The security solution should not interfere with service delivery or 3GPP inter-access handovers in a way that is noticeable to end-users or service providers.

-
The H(e)NB shall ensure that no unauthorized user can obtain a legitimate IP address that can be used to establish communication or enable malicious attacks on the operators network.

9.3
Privacy

· The H(e)NB shall not compromise user privacy for UEs that are using the H(e)NB, including communication confidentiality, location privacy and identity protection.

· The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.
· The H(e)NB shall be able to hide the identities of users from unauthorised third parties.
· It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication.
-------------------------- End of 1st Change -------------------------------------------------------------

