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1. Introduction
This contribution provides Security requirements for HNB/HeNB. The target specification for requirements capture is Section 9 of  TS22.220. 
2. Proposal

We intend to propose the following to TS22.220;

--------------------------- Start of 1st Change -------------------------------------------------------------

9. Security and Privacy
9.1 General

-
The use of HNB/HeNB shall not compromise the security of any PLMN or broadband access network.

-
It shall be possible to use lawful interception methods as defined in [Y]. 

-
It shall be possible to conduct all HNB/HeNB and UE security mechanisms across the broadband access network.

9.2 Attachment
-
The UE and HNB/HeNB shall mutually authenticate to operators network using existing procedures defined in [X,Z].

-
The authentication credential(s) of each HNB/HeNB shall be unique.
-
It shall not be possible for a UE that is not included in the CSG list of members of a HNB/HeNB to attach to that HNB/HeNB except when HNB/HeNB is in open access.
-
A mechanism shall be provided to restrict the number of simultaneous connections between a specific HNB/HeNB identity and the operator’s network.
9.3 Protection of Communications

-
Communication between UE and HNB/HeNB (both signalling and user data) shall be protected against eavesdropping using mechanisms defined in [X,Z].
-
Communication across the broadband access network of both signalling and user data required for HNB/HeNB operation shall be protected against the Denial of Service attack by spoofing/cloning of the HNB/HeNB.
-
Access to HNB/HeNB local management interface by the HNB/HeNB owner if allowed by operator, shall require authentication and authorisation and shall not allow modification to operator controlled information.

9.4 Security Parameter Storage Requirements

-
The HNB/HeNB shall store relevant security parameters used for UMTS/EPS security operation, in addition to those stored in the USIM.

9.5 De-activation

-
It shall be possible within the operator defined time, for the network operator to de-activate the HNB/HeNB service of its subscribers.
-
It shall be possible within the operator defined time, for the network operator to de-activate the HNB/HeNB with respect to the operator’s frequencies.

-
If the signalling connection between HNB/HeNB and operators core network is broken, then the air-interface shall be de-activated. 
--------------------------- End of 1st Change -------------------------------------------------------------

--------------------------- Start of 2nd Change -------------------------------------------------------------

[X]

3GPP TS 33.102: ``3G Security; Security Architecture``.

[Y]

3GPP TS33.107: ``Lawful interception architecture and functions``.
[Z]
3GPP TS33.401: ``3GPP System Architecture Evolution (SAE);  Security architecture``.
--------------------------- End of 2nd Change -------------------------------------------------------------

