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25
User data convergence

25.1
Introduction
User data convergence is required to ensure the consistency of storage and data models and also simplify the creation of new services and facilitate service development and deployment though a common set of user data. User Data Convergence is simply to move the user data from where it belonged, to a facility here called User Data Repository (UDR) where it can be accessed, stored and managed in a common way. Despite of the diversity of user data structures for different services, user data can be decomposed and reformed by a common data model framework. In that case, user data categorized by services can be regrouped and identified by user ID, leaving no data redundancy. 
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Figure 6 User Data Convergence

25.2
User data to converge
The user data repository is to facilitate the share and the provisioning of user-related data throughout the services of 3GPP system. From the data distribution point of view, subscription data mainly exist in HLR, HSS, application servers of current 3GPP network, the subscription data of policy and charging are located in SPR, and location-related and registration-status-related data exist in HLR and HSS. Taking one with another, it is feasible for user data repository to contain the data within network entities including e.g.:

- HLR/HSS

- SPR

- Application servers
25.3
Model requirement of UDC
25.4
Requirements of user data convergence
25.4.1
Architecture consideration
The UDC concept shall support a layered architecture, separating the data from the application logic, so that user data is stored in a logically unique repository allowing access from core and service layer entities, named application front-ends.

The network elements, which data are identified to be converged into the UDR, should support splitting the functionality of the network element from the data store.  

Future network elements and functionalities should be designed to access profile data remotely via the defined reference point and without storing them permanently locally, i.e. the front-ends shall work in a subscriber data-less configuration so that, after completion of a request, the subscriber data local copy is deleted and the next application level transaction for the same subscriber can be served by a different front end.

Third party applications and non trusted network elements should only be able to access the user data after proper authentication and authorization taking into account security and privacy requirements, i.e. it should be possible to present different views on the data to the parties which require access, dependent on the authorization.
25.4.2
Redundancy, Scalability and Load control Aspects
In order to avoid single point of failure, the UDC shall support distribution and redundancy of subscriber data, e.g. via multiple geographically distributed subscriber data replicas. 

Distribution and redundancy shall not imply data in the different replicas to differ, i.e. the UDC shall provide methods for data consistency. 
UDC shall allow independent scalability of network traffic and data storage.

Load control and overload protection mechanisms shall be implemented.
25.4.3
Network Considerations
UDC concept shall be backwards compatible with 3GPP R8 systems, i.e. it shall not have an impact on traffic mechanisms, reference points and protocols of existing network elements.  

The layered architecture shall not have an impact on the security available in the existing networks, i.e. it shall preserve user authentication and authorization of services across domains, ensuring secured users’ access to network.
25.4.4
User data interface
UDC shall provide other network elements with the capability to access the data. 

· The UDC interface shall be independent of the structure of the common user data model, i.e. the changes of common user data model shall not effect the interface

· The UDC interface shall support to create, delete, read and modify the user data in UDC

· The UDC interface shall support to notify the related entities about the changes of user data which they have subscribed

· The operation carried on by UDC shall support the ACID (Atomicity, Consistency, Isolation, and Durability) characteristics.
25.4.5
Subscription/Notification
UDC should allow the applications to subscribe to specific events which will likely occur on specific user data, and notify the applications when those events do appear. The events can be changes on existing user data, addition of user data, and so on. Specifically, UDC shall allow applications to subscribe to specific events on specific data of specific users or all users.
25.4.6
Access control
UDC shall provide applications with controlled access. Accordingly, UDC shall authenticate and authorize applications or users. The authentication and authorization can be customized diversely, based on the following criteria.

· application type

· application identifier

· the users which are requested

· the user data which are requested

· the request type (e.g. query, modify, create, delete)
25.4.7
Management of user data
UDC shall support the provisioning (or business support system) on the user data However, the provisioning should not be allowed to manipulate on the user data model framework, which is about how the user data is constructed. The interoperation between UDC and the provisioning is out of the scope of this specification. The UDC should support following provisioning possibilities of user data:

-
Provisioning from an OSS system of the operator on an individual basis or on a bulk basis

-
Provisioning from self care systems interfacing subscribers or users that should allow large amounts of users to initiate provisioning actions with good response time

-
Provisioning via Applications servers that often offer user service configurations facilities (eg via Ut interface) and that will control the validity of user requests before storing the data in the UDC
---------------------------End of the change-------------------------------------------------------------------------------------------

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





