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Introduction

This contribution contains proposed text for a theft/vandalism vulnerable MTC application use case.

Discussion 
This concept was mentioned in 2 use cases (2 and 3) in TR 22.898 and in several other locations within that TR (5.4.3 Security for unattended M2M devices was the main section). 

H2H terminals have some security mechanisms for protection which are not useful for MTC terminals such as PIN locking and SIM/USIM personalisation. 

PIN Locking 

The PIN locking mechanism is often used to protect the theft of both the UICC and the ME. It is a simple numeric password mechanism which requires the user to enter the PIN code after powering up the device. With MTC there is of course no “user” so the MTC terminal would be required to enter the PIN after power up. Although this is possible with added complexity to the MTC terminal, the management of different PIN codes for each MTC terminal would be unworkable and if the same PIN code were used for all MTC terminals, the PIN locking mechanism would lose most of it added security. 
SIM/USIM Personalisation
When a ME is SIM/USIM personalised to a particular SIM it will refuse to operate with any other SIM/USIM. Hence, if the ME is stolen the thief will not be able to use the ME with another SIM/USIM. If the ME and the SIM/USIM to which it has been personalised are stolen together, the ME would become unusable only after the SIM/USIM is reported stolen and the account deactivated. To accomplish this functionality, the ME is personalised by storing the IMSI of the SIM/USIM in the ME. Whenever the ME is powered up, the IMSI is read from the SIM/USIM and checked against the IMSI stored in the ME. If there is no match the ME shall only allow emergency calls. This mechanism is designed more to protect the ME than the SIM/USIM but, for MTC communications, it is unlikely the thief would want to use the ME being more interested in using the UICC. As mentioned above, some MTC applications are not monitored very closely and as such a SIM/USIM may not be reported stolen until after a technician has visited the site which could be a long time (weeks) if the MTC application is not mission critical.
Proposal 

Annex A (informative): Use cases

Theft /Vandalism Vulnerable MTC Application Use Case 

In contrast to the traditional H2H devices, which are carefully held and protected by a person, MTC devices are often located in remote areas and ideally are untouched after installation for many years. The remote locales make these devices more susceptible to tampering by unauthorised persons. The tampering of the MTC terminal is often accompanied by damage to the metering device. Furthermore, theft or fraudulent modification of an MTC terminal or UICC may not be detected and reported as quickly as a traditional H2H terminal. Once a criminal knows where to obtain a valid UICC that may not be deactivated quickly, the criminal will likely continue to vandalize and steal that UICC once it has been replaced. H2H terminals have security mechanisms for protection for this type of activity which are not effective for MTC terminals. 
