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1
Introduction

In SA1#40, TDoc S1-080477 triggered an initial discussion on the identification of terminals that connect to the EPC via non-3GPP access networks. It was proposed that network operators should have the ability to identify the device e.g. to allow stolen user equipment to be blocked.

Several interesting points were raised during the discussion and these are further explored in this document.

2
Device Identity Discussion
With EPS, various types of non-3GPP terminals and non-3GPP+3GPP multimode terminals may obtain services on the EPC without going through the same process of terminal identification that is part of the 3GPP access procedure. Without a method to identify terminals that are using non-3GPP means to connect to the EPC, network operators are unable to verify whether legitimate terminals are being used to connect to their networks.
2.1
Non-3GPP devices

For non-3GPP devices accessing EPC, it is proposed that a unique identity that the device uses within that access technology is indicated to the EPC. For example, devices from the IEEE 802 family use a globally unique MAC address per access type. This identity could be provided to the EPC either by the terminal or by the access network. It is proposed that the device identity is provided to the EPC by the access network.
2.2
Multi-mode devices

When setting the requirements the term “Multimode Device” needs to be used with care, as the definition has not documented clearly within a 3GPP specification. The definition would need to take into account whether the unit for each mode of access is integrated onto the same silicon/motherboard or whether they just share the same case where individual units are separable. For the purpose of this document, it is assumed that separable units are treated as individual devices and integrated units are treated as multi-mode devices. 
Multi-mode devices may have multiple identities depending on the number of access technologies supported by the device. So the question here is how should the device be identified?

The simplest method of device identification would be for the terminal identity associated with the access method to be indicated to the EPC. The disadvantage of this method is illustrated by this example. A stolen device that has 3GPP and WiMAX capabilities may have had its IMEI(SV) blocked, but not its WiMAX identifier. However, the user will still be able to use the stolen terminal to access the EPC using WiMAX.

In order to effectively block an illegitimate terminal from accessing the EPC via non-3GPP access networks, the EPC must have knowledge of either the IMEI(SV) or the relationship between the IMEI(SV) and its associated non-3GPP terminal identities.
One way to link the IMEI(SV) of a multi-mode device with the other non-3GPP terminal identities would be to register all this information when the device is purchased by the subscriber. Unfortunately, in a globalised market, this is very difficult to accomplish.
Another way of getting this information would be for the device to send the terminal identity of each access technology that it supports. This could be done in the 3GPP domain each time the device identity is requested by the EPC. This will ensure that the relationship between the IMEI(SV) and non-3GPP access device identities can be determined accurately.
3
Possible Mechanism for Device Identification

Within the 3GPP specifications, the device identity can be obtained using the Identity Request and Identity Response defined in 24.008/24.301.
For device identification when using non-3GPP access, it may be possible to carry the terminal identities using the EAP identity request procedure. This would need to be performed after access link encryption has been established to preserve identity confidentiality on the access link. 

4
Legacy devices and Backward compatibility

It is proposed that any new requirements for terminal identification are not applied to any legacy devices.

For multimode terminals with 3GPP capability, the non-3GPP identities could be sent along with the 3GPP IMEI(SV) when the terminal is connected via 3GPP access. This could be done by extending the Identity Request and Identity Response messages to accommodate the new non-3GPP identities. However, currently this will only work when the device has successfully registered once over 3GPP access, as the non-3GPP equivalent handling has not been described.
5
Proposal
Based on the discussion in this paper it is requested that the following proposed requirements are discussed and incorporated:

· The Evolved Packet System shall be capable of uniquely identifying each separable hardware modem module that connects via 3GPP or non-3GPP access networks.

· The Evolved Packet System shall be capable of linking multiple access technologies to a single user device.

· The Evolved Packet System shall be capable of restricting network access of a stolen device in each of its access technologies. 

Furthermore, it is also proposed that an LS is sent to the concerned SDOs to request that 3GPP is provided with a trusted hardware identity that could be queried and whether handling of suspect terminals could be defined.

