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The Malicious Communication Identification (MCID) enables the called user to indicate that an incoming communication is considered to be malicious and should be identified and registered. But with the current available mechanisms, it is not possible for a called user to indicate to the network that the incoming communication is malicious and the caller should be blocked from calling in future. This document proposes called users a mechanism to indicate to the network to register the caller as “unwanted” and block the caller from calling in future. 

Discussion

Nowadays businesses try all means to reach their target customers for promoting their products. One such mechanism is telemarketing. The magnitude of nuisance caused by telemarketing is huge and is well recognized by FCC/FTC in US and provided users with “Do Not Call list”. Also called users may get unsolicited calls from callers with whom they do not wish to speak to and wish to block them, either forever or for a temporary period of time. 
With the existing call blocking mechanism, it is not possible to block a call from a caller in real time forever or for a certain period of time. Although the concept of a black list exists, there is no real time mechanism for updating the list dynamically looking at incoming calls. Though a real time update in the black list over any out-of-band (e.g. Internet) mechanism is possible, this has limitation as identity of the caller may not be available at the user end.
The requirement therefore exists to provide a mechanism/solution for the called users where they can block the incoming callers and also get notification when a call is blocked by the network on their behalf. The service should allow Users to customize and control the received notifications related to communication blocking which happening on their behalf without increasing the number barring Rules set by the user and the need for changing them regularly.
In NGN Release-1, the AS which hosts the MCID service, stores the session related information of incoming communications. The information stored per session includes:

· Destination party identification.

· Originating party identification.

· Local date and time of the invocation in the network serving the user.

Following are seen as the short comings of this NGN Release-1 service:

1. Users have no means to inform to the call handling server their intention to flag       particular caller as malicious and block the caller.

2. There is no mechanism available for the users to receive notifications for calls that get blocked on their behalf by the network.

3. Users cannot apply any filtering criteria for the receipt of notifications, for e.g. notifications must be received ONLY for caller who are blocked for a temporary period or for a certain Public User Identity of the user.  

Malicious Communication Barring Notification (MCBN) requirements in NGN Release-2:

The called user should be informed about any of the communications that have been barred on their behalf in the Network.

Additional requirements by this proposal:

· The rate and content of Advanced Communication Barring Notification shall be controlled by users

· The users shall have control in choosing the amount of information they want as   

      part of the Advanced CB Notification.

· Provide the Advanced CB Notification Information to the UE in a standardized format helping in uniformity of implementations (display to users) across UE from different vendors providing comprehensive presentation to the users. 

Interworking with existing Release-1 MCID service should be considered. This enhanced Malicious CB Notification service is proposed as an additional service which needs to be enabled and subscribed to get the benefits described herein. The Users who have not subscribed for the Enhanced Malicious CB Notification service would continue to function as per MCID service.
Since the enhanced Malicious Communication Barring Notification service facilitates Users to the malicious caller, as a pre condition the UE should have a mechanism to inform the server about the malicious caller and populate user’s black list in the server.  Notifications will only be sent when the caller details are registered in the black list. 

Simple Use Case Examples

Example Use case 1:
Adding caller to user’s black list and receiving notification when call from that caller gets blocked.
User B has added caller A to his black list in the server. The block type specified for caller A is “block for ever”.

Rule-1: set on the network by the User using for example a webpage access:

<cp:rule id="rule55">

    <cp:conditions>

        <identity>

            
<one id="sip:UserA@example.com"/>
        </identity>

        <validity>

            <from>2006-30-06T08:00:00.000-05:00</from>

            <until>2006-30-06T10:00:00.000-05:00</until>

        </validity>

    </cp:conditions>

    <cp:actions>

        <block>”block for ever”

               notification=”yes”
        </block>

    </cp:actions>

</cp:rule>
Proposal and Conclusion:

It is proposed to include Enhanced Malicious Communication Blocking and Notification service in Multi-Media Telephony Service enhancements (eMMTel) WID. Which fulfils the requirements:
· The Enhanced Malicious Communication Barring Notification is an optional feature. Users need to subscribe to and activate this feature individually.
· As a precondition for this service, the user’s UE should have the capability to add callers to user’s black list maintained in the server.
· The rate and content of the Malicious Communication Barring Notification shall be controlled by the users.
· The users shall have control in choosing the amount of information that they want as a part of the notifications of the communications that are blocked.
· Provide the advanced notification information to the UE in a standardised format helping in uniformity of implementations (display to Users and consumption by agent) across UE from different vendors providing comprehensive presentation to the users.
Parameters that are stored as part of black list information for the user:

· Actual Caller ID:  The actual (network asserted ID) of the caller (Based on caller choice of privacy, this may or may not be visible to user).
· Published Caller ID:  The published caller id of the caller (can be same as actual caller id or ‘private’ or ‘anonymous’ if the caller has opted for privacy). This can also be a nick name or any alias of the caller as known to the user

· Start date and end date: Start and end date of the blocking period.

· Block type:  This conveys the block type i. e “block temporarily” or “block permanently”

· Reason For Block:  The reason for blocking (text) e. g  “Telemarketer”

Example parameters which are provided by the User to configure the filter criteria for the rate and content of his Enhanced Malicious Communication Blocking Notification could include:

a. Communication Blocking Selection Criteria: Here the user can set criteria which shall be met for a specific communication blockings to be selected for notification to the user:

1. Identity of caller: Only if there is match then information about this specific communication blocking would be notified to the user.
2. Block type:  Only if there is a match then information about this type of communication blockings would be notified to the user.
3. Time range of blocking: this specifies a time-range, within which all Communication blockings would be notified to the user. If this field is present any communication blocking outside the specified time range would not be notified to the user.
4. Reason For block: The user can select only those communication blockings that match the specified reason phrase. This reason is same as the reason phrase set by the user while storing caller’s details at the time of blocking. 

b.   Notification Trigger criteria:  Here the user can set criteria which must be met before triggering a notification of selected communication blockings (as per the above communication blocking selection criteria)

1. Time; this specifies a time at which notifications of communication        blockings are sent to the user. It may be specified within an interval-

format to allow regular triggering of notifications of communication blockings which took place in that time-interval. If absent,  it indicates that notifications are sent immediately when the communication blocking takes

2. Presence-status; this specifies a presence state of the User, within which  

      the User expects to receive notifications about communication diversions.   

 If absent, it indicates that notifications are sent immediately irrespective of

 user’s availability information

Note:  All parameters are optional, if absent, then Communication Blockings from any (of these specific parameters) would be considered for notification, and the Enhanced Communication Blocking Notification is subject to other filter criteria

Example parameters which are provided to the User with the content of the Enhanced Communication Blocking Notification could include:

· Caller Identity:  The identity of the caller (Based on caller choice of privacy, this may or may not be visible to user).
· Time of call: The time of network receiving the call.

· Block type:  This conveys the block type i. e “block temporarily” or “block permanently”

· Reason For Block:  The reason for blocking (text) e. g  “Telemarketer”

