3GPP TSG-SA1 #41 
S1-082041
Sophia Antipolis, France, 21 - 25 July 2008

3GPP TSG SA WG3 (Security) meeting #52
S3-080928
23rd-27th June 2008, Sophia Antipolis, France

   


Title:
LS on use of ciphering indicator 
Work Item:

SAE/Rel-8 
Source:

TSG SA WG3
To:

GSMA SG
Cc:
   3GPP SA1
Contact Person:


Name:
   Per Christoffersson
E-mail Address: per.christoffersson@teliasonera.com
Attachments: none
SA3 has discussed the use the ciphering indicator in relation to EPS. The ciphering indicator has been mandated for terminals with a suitable display since early GSM (GSM 02.07 Rel-97). It is now described in 3GPP 22.101.  The ciphering indicator feature allows the UE to detect that ciphering is not switched on and to indicate this to the user. 

However, the ciphering indicator feature may be disabled by the home network operator setting data in the SIM/USIM.  If this feature is not disabled by the SIM/USIM, then whenever a connection which is, or becomes unciphered, an indication shall be given to the user. But if the feature is disabled by the SIM/USIM then the ciphering indicator will never show. 
It has been decided to mandate the ciphering indicator also for Rel-8. However, it has been proposed to abandon the dependence of the SIM/USIM as this does not give users a truly valid and consistent user experience. Especially in roaming scenarios this indicator may be the only efficient way for the user to get knowledge about local ciphering. 

On the other hand it has been argued that a suddenly appearing ciphering indicator would disturb users and cause helpdesk calls.

SA3 has not taken a stand on this option yet. As it is of special concern to operators and their relation to their users it was agreed to ask GSMA for advice.

Actions:

SA3 kindly asks GSMA SG to consider if they want to keep the SIM/USIM control of the ciphering indicator.
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