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Introduction
SA1 and CT4 had a joint session in Puerto Vallarta @SA1#39 in order to discuss if E-UTRAN shall be able to allow access to roaming users from pre-Release 8 operators. During that discussion it was agreed that 3GPP shall not develop standards to support it unless… 
"it can be done without additional impacts or costs to neither the pre-Release 8 home network, nor the USIM, or the deployment of E-UTRAN by the visited operator, and without compromising E-UTRAN security"
 
This was communicated to the other involved working groups CT1, CT4, CT6, SA2 and SA3 in LS S1-080338.

The groups involved have since then continued the discussion back and forth and we therefore think that the text needs to be clarified even further by SA1.
Discussion

SA1 agreed in SA1#39 that no interworking solution shall be defined unless it can be done without impacts or costs to neither the pre-release 8 operator, the visited operator’s E-UTRAN nor the USIM.
CT1, CT4 and SA3 have since then discussed a solution, referred to as solution 6b, where the interworking solution is mainly implemented in the terminal equipments itself. The solution 6b has however still impacts on the home network, impacts on the visited network, can not be done without costs and is not in the spirit of the earlier agreement. For details see below:
The home network is impacted since the AuC needs to be configured to statically set the AMF separation bit in the authentication vector to "zero". 
The visited network is impacted since solution 6b requires an interworking function (IWF) in the visited operator's side between visited MME and the home network’s HSS to filter out authentication vectors with AMF separation bit set to "one" if the home network’s HSS has not been updated to Rel-8 EPS full security. 
Operational costs are created for both home and visited operator since the IWF needs to be manually configured and agreed between the operators to know when the pre-Rel-8 HLR/HSS in the HN is upgraded to Rel-8. This manual configuration is needed in the IWF per each pre-Rel-8 HLR/HSS node in all pre-Rel-8 operators' networks. For details about faulty configurations see below.

Also a solution, referred to as solution 4, has been in the discussions. Solution 4 has the following impacts:
The home network is impacted since the AuC needs to be configured to statically set the AMF separation bit in the authentication vector to "one".

The visited network is impacted since the IWF in the visited network needs to have the additional function to derive the security parameter K_ASME as well as provide the necessary MAP-Diameter conversion of the authentication vector request/response.
In addition to the impacts mentioned above, both solutions 4 and 6b violate against the SA1 statement "if it can be done … without compromising E-UTRAN security." This is the case because both solutions 4 and 6b offer UMTS level security for interworking. As stated in LS S1-080338, "it is up to the visited network, depending on bilateral agreements, to decide if it will allow UMTS level security in the E-UTRAN network". However, such mechanisms should not be standardised by 3GPP.
Solution 6b and solution 4 are unfortunately not solutions without any impacts or costs and they also compromise E-UTRAN security. They are therefore not fulfilling the conditions stated in LS S1-080338. In order to close this discussion we therefore suggest that SA1 clarifies to the other WGP that SA1 do not have a requirement for E-UTRAN to support users from an operator with a pre-release 8 HSS/HLR.

Proposal

We suggest that SA1 clarifies the text from our earlier LS S1-080338 and points out that we do not require that E-UTRAN supports users from an operator with a pre-release 8 HSS/HLR. 

If this is agreeable then the source company to this contribution volunteers to write the LS to the other affected groups.
� Quoute from LS S1-080338





� How is it ensured that the configuration information is synchronized between the HSS/HLR in HN and all IWF nodes in different serving networks. An incorrect configuration in an IWF could lead to that the IWF erroneously lets an authentication vector from pre-Release 8 HLR/HSS with AMF separation bit set (one) to reach a ME which should not have it. The consequence of this would be that, after that event, the specific UE would not accept AVs with AMF separation bit set to zero in E-UTRAN networks and therefore it would not be able to roam in E-UTRAN networks unless the HLR/HSS in HN is upgraded to Release 8


Another possible configuration failure is that when HN is upgraded to Rel-8 EPS, the IWF in one VN1 is configured accordingly to let AVs with AMF separation bit set to "one" go thru, but the IWF in some other VN2 is not yet upgraded. This would mean that if the ME roams to VN2 which filters out those AVs, the authentication in VN2 will fail 





