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1 Introduction
When a device connects to the EPC, the network operator should have means to identify the device in order to verify whether the device is allowed on to the network or whether the device should be blocked, e.g. if it is stolen. This mechanism is well defined when the device is connected to the EPC via a 3GPP access network. However, when the device connects to the EPC via a non-3GPP access network there is no clear method of identifying the device. The aim of this document is to start a discussion on this topic.

This document also discusses the possibility of IMEI(SV) shortage and what could be done to alleviate this.

2 Discussion
2.1 Non-3GPP User Equipment Identifiers

When a device is connected to the EPC via a non-3GPP access network, it is not clear how the device could be identified. As a result, it is not clear how to determine whether the device is allowed access to the network or whether it should be blocked.
This section discusses the possible end user equipment identifiers that may be used.
2.1.1 Use identity intrinsic to access technology

Many access technologies include a unique identity for the hardware, for example, the IEEE 802 family of technologies use a globally unique MAC address for each access type, and the 3GPP2 use an IMEI analogous to the IMEI(SV) of 3GPP. 

It could be possible to use these native addressing mechanisms, with an additional field to indicate the access network type, to identify the hardware when the device connects to the EPC.
For some of the technologies, for example Ethernet and WLAN, MAC address spoofing is an acceptable, and in some cases useful technique, and therefore could not be used as a reliable globally unique address.

When using an address linked to the access type the “Access Independent EIR” would need to handle a large number of different identifier types which would add some complexity.
2.1.2 Create new identifier for all end user equipment
A new common identifier format could be defined to identify user equipment independent of the access technology, and therefore all technologies would need to be modified to transfer this new identity to the EPC.

The advantage of this new format would be that the new “Access Independent EIR” could have a simpler design, although the EIR would still need to manage legacy devices and their identities.
Imposing a new identity based on a single format in several standards bodies may be problematic, particularly if the mechanism has impact on the specifications of that forum.
2.2 Multi-mode Device Identifiers
Another scenario to take into account involves multi-mode devices, where the user equipment possesses the capability to access the EPC via multiple access technologies, e.g. 3GPP, Wi-Fi.
In this case, should the device have multiple identities, one per access technology (or per access technology family) or a single identity? It seems preferable to have at least one identity per hardware (modem) module, such that every removable entity can be uniquely identified.
The network operator should have the capability to link multiple access technologies to a single user device in order to block network access to a device reported as stolen.
It should also be discussed whether all the identities allocated to the user equipment should be passed to the EPC each time the device connects to the EPC.
2.3 IMEI(SV) Flexibility

It is assumed that the IMEI(SV) will continue to be used for all 3GPP access technologies irrespective of the solution defined for the non-3GPP access technologies. However, care must be taken to ensure the current IMEI(SV) provides sufficient usable addresses. 
Due to the way IMEI(SV) is defined and allocated [2], coupled with the large production volume of devices that require new IMEI(SV)s, it is highly likely that there will be a shortage of IMEI(SV) for EPS.

To ensure that the IMEI(SV) space for EPS will be sufficient to uniquely identify a very large number of devices, the IMEI(SV) for EPS should be flexible and should not have any restriction placed on its size.
2.4 Proposed Requirements
Based on the discussion in this paper it is requested that the following proposed requirements are discussed and incorporated:
· The Evolved Packet System shall be capable of uniquely identifying each separable hardware modem module that connects via 3GPP or non-3GPP access networks.

· The Evolved Packet System shall be capable of linking multiple access technologies to a single user device.

· The Evolved Packet System shall be capable of restricting network access of a stolen device in each of its access technologies. 

3 Conclusions
Vodafone would like to have requirements that define how a device connected to the EPC via non-3GPP methods could be identified in order to allow or deny network access.
Vodafone would also like to ensure that there is sufficient space for EPS IMEI(SV) to accommodate a very large number of future devices by ensuring there is enough flexibility.
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