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9.2
Security requirements

The Evolved Packet System shall provide a high level of security, equivalent or better than Rel-7 3GPP systems. 

Any possible lapse in security in one access technology shall not compromise security of other accesses.

The Evolved Packet System should provide protection against threats and attacks including those present in the Internet.
The Evolved Packet System shall support information authenticity between the terminal and Evolved Packet Systems.

The Evolved Packet System shall allow for a network to hide of internal network elements from the UE.
Security policy shall be under the control of the home operator. 

The security solution should not interfere with service delivery or 3GPP inter-access handovers in a way that is noticeable to end-users or service providers.
Appropriate traffic protection measures should be provided by the Evolved Packet System.

The Evolved Packet System shall provide appropriate mechanisms to enable lawful intercept.
The Evolved Packet System shall ensure that no unauthorized user can obtain a legitimate IP address that can be used to establish communication or enable malicious attacks on evolved system entities.
It shall be possible to authenticate a subscriber by the use of Rel. 99 and later Releases' USIM application on the UICC in an Evolved Packet System and hence allowing the user to get services in the Evolved Packet System according to her/his subscription.
Once authenticated via a 3GPP or Evolved Packet System, the USIM shall not be required to re-authenticate upon changing between these systems, unless specifically requested by the operator (PLMN). 
NOTE: 
It may be possible to use other applications on the UICC in order to provide authentication on the 3GPP or Evolved Packet System (e.g. for connection to IMS). In addition, in case it is desirable to improve the level of security or to add new security mechanisms for accessing the Evolved Packet System compared to the one provided in Rel-7, a revised/upgraded application on the UICC may be required.
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