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1. Discussion
When user-based ciphering was discussed in this group, the main concern is that the complexity and security issues. Thus the discussion in SA3 has been focused on complexity and security.  The conclusion in SA3 was attached in the incoming LS S3-080233, which shows that no security issues and only a little additional complexity in order to support this since null algorithm anyway needs to be supported and the changes to algorithm negotiation procedure and handover procedure are small enough.

Therefore, if SA1 feels this feature useful, SA3 would be able to complete it soon. As SA3 pointed out in their LS, the following a) and c) are service requirements which need to be discussed here.

a) Service requirements and network load considerations

It’s better for the operators to have the capability to provide the UP ciphering as a service, the users who have high security needs and really want full scale UP ciphering may subscribe it. It should be noticed that this point is not purely profit-driven. We believe that not all the users need full scale UP ciphering, by providing the UP ciphering as a service, we can avoid ciphering large amount UP data that needn't to be ciphered, so that the network load will be lowered significantly. This is also very important to a network that has large number of users.
Furthermore, in some countries that have a wide area and large number of users, the interception requirements on the air interface do exist since the volume of traffic is too much and the government may want to intercept users in some important areas, e.g. stations, airports, etc. Most of the users' air interfaces which are intercepted can't be ciphered, while some other users (e.g. military offices, etc.) who needn’t to be intercepted can be ciphered.
c) M2M scenario requirements
In some M2M scenarios in which the terminal and the eNB can be controlled by the operators, there is no need for ciphering. This will also be fulfilled through the user-based UP ciphering capability. 

Furthermore, the costs of M2M devices can be greatly decreased.
SA3 also asks whether this feature will impact end-to-end user experience if only one of the users in a call has UP ciphering enabled. Since there is no guarantee that the user’s call will be ciphered end-to-end today, e.g. when your 3G subscriber is calling a 2G subscriber or a PSTN subscriber or even an Internet user, it is enough if the user’s call is ciphered in the air interface of the user that has UP ciphering enabled.
2. Proposal
It is proposed to reply to SA3’s questions as follows.

1) Evaluate the service related requirements for optional user-based UP ciphering and provide the requirements to SA3 if felt necessary.

Answer: User-based ciphering is a useful feature. 

2) Does SA1 think the optional user-based UP ciphering will impact end-to-end user experience if only one of the users in a call has UP ciphering enabled?

Answer: SA1 does think it is an issue if only one of the users in a call has UP ciphering enabled. This happens when you call a 2G/3G subscriber where ciphering is not enabled, a PSTN subscriber, or an Internet user. 

If the above is agreed, China Mobile would be happy to draft the reply LS.
