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Introduction:

SA1 has received a LS from SA2 (S2-074797 – "LS on WID regarding Support for IMS Emergency Calls over GPRS and EPS") in which we are asked to provide feedback whether or not any Emergency Call requirements in TS 22.101 or other SA1 specifications are being updated for release 8.

The answer should be considered carefully.
SA Plenary #36 decided in June not to agree the so-called partial solution in Rel-7 to support IMS emergency services using GPRS access. The main reason for the decision in TSG-SA seems to be that the partial solution did not support terminals without a valid UICC, several companies also requested a so-called “full solution”.

During the research and development of the “partial” GPRS emergency solution it became apparent that already the partial solution is technically demanding and introduces additional complexities in the PS domain. It might be possible to develop support also for IMSI-less terminals without a valid UICC in the PS domain, but this seems to be a staggering undertaking. First of all 3GPP and its member companies would need to invest resources and big chunks of meeting times to develop and specify unauthenticated emergency solutions and those solutions MUST comply with all safety requirements. The world is full of hackers eager to try every possible opening in the PS domain.


Unauthenticated (emergency) access is not a backdoor access, it is the unlocked front door !
The current discussion paper proposes to re-evaluate the requirement on unauthenticated access for emergency requirements in the PS domain for VoIP and emergency services. 

This would need to be taken into account when answering the LS from SA2.
Discussion:

The most common use cases for the UICC-less terminals are NOT related to emergency calls even in the CS domain, presumably even less so in the PS domain. It is well known that the traders of surprisingly cheap (stolen) second hand mobiles can use the SIM-less emergency call to find out for free if the phone they stole works correct just by dialing an emergency call. Those UICC-less terminals could be unintentionally dialing emergency calls and can not be notified to stop the dialing. Such calls cause disturbance in the emergency centre and delays, potentially even hinders, the handling of real emergency calls from people in distress.

Initially the mandate to support emergency calls without a valid subscription to the selected network and cell was seen appropriate. In the 1980’s the mobile phones were scarce and the concept of leaving a SIM-less old phone available for possible emergency was more realistic. Also the mobile networks in their initial deployment phase could only offer patchy coverage, so it was foreseen that the need (and justification?) to use of competitor network would be more likely. These arguments have since long time lost their importance.

Today, in some places we already face a situation where a big percentage of the PSAP workload consists of inappropriate calls from (U)SIM-less emergency calls either to just chat with someone while feeling lonely or to check that a stolen mobile works properly. It may not be possible to simply block those calls and in any case it is not possible to call back such a terminal, or to find out who was using the terminal at the time of the inappropriate call.

So one may ask, which one is bigger risk possibly missing out a real emergency call a.) if there is no valid subscription or b.) delaying or missing a real emergency call because someone else is keeping PSAP busy for no acceptable reason?

Some regulators have come to conclusion it’s that latter one, and they are already forbidding the support of unauthenticated emergency calls.

On the other hand also the huge combined workload it causes in the industry needs to be considered – in the whole pipeline from the system specification to the PSAP operation. And in the end nobody can really be sure that even the most sincerely developed unauthenticated emergency access would be hacker-proof for all time.
It is realized that this cost argument might not be relevant from regulatory point of view, but the potential benefits of supporting unauthenticated emergency services needs to be evaluated against the obvious drawbacks, both technically and from system security and safety point of view. For this  evaluation it would also be relevant to collect statistics how many unauthenticated emergency call have been placed in real emergency situations compared to the number of all incorrect unauthenticated “emergency” calls. 

It is not in the scope of 3GPP to set any type of regulatory requirements, but 3GPP should very carefully assess that the specifications it produces aren’t harmful or even potentially dangerous considering the additional workload of PSAPs.  The introduction of IMS adds the VoIP and Internet dimension to the discussion and therefore, the requirements on unauthenticated emergency services in the PS domain seem to be unsettled in global perspective.

It is realized that currently the applicable regulations concerning emergency calls almost never refer to any specific technology. The legal framework, national laws, orders by the ministers and national regulation often refer only to a service, for example the "publicly available TELEPHONE service". All regulations might apply to that service by default and then it makes no difference if the call is made via circuit switched networks or VoIP, cellular access or fixed lines. It is noted, however, that the definition of the “TELEPHONE service” may be different from country to country. 

Unauthenticated access for VoIP services using GPRS/LTE access could be regarded similar to the situation of a missing phone line. You cannot make a fixed line emergency call if you don't have the fixed telephone line. This analogy may sound funny but seems rather applicable. 
It would be an improvement if the problems of unauthenticated access were not introduced to the PS domain. If the requirement for unauthenticated emergency access is kept in force also for the PS domain or introduced unconditionally, it probably means that 3GPP IMS emergency services will not be fully standardized for GPRS and SAE/LTE accesses and that the new access technology and the related architecture is not able to support emergency calls at all or much later than what would be technically possible. The practical consequence is that voice services in the PS domain are effectively hindered from the market, at least in 3GPP systems, when support for emergency calls is a precondition to run the service.
Proposal:

The aspect of unauthenticated access in the emergency requirements in the PS domain for VoIP and emergency services seem unsettled in a global perspective and therefore should be re-evaluated. It is proposed that a new TR on "emergency requirements in the PS domain for VoIP and emergency services" in SA1, SA2 and CT1 (as secondary responsible WG) should be used to document the evaluation of emergency services requirements in order to refine the service requirements for emergency services in the PS domain.

If the above proposal is seen to be too lengthy or just delaying the issue, the quicker – intermediate – solution would be to amend TS 22.101 Rel-8 with a CR and state new requirements for emergency calls as follows:

"Emergency calls from terminals without a valid subscription that is allowed to operate in the selected network and cell may be supported in the CS domain, but are not supported in the PS domain [in this release]."
