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	The network may need to enable or diable User plane ciphering for a user, e.g.
1) to lower down the volume of traffic that need to be ciphered

2) to open the air interface to the government

Making user plane ciphering an optional feature but putting it under the operator’s control has a lot of benefits, e.g.
1) lower costs for eNodeB

2) lower costs for some terminals

3) introduce a new service, the users subscribe to this service will get their user plane ciphered.

4) Turn off the user plane ciphering when applicable, e.g. when the traffic will always be protected by IPSec, or when the ciphering introduce problem to the government
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*****************Start of changes*************************************************************
9.2
Security requirements

The Evolved Packet System shall provide a high level of security, equivalent or better than Rel-7 3GPP systems. 

Any possible lapse in security in one access technology shall not compromise security of other accesses.

The Evolved Packet System should provide protection against threats and attacks including those present in the Internet.
The Evolved Packet System shall support information authenticity between the terminal and Evolved Packet Systems.

The Evolved Packet System shall allow for a network to hide of internal network elements from the UE.
Security policy shall be under the control of the home operator. 

The security solution should not interfere with service delivery or 3GPP inter-access handovers in a way that is noticeable to end-users or service providers.
Appropriate traffic protection measures should be provided by the Evolved Packet System. The Evolved Packet System shall support enabling or disabling the user plane ciphering for a user.
The Evolved Packet System shall provide appropriate mechanisms to enable lawful intercept.
The Evolved Packet System shall ensure that no unauthorized user can obtain a legitimate IP address that can be used to establish communication or enable malicious attacks on evolved system entities.
It shall be possible to authenticate a subscriber by the use of USIM application on the UICC in an Evolved Packet System and hence allowing the user to get services in the Evolved Packet System according to her/his subscription.
Once authenticated via a 3GPP or Evolved Packet System, the USIM shall not be required to re-authenticate upon changing between these systems, unless specifically requested by the operator (PLMN). 
NOTE: 
It may be possible to use other applications on the UICC in order to provide authentication on the 3GPP or Evolved Packet System (e.g. for connection to IMS). In addition, in case it is desirable to improve the level of security or to add new security mechanisms for accessing the Evolved Packet System compared to the one provided in Rel-7, a revised/upgraded application on the UICC may be required.

*****************End of changes*************************************************************
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





