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Discussion:

This document proposes an analysis of the security and authentication possibilities for Use Case 1. Once agreed, it can be adapted to those use cases that are derived from Use Case 1. The author has attempted to address the many issues raised in previous contributions on this topic from other SA1 members.

N.B. this document originated as S1-070819. The input text has been revised as per the SWG discussion at SA#37 as follows:

· Delete text that describes use of ISIM to access IMS.
· Improve description of PNO's non-3GPP Network
· Amend terminology describing handover for compatibility with Nokia service continuity text.
· Refer to TISPAN/3GPP IMS.
· Use HSS not HLR/AuC.
4.2.3
Analysis
4.2.3.4 Authentication

4.2.3.4.1 SNO's 3GPP Network

This network will be accessed using a USIM on the UICC. The USIM will be personalised with a set of credentials determined by the SNO.

4.2.3.4.2 PNO's WLAN/CN
The CN is a TISPAN NGN with a TISPAN/3GPP IMS (that is not invoked in this use case), accessed by a WLAN AN
If handover with service continuity in mid-session requires a "make before break" process, then the NAAs or GNAAs that are used to achieve credential-attach to each network would need to be active simultaneously for at least the duration of the handover operation. Furthermore, the requirement for independent authentication and authorisation of the PNO’s and SNO’s networks requires the WLAN/CN to be accessed using a set of credentials that is independent of that used to access the 3GPP network. Possible approaches to this problem are discussed below.
Use of EAP-SIM is described in this use case, for automatic access to WLANs. It is especially suitable for WLAN roaming. EAP-SIM permits the WLAN NO to take advantage of the many available products and systems that are certified by the W-Fi Alliance. The fast re-authentication function is especially suitable for frequent and automatic handover between WLAN and 3GPP networks.

An EAP application on the UICC [ref to TS102.310] could be used to support EAP-SIM and other standardised EAP methods. TS102 310 stipulates that the EAP application must be located under a top-level application on the UICC. That could be an ISIM application, e.g. the ISIM application that is required for access to the PNO's IMS in use case 2. With this solution, even if the UE did not support IMS, it would still be necessary for it to select the ISIM. This should not be a problem, as the selection method for ISIM and USIM are the same.
An EAP application on the UICC [TS102 310] could be located under the SNO's USIM on the UICC, given agreement between the SNO and PNO to do that. The USIM and EAP application would have to use different credentials and possibly different algorithm customisations. This solution would cause a problem if the SNO needed to have its own EAP application under the same USIM. 

A PNO-personalised ISIM alone, i.e. without the underlying EAP application on the UICC, could support EAP-AKA, provided the EAP supplicant could select the ISIM application. However, an ISIM cannot currently support EAP-SIM, since it does not currently support authentication in GSM security context.

EAP-SIM could be supported from a SIM or USIM on the UICC. In this use case, such a (U)SIM would have to be personalised with credentials for the PNO's HSS, since the PNO's and SNO's networks are fully independent, i.e. the WLAN is not an I-WLAN. Furthermore, it would be necessary for the PNO's and SNO's (U)SIMs to be active simultaneously, if "make before break" is required for service continuity. However, the simultaneous activation of two USIMs on a UICC is currently prohibited by 3GPP specifications.

EAP-SIM could be supported from a new NAA that provides authentication functions which are identical to that of a USIM operating in GSM security context, but which would be specified by a WLAN-oriented organisation, e.g. the FMCA or the WiFi Alliance. Perhaps the WiSIM, proposed by some members of the WiMax Forum, could be adopted or adapted. Such an NAA's details are outside the scope of 3GPP, but it is likely that some liaison between 3GPP and the specifying organisation would be required. EFs (Elementary Files) for this NAA would typically be limited to those few required to support the authentication functions, thereby minimising concerns about "collisions" between files in this NAA and those in the (U)SIM. It would be up to the SNO and PNO to agree that the presence of this NAA on the UICC would not give rise to operational or security-related problems. If such problems could be addressed between 3GPP and the WLAN NAA's specifying body at the specification stage, then that would be more satisfactory than relying on ad-hoc agreements between PNOs and SNOs.

Use of a GNAA cannot currently support this use case, because EAP-SIM and EAP-AKA require the presence of a UICC in the UE. In future, however, GNAAs could include (U)SIM-like functions when UEs become available with embedded hardware functions capable of enforcing the required security policies and providing a secure execution environment.

GNAAs that utilise username/password, one-time password, certificates/private keys, etc., are out of scope of this us case and this study item, but they could be exploited in use cases where the PNO WLAN NO and its WLAN roaming partners are not concerned with exploiting UICC-based applications.

4.2.3.4.3. PNO's Non-3GPP Network is an ISP accessed via a WLAN
The analysis is the same as above.
