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Background information
In GSM/GPRS, an EIR was introduced to enable mobile equipment (rather than subscriber) identity checking to verify that the mobile equipment had not been stolen. The requirement for UE identity checking is specified in 3GPP TS 22.016.

The requirements are copied below for information:
Clause 4:

" A network operator can make administrative use of the IMEI in the following manner:


Three registers are defined, known as "white lists", "grey lists" and "black lists". The use of such lists is at the operators' discretion.


The white list is composed of all number series of equipment identities that are permitted for use.


The black list contains all equipment identities that belong to equipment that need to be barred.


Besides the black and white list, administrations have the possibility to use a grey list. Equipments on the grey list are not barred (unless on the black list or not on the white list), but are tracked by the network (for evaluation or other purposes)."
Clause 5:

"It shall be possible to perform the IMEI check at any access attempt, except IMSI detach, and during an established call at any time when a dedicated radio resource is available, in accordance with the security policy of the PLMN operator. It shall also be possible to perform the IMEI check when a UE is IMS registered.

The network shall terminate any access attempt or ongoing call when receiving any of the answers "black-listed" (i.e., on the black list) or "unknown" equipment (i.e., not on the white list) from the EIR. An indication of "illegal ME" shall in these cases be given to the user. Furthermore this is equivalent to an authentication failure hence any call or IMS session establishment or any location updating is forbidden for the MS, it cannot answer to paging, it is just allowed to perform Emergency Calls. Emergency calls must never be terminated as a result of the IMEI check procedure."
The EIR is contacted by the MSC or SGSN at Attach through the F and Gf interfaces respectively. These are currently MAP/SS7 based interfaces.
Discussion

It continues to be essential for network operators to protect against stolen mobiles irrespective of the network/access technologies involved. As such, the evolved architecture needs to provide a mechanism to check that a mobile is "authentic". However, whether a means to perform identity checking in non-3GPP accesses can be found needs further investigation.

In order to maintain continuity and building on the efforts in past to ensure the security of IMEI within terminals, Vodafone suggests that the IMEI continues to be used at least whilst on 2G, 3G and E-UTRAN access.
Some additional architectural questions are listed below which will need to be answered as we complete the design for UE identity checking:
1) To what degree should verification be performed – visited operator, home / PDN connection operator or both? In some countries, any subscription (identified by xSIM) that is found to be using a stolen UE will also be blacklisted.
2) Do we attempt to have some commonality in the procedures for identity checking between 3GPP accesses (2G, 3G, E-UTRAN) and non-3GPP access?

3) Should the Identity Request from MME (Mobility Management Entity) to UE be optimised e.g. to allow a request for both IMSI and IMEI in one request, or, as with GSM, be combined with the security mode complete message? Or can the IMEI be automatically provided (pushed) to the network? 
The answers to some of the above questions may very well require additional Stage 1 requirements above and beyond those listed above. Also it is unclear from the scope of TS 22.278 whether 3GPP TS 22.016 applies to the evolved architecture (EPS) also, whilst the requirements themselves within TS 22.016 appear to be very much CS domain centric and may need adaptation for the PS-only EPS.
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