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Liaison Statement

FROM:
GSMA Fraud Forum Roaming subgroup

TO:

3GPP SA1
SUBJECT:  
Proposal to enhance Operator Determined Barring (ODB) feature.

DATE:  
Wednesday, 31 January 2007

Present situation with ODB (Operator Determined Barring)
Most major roaming fraud is perpetrated by fraudsters who take out a number of fraudulent subscriptions and make large volumes of international and/or premium rate service (PRS) calls.

Operators currently control this risk by preventing new or perceived high-risk customers from making calls to international or premium rate numbers. This is achieved through use of the Operator Determined Barring (ODB) features defined in 3GPP TS 22.041, specifically:

OBOPRI:
Barring of outgoing Premium Rate Calls (Information);

OBOPRE:
Barring of outgoing Premium Rate Calls (Entertainment).

OBOIXH:
Barring outgoing international calls except those directed to the home PLMN country;

These restrictions remain in place until a customer payment history has been established, or until a customer pays a deposit to the service provider to guarantee against the risk of non-payment.

These restrictions are not ideal as they prevent customers from making international and PRS calls while operating on the home network. Regardless of the ODB restrictions that may apply to a customer subscription while roaming, network operators may wish to allow that customer to make international and PRS calls while operating on the home network. Provision of such services increases customer satisfaction without exposing the network operator to an intolerable risk.

Roaming fraud is of concern to many GSM network operators and the GSM Association Executive Management Committee has agreed that measures need to be taken to manage this risk. However, operators are unable to do this without unnecessarily restricting domestic network services without changes to the ODB feature.

Proposed Change to GSM Specifications. 

The GSM Association Fraud Forum Working Group proposes that enhancements are made to the ODB feature. The enhanced ODB feature would allow operators to independently control the ability of subscribers to make international and PRS calls while operating on the home network and while roaming. 

The change should also allow operators to apply different policies for national roamers and international roamers (e.g. an operator may wish to restrict international calling by international roamers, but not by national roamers).

It is also recommended that consideration is given to controlling the ability of subscribers to use GPRS and 3G services while roaming as opposed to while on the home network, although this should not be allowed to delay the most immediate requirement for controls association with GSM (2G) roaming.

The Fraud Forum requests 3GPP SA1 to form a group to study the requirements that should be included in the GSMA specifications to support the requested enhancements, and to prepare and submit a supporting change request with a view towards timely implementation of the enhancements in the HLR and VLR equipment.

The Fraud Forum understands that implementation of the OBD enhancements described would be required within both the home network (HLR) and the visited network (VLR), hence the requirement needs to be encompassed within the relevant 3GPP specifications.

Benefits

The ODB enhancements described above would allow network operators to limit their exposure to roaming fraud while simultaneously satisfying customer demand for international and PRS services while on the home network. Each operator would have a greater choice to allow international & PRS services while at home only, at home and while roaming, or not at all.

Contacts

This change request is being championed within the Fraud Forum by Vodafone Group (contact: Robbie Lynch, Vodafone Ireland, robbie.lynch@vodafone.com, Tel: +353 87 2567333)

Questions or feedback on this liaison statement should be directed to Robbie Lynch or to David Maxwell, Fraud Forum Project Director, GSM Association, dmaxwell@gsm.org, Tel: +353 1 2891844.

Fraud Forum - Next meeting dates (locations tbd)

May 23-25 2007

September 12-14 2007
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