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Background
M2M communication is said to involve lots of business potential. In order to utilize these opportunities there are some serious issues that need to be solved from standards perspective. This contribution points out obvious problems related to security.
The changes are based on 3GPP TR 22.868 version 1.1.0 in Tdoc S1-061077. The following text is proposed to be added in TR 22.868
Proposed changes 

5.4
Considerations on Security

5.4.1 
Denial of Service

The expected large number of terminals and the automated nature of traffic seem to be more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design. 

A DoS attack is always possible in mobile networks, irrespective of the kind of service offered. The easiest way would be jamming of the radio interface, but more sophisticated attacks are also possible, e.g. with an overload of bogus authentication or mobility management messages. Thus the aim of M2M security is not to open additional channels for DoS attacks. The same applies for degradation of service which may be seen as a weaker form of DoS. 

As often, attacks depend a lot on particular properties of a system, a detailed discussion of DoS attacks must be done after selection of a particular architecture for M2M.

5.4.2 
Adaptation of Level of Security

In order for the overall risk to remain manageable, there needs to be a finely tuned balance between security provisions on the user side and those in the network: it may be possible to adapt security on the user side for M2M communication to a certain extent, but this would then have to be compensated for by access restrictions on the M2M user enforced in the network. Some of these access restrictions could be realised by dynamically configurable packet filters.

It may be considered whether additional security measure at the application layer may allow to somewhat adapt security at the link or network layer. However, it is questionable whether a requirement on the M2M operator to introduce and manage additional security at the application layer would lead to the cost saving required for a M2M mass market. A re-use and enhancement, where necessary, of the widespread GERAN/UTRAN technology also for security for M2M communication seems the more promising approach. 
5.4.3 
Physical Security and Identity Modules
On the contrary to the human to human communication in M2M communication the communicating entities are likely to function without anybody watching over. This makes the M2M terminals subject to abuse. In particular, the challenge is to secure the UICC in such a way that it is not trivial to thieve. On the other hand making the UICC completely theft proof challenges the flexibility for the M2M administrator/end-user to change subscription if that is desired. To get this contradictory issue solved might be a key factor to open up e.g. Telematics business for mobile industry players.
For the user to access a device one of the first steps is to give a PIN code. M2M terminals don’t necessarily have a user interface for this purpose. It should be considered what is the appropriate procedure corresponding to PIN handling.

5.5
Considerations on Addressing

5.5.1
Addressing in the CS and PS domain

There are several possibilities which kind of connectivity is needed for M2M terminals – originating, terminating, CS, PS (GPRS), IMS etc. This requires different identities.

- 
IMSI: Required to access a 3GPP network, provides the possibility to perform a CS or GPRS attach and such to send short messages.

-
IMSI + MSISDN: provides the possibility to originate and terminate CS calls as well as to receive short messages.

-
IMSI + IP address: provides IP connectivity after PDP Context Activation

- 
IMSI + IMPI + IMPU: provides possibility to originate and terminate IP multimedia sessions via the IMS.
5.5.2
Addressing based on IMSIs

IMSI based addressing provides only limited connectivity in the current systems but could serve as first step to remotely activate a UE, i.e. to initiate a PDP context activation on network request.

According to TS 23.003[1] the maximum length of a IMSI is 15 digits, consisting of the Mobile Country Code (MCC) with 2 digits, the Mobile Network Code (MNC) with 2 to 3 digits and the Mobile Subscriber Identification Number (MSIN) with up to 10 or 9 digits respectively. In theory this would provide the possibility for addressing up to 10 billion different terminals within one mobile network.

However in practice this may collide with existing IMSIs of the operators. So it seems likely to be necessary for operators to apply a separate MNC for M2M communication which enables the use of nearly all possible numbers.

5.5.3
Addressing based on MSISDNs

According to TS 23.003 [1] and the ITU-T Recommendation E.164 [2] the maximum length of a MSISDN is 15 digits, consisting of the Country Code (CC), National Destination Code (NDC) and Subscriber Number (SN). Although the length of the CC and NDC may differ in various countries the majority of the SNs is around 10 digits long. Again, this would provide the possibility for addressing up to 10 billion different terminals.

Due to existing numbering plans the real number is much more limited. A possible way to use nearly the full possible range is to apply a separate NDC for M2M communication. 

On protocol level within mobile networks even longer MSISDNs – up to 20 digits in national or international format - are supported.  

5.5.4
Addressing based on IP address or IMPU

After establishment of IP connectivity the use of private or public IPv4 or IPv6 addresses is possible, the registration to the IMS enables addressing via SIP URIs or tel URIs. This provides a nearly unlimited number of addresses.

5.5.5
Conclusions concerning addressing

The limiting factor in addressing is the IMSI: Dependent on the length of the MNC only 9 or 10 digits are available for use within one network identified by one MNC. Furthermore it is the pre-requisite to access the 3GPP system via the CS or PS system. The use of additional MNCs may be restricted by regulatory authorities.

For this reason alternative addressing solutions based on IP addresses should be studied. 
Depending on the assumptions made in the section on charging (ie. to base charging on per group counters ) the need to individually identify a M2M terminal seems not to be given from the network’s point of view. It is assumed that the M2M user, in any case, will have some identification of M2M terminals on application layer. Hence, it should be studied whether authenticating the terminal by just identifying the group it belongs to brings any benefit in facilitating M2M. But it should be studied whether problems may arise when a terminal does not have a unique identity in GPRS: on the one hand, the current mobility management procedures may need to be updated (which may be a serious impact, ffs), on the other hand, it may be desirable to be able to identify a rogue or misbehaving terminal and take it out of service, rather than disabling the entire group. But then it may be possible to use a unique identity of a terminal in GPRS and use a group identity only for charging purposes, i.e. CDRs would be generated only for the group.
For example, many machines could communicate via a master machine/terminal containing a SIM/USIM. As with Personal Network Management (PNM), Machine Network Management (MNM) would allow a single subscription (MSISDN/Public Address) to serve many devices with Private Addresses. The benefits of such a system are described in section 5.1.2.
6
Possible Requirements

Based on the use cases in clause 4 and considerations in clause 5 following possible requirements can be identified:

-
De-activation of mobility for stationary devices

-
Tamper Save/Theft proof terminal including a UICC

-
Possibility to change subscription out in the field e.g. after contract expiry without human intervention

-
Possibility to allocate the terminals at initial power up to a network operator without human intervention

-
Re-use of PNM mechanisms for M2M communication

-
Possibility to define groups and to have group counters to count the traffic to and from the servers at the network boundary

-
Per group counters to count location update traffic

-
Overcoming the limitations of the IMSI range by alternative addressing solutions

- 
To simplify  terminals and networks and thus reduce costs the CS should not be impacted and preferably PS should be used. 

