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1. Discussion

TS 22.259, specifies service requirements for Personal Network Management, targeting services for users that typically carry more than device for communication purposes. In particular, private network services covers aspects where a user wishes to control access to certain UEs termed as “private UEs” by configuring access lists. An access list contains a list of UEs that don’t belong to the PN, and yet are allowed to initiate sessions with such private UEs. To facilitate this, the PNM provides registration and authentication mechanisms for guest device access.

A use case that may be conceived under private network services is that of parental control. Here users with more than one mobile may wish to share their device with their children, but may feel the need to limit the number of people/UEs who may initiate calls or sessions to these private UEs. Additionally, it may not be feasible or user friendly for each such user to statically configure access lists to all known UEs since this may lead to calls being blocked straight away when an entry for the caller as “registered” or “guest” is absent. To work around this case, we may use the security requirement present in section 4.3.3 which states that registration can be done dynamically as well. Therefore, when such information of a caller is unavailable, the user may pre-configure a default UE for access control. This default UE for access control may be queried to check if the call may be continued and in the process the caller may be registered. An example is explained in the following text.
Example (refer fig 1): Alice has subscribed to PNM private network service. She has two UEs with her in the PN – UE 1a and UE 1b. She decides to give UE 1b to her son Bob. Bob is still a young kid and Alice worries about him getting calls from strangers. So she registers her UE (UE 1a) as default UE for access control. She then creates an access list that contains a list of registered callers (Guest UEs). Any calls from the registered callers (e.g. UE 3) or Guests are allowed to go through to the private UE (Bob’s UE) directly. In case of unregistered callers (e.g. UE 2), the PN AS rejects the call directly or the PN Server queries Alice (UE 1a) whether the call can be continued. Alice can respond by allowing or disallowing (cancelling) the call. In addition, she may register the unregistered caller dynamically (on the fly) during session initiation procedures itself.
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Figure 1: Use case for Private network service

2. Conclusion

S1-070056 adds a requirement for the user to configure such a default UE for access control which is a useful feature for the service. It also mentions that this UE be the device authorized to configure the access list containing the list of Guest UEs. The document also provides the additional use case (above example) for this service to facilitate understanding of the feature.

In view of minor changes to the existing TS, no effects on other existing specifications and no stage-2 or stage-3 work yet on PNM, this CR can be introduced under the Technical enhancements and improvements work item.
