TSG-SA WG1 ad-hoc
S1-061028
Sophia Antipolis, France,  26th August – 1st September 2006 
Agenda Item: 7.2
Title:
Use case for Network Composition between Access Network and PAN/PN/UE
Source: 
KDDI Corporation, Nokia
Contact:
Hidetoshi Yokota, Petteri Pöyhönen
yokota@kddilabs.jp, petteri.poyhonen@nokia.com
1. Introduction
This contribution proposes a detailed use case and types of network composition to be studied in TR22.980 “Network Composition Feasibility Study”.

2. Proposal

The proposed use case illustrates Network Composition between AN and PAN/PN/UE.
5
Composition Use Cases
5.5 Network Composition between Access Network and PAN/PN/UE
5.5.1 Network Composition of individual users with access networks in public spaces
5.5.1.1 Short Description
A typical use case of this network composition is a PAN/PN/UE user connecting to WLAN networks in public facilities such as library, hospital and school. Figure X illustrates that Bob enters the WLAN network in the public library and executes network composition. The network capabilities of both networks are exchanged and available resources are negotiated with no or minimum user intervention. Not only can Bob communicate with or via the composed network, an appropriate level of security and QoS are also provided. The 3GPP network here plays a role of an authentication server to authenticate a PAN/PN/UE user. Once Bob is authorized to connect to the library WLAN network, he becomes able to communicate with other users (Alice in this case) that are already authorized and connected to that network.
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Figure X: Network Composition between AN and PAN/PN/UE

5.5.1.2 Actor Specific Issues and Benefits

Actor specific issues: 
· PAN/PN/UE users (Alice and Bob): When Bob wants to use the public library WLAN network, it may be necessary for him to be identified and authorized in a secure manner for the library’s policy or in case he is charged to access the network facilities or services.
· Access network: In this use case, the public library WLAN network acts as the access network. The library WLAN network may need to authorize unspecified visitors who want to use the library facilities. Also, when the visitors in the library communicate with each other via the library WLAN network, appropriate level of security and privacy may need to be provided.
· 3GPP network operators: In this use case, Alice and Bob’s home operators play a role of a trusted authentication server and/or certificate authority. Authentication information (e.g. security credentials) from the users may go through the access network to the home operators. Bob/Alice may also be charged to access some facilities/services in the library. The public library WLAN network and a 3GPP network may have an agreement that certain facilities/services could be charged through the 3GPP.
Benefits:
· Bob can automatically and securely access the library’s facilities (e.g. the archive database or nearby printers). Also he can communicate with other users in the library with appropriate level of security and privacy. If necessary, Bob can get access to his home operator via the library WLAN network.
· The library WLAN network can authenticate Bob even if the library does not have the security information on Bob. In this case, his home operator acts as the authentication server or certificate authority.
5.5.1.3 Pre-Conditions
It is assumed that commercial agreements exist between PAN/PN/UE user and his or her home operator. The library WLAN network and users’ home operators have agreed trust relationship.
5.5.1.4 Normal Flow

· Composition process:

Bob’s PAN senses and discovers the public library WLAN network (1) – (2) and initiates a security association (SA) establishment with it (3). To authorize Bob’s access to the library WLAN network, it uses the 3GPP security framework by executing network composition with Bob’s home operator (4) – (6). After successful authentication, a security association and connectivity are established between Bob’s PAN and the library WLAN network (7) – (8). The composition process is finalized by negotiating and realizing the CA (9).
· De-composition process:

The composed network may be decomposed due to physical separation or policy control. Bob’s PAN may execute de-composition when he is about to go outside the coverage of the library WLAN network. The library WLAN network may execute de-composition against Bob’s home operator when the authentication process is completed. The de-composition process may be delayed when it is expected that Bob re-enters the library within a short period of time. The timing of decomposition is agreed during the CA negotiation and the decomposition is performed with no or minimum user intervention.
5.5.1.5 Alternative Flow

If authentication fails in (3) or (5), the composition procedure may be terminated or a different CA may be applied.
5.5.1.6 Additional Information
The CA contains agreed-upon security level (with or without encryption, etc.), the level of resources or facilities that are granted to the user and the level of privacy that determines how much information of the user can be exposed to the others.











































































