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The following text proposes some additions and changes to the important area of security. 

The current text is unspecific and is extended to give more details on DoS, making it more clear that, besides the already existing Dos threats we do not want to open up new ones. 

It is further pointed out to look at the opportunities given by e.g. restricting the communication to one dedicated, network defined server or being based on GPRS only.  These changes should give SA3 a rough indication on what to look at.

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

H2H
Human to Human (Communication) the type of communication 3G networks are currently designed and optimised for. 

M2M User
Legal entity, i.e. company or person that uses M2M terminals, usually the contractual partner for the operator

M2M Terminal
A UE specifically adapted to the requirements of M2M



example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:


M2M
Machine to Machine (Communication)



4 General

4.1
Overview

It appears that there is market potential for M2M beyond the current "premium M2M market segment" i.e. the market segments that are currently using M2M.

It particular it is possible to identify potential applications for mass M2M service, e.g. consumer products manufacturers could keep in touch with their products after they are shipped – car manufacturers could serve as an example for that.

Another example is in the home environment where remote maintenance of heating and air condition, alarm systems and other applications can also be identified.

In addition to identified applications, it can be expected that if there was an easy to use M2M service offering other applications for M2M would be forthcoming.

At present structures that have been optimally designed for H2H may be suboptimal for M2M and therefore structures designed for M2M need to be investigated. 

4.2
Definition of M2M within the context of this study

Machine to Machine (M2M) Communication is seen as a form of data communication between entities that do not necessarily need human interaction. It is different to current communication models as it involves:

· new or different market scenarios

· lower costs and effort

· a potentially very large number of communicating terminals with 

· to a large extent little traffic per terminal

This new type of M2M communication may in future become more relevant as

· M2M in GSM/UMTS is a future growth sector in particular in mature markets, and the ubiquitous coverage of mobile networks is one main enabler

· Potential enhancements of 3GPP standards may be a stimulator; as such business could be addressed more cost efficiently.

4.3
Goals of this study

The study shall investigate on the improvements how standards can be enhanced to provide network operators with lower operational costs when offering M2M services.

It shall lower the M2M users’ effort associated with handling large M2M groups.

The study shall look at the trade-off between the effort and the benefits associated with the improvements

4.4 Use Cases
M2M bears an enormous application diversity, hence it is difficult to devise comprehensive use cases. Areas in which M2M is right now is used are:

	Security
	· Alarm systems

· Backup for landline

· Access control

· Car / driver security 



	Tracking & Tracing
	· Fleet Management
· Order Management
· Pay as you drive

· Asset Tracking
· Navigation

· Traffic information

· Road tolling

· Traffic optimisation/steering


	Payment
	· Point of sales

· Vending machines

· Loyalty concepts
· Gaming machines



	Health
	· Monitoring vital signs

· Supporting the aged or handicapped
· Web Access Telemedicine points

· Remote diagnostics


	Remote Maintenance / Control
	· PLCs

· Sensors

· Lighting

· Pumps

· Valves
· Elevator control
· Vending machine control
· Vehicle diagnostics


	Metering
	· Power

· Gas

· Water

· Heating

· Grid control

· Industrial metering




In the following a few already existing use cases covering the most important user requirements and the areas of improvement are outlined.

Use Case 1: Pay as you drive (PAYD)

This use case already exists in Italy and also the UK. The idea is not to charge the car driver a fixed premium for the car insurances but to base the premium on the usage of the car instead. For this reason the car is equipped with a M2M terminal, a GPS device and various other sensors that transmit the data to the insurance company. The terminal including the UICC is mounted on the car at a location where tampering with is difficult for the purpose to avoid theft of the UICC or deactivation of the terminal for fraud purposes. For the same reason the insurance company holds the contract with the network operator.

Use Case 2: Tracking and Tracing

This scenario is already well known in the area of car rental companies where at least the top class cars are equipped with tracking devices to obtain the car’s position e.g. in case of theft. Another use case already in place is tagging very expensive tools and equipment e.g. containers or tools in the building industry or oil industry.

It has to be noted that this is currently applied only to expensive goods where the relation of costs associated with tagging and the handling overhead for the user compared to the value of the product justify this business case for the equipment owner. A user of this type of M2M is facing two major problems, the first problem being the tamper/theft proof  terminal including the UICC. Currently this done by constructive measures e.g. by  locking the entire M2M module and in some cases even mounting at difficult to reach places. As a matter of fact this makes the whole M2M application very difficult to handle and thus expensive for the M2M user. The second problem comes from the need of the M2M users to have, depending on the lifetime of their products, a reliable, long term functional and viable M2M application. One aspect of this is the possibility for the M2M user to change the subscription for whatever reason. This is practically impossible with the current solution, esp. when there are substantial numbers of M2M terminals out in the field.  This is why there are only few real applications where the products always, frequently, return to the company where, besides others, also maintenance of the M2M equipment - such as checking whether the M2M has been tampered with or swapping UICCs - can be done. 

All M2M applications where the product does not return frequently or never cannot be covered if the above mentioned problems are not resolved, thus leaving a large percentage of the market uncovered.  

Use Case 3: Metering

A Metering device is usually untouched after installation for at least the next 8 years (unless it falls off the wall). Again, the UICC needs to be protected against theft and removal for the purpose cutting the connection to the utility e.g. for fraudulent purposes.

Changing the utility (and probably the operator) causes unprecedented obstacles. This use case requires no mobility as it is being mounted somewhere but requires high flexibility in allocating the M2M terminal in case of utility change and/or mobile network operator change. The most complex case is that the utility customer changes his utility eg from one power supplier to another. This power supplier, however, happens to have a contract with a network operator different than the customer’s initial supplier. To resolve that either complex accounting mechanisms need to be put in place or the utility needs to send out a service person. Both ways are very costly and also prone to misallocations.
5 Study Areas

5.1
Types of Communication

There are several different communication models under which M2M will take place, each with different relevance and importance for the M2M market. 

In the first step M2M can be restricted to a "many M2M terminals to one server" communication model (N to 1) which is the mode of operation in nearly all M2M applications running already today. A number of terminals communicating with the same server are considered a group, and a M2M user can run many of these groups. The N to 1 communication model can be further restricted in that way that the group of M2M terminals belonging to one M2M user can communicate with one destination server only whose address is supplied by the network. This would greatly reduce the effects of misuse of stolen M2M terminals which are usually unattended to a very large extent. In other words, the M2M terminal cannot decide on the destination address its data is being sent to.

For the first step, it is also considered sufficient that M2M communication is initiated by the M2M terminals only as most of the M2M scenarios run well with a pull type of communication.

When the market evolves and the need for other types of communications such as M2M terminal to M2M terminal emerges it shall be possible to introduce this later on.

It is understood that current M2M scenarios are mostly based on SMS. This, however, was driven by historical constraints, at that time when the first M2M applications were set up, nothing else, besides CS data was available. 

Thus, it is concluded that GPRS and UMTS PS shall be the only way for transferring data as it will simplify  terminals and networks (No CS impacts), and will thus reduce costs. 

This also facilitates simple writing of M2M applications by the M2M users without having to deal with specialised and proprietary SMS interworking, by simply providing e.g. an IP protocol stack. This will open up new market segments as M2M application can use an IP packet service.
Communication  scenarios:
 It is assumed that two kinds of machines are deployed within this scenario:

- Wireless modulesM2M terminals, connected via a RAN, included in the "machines in the field (e.g. vending machines)", and

- Central servers, located behind the GGSN. These servers may be located as follows:

- within the operator (MNO) domain, giving the possibility for tight coupling to servers within MNO domain.

- connected externally similar to a PDN connection (Packed Data Network as in GPRS standardisation), i.e. with a dedicated connection from GGSN (APN) to the server(s) of the machine operator and thus also routing and access control possibility at GGSN.

- within general Internet, accessible via PDN (and ISP), i.e. without dedicated connection to the server(s) of the machine operator, but transport over the public Internet.

Scenario 1: Many wireless modules communicating with one central server

This scenario applies when one machine operator has many machines at various locations and wants to communicate with these machines in an intermittent way. One Wireless module communicates with one server only. The machines shall be distinguishable from each other, i.e. outgoing messages (as seen by the central server) are not "broadcast", and incoming messages are bound to the particular machine the message was sent from.
Scenario 2: Many wireless modules communicating with many servers

A machine operator may deploy many servers for local diversity or load distribution. This is an extension of scenario 1. The MNO may provide access control to separate the different machine operators’ realms. 
Scenario 3: Many wireless modules communicating with each other

This scenario is not seen within the scope of 3GPP’s work on M2M as the relevant applications only seem to involve module-to-server communication. FFS
Further study should determine the relevant communication scenarios. It may be beneficial to limit the scope of M2M communication for the sake of reduced complexity and increased security, but, on the other hand, care should be taken not to exclude relevant scenarios. 
5.2
Handling large numbers of terminals

5.2.1
Considerations on handling large numbers of terminals for the Network Operator

Subscription and subscriber management seem to contribute to the inability to provide attractive offerings. For example, requiring the operator to deal with each and every M2M terminal individually - instead of handling the M2M user owning "N" terminals in one step - is considered at least suboptimal. Also, M2M terminals may remain stationary in many applications, thereby reducing the network load and possibly allowing optimisations.

In order to save network signalling overhead for mobiles that are non-stationary and need not to be reachable i.e. use mobile originated traffic only the suppression of location update traffic should be studied.
Furthermore mobility could be de-activated for certain kinds of terminals e.g. mobiles that are stationary
5.2.2
Considerations on handling large numbers of terminals for the M2M User

The following user requirements can be deduced from the use cases:

· Tamper Save / Theft proof terminal including a UICC

· Possibility to change subscription out in the field e.g. after contract expiry without human intervention

· Possibility to allocate the terminals at initial power up to a network operator without human intervention

5.2.3
Subscription Handling

One of the perceived obstacles to M2M market growth is the difficulty for the M2M operator to change the subscription. Currently, such a change would involve physical maintenance work on all machines in the field, which is seen as prohibitive. Therefore, alternatives to realise a dynamic provisioning of USIM parameters to a large number of M2M terminals within a short timeframe should be investigated. Depending on the business cases deployed in future, the machine operator may have the advantage that he can more easily change the MNO. This may be seen as a disadvantage for the MNO, but on the other hand the MNO may also have the benefit that new customers may switch more easily to his service. In general it is expected that the market for M2M communication may grow faster if the machine operators have more chances to select their favourite operator knowing that they are not tied to this operator forever.
5.3
Considerations on Charging

The communication behaviour of large numbers of terminals also aggravates the efforts for charging in the network. When the traffic volume may vary by several orders of magnitude, e.g. ranging from few bytes once a year to a few kilobytes every minute the traditional charging record generation effectively stops the widespread use of M2M. Especially charging, as it is designed today, in creating detailed charging records, causes unnecessary overhead in creating at least 10 - 100 times longer CDRs than the payload for every few bytes transaction.

Charging record generation as it is done today was designed for the highly regulated H2H market. It should not be applied for M2M. It is considered sufficient to apply per group counters counting the traffic to and from the servers at the network boundary. Detailed tracking of traffic behaviour per terminal should be handled at the M2M user’s server(s).

What is additionally required is to take care of M2M terminals usually tied to one location. To enable the operator to provide suitable service offerings for these types of terminals some per group counter should be established counting mobility related network load, i.e. counting the location update traffic.

5.4
Considerations on Security

5.4.1 Denial of Service

The expected large number of terminals and the automated nature of traffic seem to be more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design. 

A DoS attack is always possible in mobile networks, irrespective of the kind of service offered. The easiest way would be jamming of the radio interface, but more sophisticated attacks are also possible, e.g. with an overload of bogus authentication or mobility management messages. Thus the aim of M2M security is not to open additional channels for DoS attacks. The same applies for degradation of service which may be seen as a weaker form of DoS. 

As often, attacks depend a lot on particular properties of a system, a detailed discussion of DoS attacks must be done after selection of a particular architecture for M2M.

5.4.2 Adaptation of Level of Security

In order for the overall risk to remain manageable, there needs to be a finely tuned balance between security provisions on the user side and those in the network: it may be possible to adapt security on the user side for M2M communication to a certain extent, but this would then have to be compensated for by access restrictions on the M2M user enforced in the network. Some of these access restrictions could be realised by dynamically configurable packet filters.

It may be considered whether additional security measure at the application layer may allow to somewhat adapt security at the link or network layer. However, it is questionable whether a requirement on the M2M operator to introduce and manage additional security at the application layer would lead to the cost saving required for a M2M mass market. A re-use and enhancement, where necessary, of the widespread GERAN / UTRAN technology also for security for M2M communication seems the more promising approach.  



