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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

1
Scope

This Technical Report (TR) presents the results of the Study on Public Warning System. The intent of this Study is to assess the ability of 3GPP specifications to meet requirements identified for Public Warning System. This Study consisted of a multi-step process, namely:

1.
Identify aspects for Public Warning System.

2.
Determine existing relevant 3GPP specifications for Public Warning System.

3.
Perform a Gap Analysis to assess the ability of existing 3GPP specifications to meet the Public Warning System requirements.
The Public Warning System is intended to interwork with external networks to provide an end-to-end service. Therefore, service interactions with a message server in external or internal networks are considered within the scope of this document, although the specification of these interactions may be in other standards. If this occurs, a reference to that specification shall be made.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]  ETSI TR 102 182 Emergency Communications (EMTEL); Requirements for communications from
authorities/organisations to the citizens during emergencies.
[2]  ETSI TR 102 444  Analysis of the Short Message Service (SMS) and Cell Broadcast Service (CBS) for
Emergency Messaging applications
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [12] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [12].

Public Warning System:   
3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

PWS
Public Warning System

LCS
Location Services

4
Background
4.1
Regional requirements

4.1.1
Japan
The Japanese government intends to create early warning earthquake detection systems, which is called Earthquake Early Warning System, during 2006 and requests that mobile operators deploy a system for broadcasting earthquake early warning information to mobile phone users. The government requirements for the system from the aspect of delivery time, granularity of distribution, and information element are as follows.

· The system shall deliver earthquake early warning information to mobile phone users as soon as possible.
· Earthquake early warning information shall be delivered to the area where people need to evacuate.
Note: These requirements are listed in the following document in Japanese. (http://www.jma.go.jp/jma/press/0605/22b/chuukanhokoku.pdf)
4.1.2
United States of America (USA) 
Editor’s note:  In order to have a global solution for PWS, this section, the PWS aspects in section 5, and the gap analysis in section 6 can not be completed until emergency alert requirements are defined by the United States
4.1.3
Europe 
Editor’s note: The actual geographic strucuture of this section  will ultimately depend on the requirements identified by Individual Member companies. The PWS SWG encourages all 3GPP Individual Member comapaines to determine what if any unique requirements exist for their region/country and contribute them as appropriate. 
5
Aspects
The following sections describe the aspects to support PWS. These aspects are used as a basis for the gap analysis described in Section 6.
5.1
Duration of delivery time
Editor’s note:  This section would clarify duration of delivery time between a message delivery server and UE.
Editor’s notes:
1. Since there could be servers both inside and outside the 3GPP network which are involved in the delivery of emergency alert messages, any requirements which specify duration of delivery time must clearly specify the end points of measurement for the duration.  

2. Since multiple types of air interfaces are available for 3GPP networks (e.g., GSM, EDGE, GPRS, UMTS, iWLAN), any requirements for duration of delivery time must also be indicated via the associated 3GPP access technology. 

3. Any requirements for duration of delivery time should also include factors such as frequency of repetitions, time interval between repetitions, and total time interval for the repeated transmission of the alert messages.

5.2
Granularity of the distribution
Aspects from the perspective of the granularity of the distribution are following. 

Warning information should be able to be delivered, based on location
Editor’s note:  This section would clarify granularity of the distribution area, e.g., cell id, considered service provisioning area, e.g. Prefecture, County.
Editor’s note:  This section also needs to discuss dynamic versus static (e.g., pre-configured) definition of the alerting area.  For dynamic definitions of the alerting areas, the PWS requirements must also address the definition of the geographic locality of the alerting area and the mapping of the dynamically defined alert area to the associated configuration of the 3GPP access method.

5.3
Information element and volume
Editor’s note:  This section would clarify information element e.g., “what is the event?” “where is the event?” “where is the event heading (like a tornado)” “what actions should be taken by the user”, and volume of the information.
Aspects from the perspective of information element and amount of data are following. 

· PWS should be able to transfer a few bit data for Earthquake Early Warning information.

· PWS should be able to transfer at least 2 Kbytes in order to produce large data such as a map to safe area or emergency facility
Editor’s notes:

1. This section needs to consider the requirements for the data types of the alert message (e.g., text only versus multimedia).  For multimedia, what type of multimedia need to be supported? (e.g., video clips, video streaming, audio clips, still pictures, graphics, maps)  

2. PWS standards must not define the specific contents of the alert messages.  These messages are highly dynamic in nature and are subject to regional requirements.  The PWS standards should define the mechanisms and associated flexibility to support various types of alert message data types.

3. PWS requirements must also address varying sizes of messages including any associated requirements and issues for message segmentation and concatenation. 
5.4
User Interface
Editor’s note:  This section would describe considerations on user interface i.e. alerting the user, presenting the information to the user e.g. language options, and supporting users with special needs, e.g. Users that are Blind, Deaf etc. to editor's note of the section.
5.5
Interaction with the services active in the handset
Aspects from the perspective of interaction with the services active in the UE are following. 

· UE should receive PWS messages even if the UE has some active communication (e.g. voice).
Editor’s note:  This section would describe requirements and consideration in order that warning information should be provided to users with priority over all other services.
Editor’s note:  Priority of PWS over other services and any preemption of other services are subject to regional regulatory requirements  

5.6
Priority
Editor’s note:  This section would describe requirements and consideration in order to transfer warning messages from a message delivery server to UE with priority over all other traffics.
Editor’s notes:
1. Priority of PWS over other services and any preemption of other services are subject to regional regulatory requirements.

2. Since there are different types of alert messages (e.g., tornado, earthquake, tsunami, industrial accident) that could be issued by various jurisdictional areas (e.g., local, county, township, parish, state, national, multi-national), the requirements for the prioritization and sequencing of these alerting must be included in this section.
5.7
Security

Aspects of security are following. 

· Spoofing prevention ; It should not be possible to spoof a PWS message.

· Integrity protection of PWS message should be possible.
5.8
Support of roaming subscribers

5.9
Support in legacy handsets
5.10
Support of Alert Message Sources
5.11
Alert Initiation and Cancellation Aspects
5.12

UE Aspects
5.13

Subscription & Charging Aspects
5.14

Delivery & Receipt Confirmation Aspects
5.15

Periodic Testing Aspects
5.16

Support of Multiple Alert Message Categories 

5.17

Relationship of PWS with Other Regulatory Aspects
Editor’s note: See contribution S1-060734 for more details on the proposed content for sections 5.10 to 5.17.
6
Gap Analysis on current services
Editor’s note:  The following listed clauses (non-exhaustive) are possible systems for PWS. Considered requirements, gap analysis should be described.
6.1
SMS
6.2
CBS
6.3
MBMS
7
Conclusion

Annex A (Informative):
Use Cases
Editor’s note:  This section would describe PWS use cases e.g., earthquake, tsunami, in order to clarify motivation of requirements and considerations.
A. Public Warning System (PWS) Use Cases 

The mechanisms for the delivery of alerts via the Public Warning System are sensitive to the geographic size and the subscriber density within the alerting area. Consequently, the following five PWS use cases vary in geographic size and subscriber density: 

Use Case #1 – Small local area.
Use Case #2 – Small town or city
Use Case #3 – Average size city
Use Case #4 – Large city or metropolitan area
Use Case #5 – National 

For all use cases, it is assumed that all details associated with the emergency alert including instructions of actions to take by the subscriber are being delivered.  Consequently, large emergency alert messages would be sent to the subscribers as noted in the common parameter section below.

A.1 Common Parameters for Use Cases 1-5
The alert messages will have the following characteristics:
1. Notification of hazardous situation that poses an imminent threat to public health or safety
2. Provide appropriate instructions for actions to be taken by individuals affected or potentially affected by such a situation
3. Notify public when hazardous situation has ended or has been brought under control.
The following are the assumptions and parameters which are common for all of these Use Cases:
· 30% of the population in the affected area has GSM phones

· 80% of subscribers have their mobile phones turned on

· 8 SDCCH per square mile

· Block probability of 2%

· Average call duration is 60 seconds

· Alert messages will be issued during the Busy Hour (BH)

· Two alert messages will be issued

· First alert message will be the event notification

· If text, message content is 1,000 characters

· If audio, message content is 60 seconds

· Second alert message will be the event cancellation

· If text, message content is 500 characters

· If audio, message content is 30 seconds

· The first and second alert messages will be initiated 60 minutes apart

A.2 Use Case #1 – Small Local Area

A railroad car containing chlorine gas has derailed in an urban area. The railroad car has been damaged and chloride gas is starting to escape.  Based upon the current wind and weather conditions, the public safety officials have determined that the surrounding areas need to be evacuated immediately.  Based on this determination, the local authorized government agency has decided to activate the Public Warning System to send an evacuation message to the citizens in the affected area.
Emergency alert parameters for this use case:

· Size of affected area is 3 square miles

· 2,850 people per square mile

· 1,275 housing units per square mile

A.3 Use Case #2 – Small Town or City

A tornado has been spotted 10 miles southwest of a small town in “tornado alley” of the US Midwest.  This tornado is moving northwest directly toward this small town at approximately 20 miles an hour.  The local public safety officials have determined that there is a high probability that the tornado will hit their small town in approximately 30 minutes.  Based upon this determination, the local authorized government agency has decided to activate the Public Warning System to send a tornado warning alert message to the citizens in this small town and to advise them to take cover. 
NOTE: For an actual tornado related event, a series of alert messages would be issued as the tornado moved and remained a public safety issue.  For simplification of the analysis, it is assumed that only one notification message and one cancellation message will be sent.
Emergency alert parameters for this use case:

· Size of small town is 16 square miles

· Population of the small town is 45,000

· 2,850 people per square mile

· 1,275 housing units per square mile

A.4 Use Case #3 – Average Size City

A large explosion has occurred at a nuclear power plant which is located near an average size city.  It is currently unknown if the explosion was a terrorist act or an industrial accident. The containment vessel and control mechanisms of the nuclear reactor have been severely damaged. There is an imminent risk that the nuclear reactor may melt down with the resultant release of radioactive material.  The current predominant winds would carry any airborne radioactive material to this average size city.  The local authorized government agency has decided to activate the Public Warning System to warn the citizens of this average size city and to instruct them to immediately shelter in place.
NOTE: For an actual nuclear plant related event, a series of alert messages would be issued as the situation changed.  For simplification of the analysis, it is assumed that only one notification message and one cancellation message will be sent.
Emergency alert parameters for this use case:

· Size of city is 68 square miles

· Population of the city is 633,500

· 9,316 people per square mile

· 4,476 housing units per square mile

A.5 Use Case #4 – Large City or Metropolitan Area

In a manner similar to the subway bombings in London in September 2005, a series of explosions have occurred almost simultaneously at three subway platforms in a large city.  The subway system of the large city is temporarily halted while public safety officials assess the damage and the potential risk of additional bombings.  These bombings are believed to be terrorist attacks and there is a possibility of more imminent bombings at other subway platforms or other types of mass transportation. The local authorized government agency has decided to activate the Public Warning System to warn the citizens of the large city and to instruct them to remain where they are (e.g., stay in their offices and homes).
NOTE: For an actual subway bombing event, a series of alert messages would be issued as the situation changed.  For simplification of the analysis, it is assumed that only one notification message and one cancellation message will be sent.
Emergency alert parameters for this use case:

· Size of city is 33 square miles

· Population of the city is approximately 2.21 million

· 66,940 people per square mile

· 34,756 housing units per square mile
A.6 Use Case #5 – National (entire United States)
Two radiological devices (i.e. “dirty bombs”) have been detonated nearly simultaneously in two US cities. These detonations occurred in one large metropolitan city and one average size city. Based upon intelligence information, there is a possibility that detonation of additional radiological devices in other large and small US cities may occur in the very near future. The threat level of the Homeland Security Advisory System has been raised to the highest level or the Red Level.  The President of the United States has decided to issue a national alert on the Emergency Alert Systems to advise and warn all people in the United States. 
Emergency alert parameters for this use case:

· 3.5 million square miles

· Population of the US is approximately 296 million

· 108 million housing units 

· Approximately 90% of population live in top 100 metropolitan areas

A.7 Earthquake warning
This section describes overall procedure of earthquake warning with Figure X.
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Figure X: Overall procedure of Earthquake Early Warning

- Primary wave of earthquake
When an earthquake happens, two types of waves are produced: Primary wave and Secondary wave. Primary waves (P-wave) which have little destructive force travel at 7 km/sec speed, whereas Secondary waves (S-wave) which have a major destructive force travel at 4 km/sec. Therefore, detection of Primary waves can provide early warning information for earthquakes before damage has been caused in the affected area.
- Overall procedure of Earthquake Early Warning

(1) When the Earthquake Early Warning System deployed by the Japanese Government detects Primary wave at more than two sensors, and then estimates the epicentre and Japanese earthquake scale per district (e.g. 186 districts are designated by the Japanese Government). When the system creates Earthquake Early Warning information, which includes the estimated epicentre and scale, the system sends it to Public Warning System which is deployed by mobile operator.

(2) When a delivery server for PWS receives the information, the server delivers it to handsets in target areas. When the handsets receive the information, they display it or sound.
(3) When users become aware that Secondary wave is going to reach soon, and they take safety measures (e.g. extinguishing gas stoves, opening doors, hiding under the table, moving to a safer place).
A.7.1
Importance of shortening delivery time
This section shows importance of shortening delivery time for Earthquake Early Warning.

A.7.1.1 Delivery time for Earthquake Early Warning
Earthquake Early Warning (i.e. Primary wave indication) makes no sense unless it is delivered to users before Secondary wave arrives at the area where the users camp. The shorter delivery time over PWS is, the more people can be saved. The following describes importance of shortening PWS delivery time with actual data.

 The difference of speed between Primary wave and Secondary wave is about 3 km/secs. The distance from the earthquake epicentre to the area nearest to the epicentre in disaster areas is about 10-50 km. Therefore, arrival time interval at the area between Primary wave and Secondary wave is about 3-17 seconds. Whereas it takes about 5 seconds for earthquake detection system to send Earthquake Early Warning information to a mobile operator and it takes about 2-3 seconds for users to take safety measures. Therefore, it is meaningful to shorten PWS delivery time by the second.

A.7.1.2 Delivery time analysis over current CBS

This section shows delivery time from RNC to UE based on the procedures of CBS.

Regarding CBS, it takes about 8.4 seconds to deliver a message. Delivery time estimation of each procedure is based on the following.
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Figure X: Procedure of CBS
1) When RNC receive a Write-Replace message from CBC, the RNC transmit Paging Type 1 messages to target UEs per group through NodeB within PCCH. Then, the UEs triggered by PICH see the corresponding PCCH.

2) The RNC transmit System Information Update Request to NodeBs, and then the NodeBs update BCCH.

3) The NodeB transmit within BCCH, all the UEs in target areas see within the corresponding BCCH.

4) The RNC transmit BMC scheduleing message within CTCH, UEs see the corresponding CTCH and know the schedule for CBS messages within the CTCH.

5) The RNC transmit CBS message within the CTCH, UEs receive the CBS message within the CTCH.

It takes 5.72 seconds from step1 to step3, 2.56 seconds from step3 to step4, and 0.12 seconds from step4 to completion of receiving a page under the condition of delivering 1 page.

A.7.1.3
Effect of shortening delivery time

This graph shows current CBS can deliver Earthquake Early Warning information to only about 50% of disaster areas before Secondary wave arrives. It is effective to shorten delivery time in order to deliver it to the rest of the areas. Shortening delivery time leads to saving more people.
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Figure Y: Effect of shortening deliver time
Note: X-axis shows elapsed time since Earthquake Early Warning System transmits Earthquake Early Warning information to PWS, and Y-axis shows the number of earthquake sensors which detects Secondary wave with greater than Japanese earthquake scale of 5 Lower at the same time. Elapsed time is equivalent to delivery time over PWS. The data used in this graph is quoted from the following: http://www.seisvol.kishou.go.jp/eq/shindo_db/shindo_index.html
Editor’s Note: Contributions to further clairify the chart above are expected
A.7.2
Information element and volume for Earthquake Early Warning
Regarding the quanty of data of Earthquake Early Warning information it is sufficient to transfer a few bit data for having handsets be ringing, making buzzer, or display short text prepared in a handset (e.g. “Earthquake Warning! Do safety measures!”) because there is not plenty of time to read the text in order from users to quickly execute safety measures (e.g. extinguishing gas stoves, opening doors, hiding under the table, moving to a safer place), before the arrival of the destructive Secondary wave.
After an earthquake happens, it would be effective to delivery more data such as map for navigation to safe area or emergency facility where users can get important information, some foods, or essentials for life.
A.7.3
Earthquake Early Warning to handsets with some communications
Earthquake Early Warning information shall be notified to users even if they have some communications in progress (e.g. voice or data service). After release of the communications, meaning after the arrival of the destructive Secondary wave, it is too late to identify the Earthquake Early Warning information.
A.8
Threat in warning information delivery
A.8.1
Threat analysis
In warning information delivery spoofing prevention and integrity protection are important because spoofing and data tampering would cause confusion among users.
Whereas eavesdropping protection is not so important because warning information is for publicity and non charged one.
A.8.2
Key delivery
Warning information is delivered to many users. One-to-one key delivery is not efficient because it consumes great amount of traffic resource.
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� CTIA estimates cellular penetration to be approximately 60% in the United States and it is assumed for this analysis that 50% of the cellular phones in the US are GSM based and 50% are CDMA based.


� Based upon an actual flash flood warning message issued by the National Weather Service for the state of Utah in the United States on Tuesday October 18th, 2005


� Based upon an actual flash flood warning message issued by the National Weather Service for the state of Utah in the United States on Tuesday October 18th, 2005


� Based upon the actual cancellation message of a severe thunderstorm warning message issued by the National Weather Service for central Arizona of the United States on Tuesday October 18th, 2005


� Based upon the actual cancellation message of a severe thunderstorm warning message issued by the National Weather Service for central Arizona of United States on Tuesday October 18th, 2005


� Census data of 2000 for Redmond, Washington USA was used to determine population and household density


� Census data of 2000 for Redmond, Washington USA was used to determine city size, population and household density


� Census data of 2000 for the city of Washington, D.C.  USA was used to determine city size, population and household density


� Census data of 2000 for the city of Manhattan, New York. USA was used to determine city size, population and household density


� United States census data of 2000. was used to determine population and household density
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