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This contribution is intended to add new ideas to TR22.868 ‘Study to Facilitate Machine to Machine Communication in 3GPP Systems’, mainly on the use of subscription identifiers and on multi-mode machines.  Other small changes to the existing text are also proposed.
5.1
Types of Communication

There are several different communication models under which M2M will take place, each with different relevance and importance for the M2M market. 

In the first step M2M can be restricted to a “many M2M terminals to one server” communication model (N to 1) which is the mode of operation in nearly all M2M applications running already today. A number of terminals communicating with the same server are considered a group, and a M2M user can run many of these groups. The N to 1 communication model can be further restricted in that way that the group of M2M terminals belonging to one M2M user can communicate with one destination server only whose address is supplied by the network. This would greatly reduce the effects of misuse of stolen M2M terminals which are usually unattended to a very large extent. In other words, the M2M terminal cannot decide on the destination address its data is being sent to.

For the first step, it is also considered sufficient that M2M communication is initiated by the M2M terminals only as most of the M2M scenarios run well with a pull type of communication.

When the market evolves and the need for other types of communications such as M2M terminal to M2M terminal emerges it shall be possible to introduce this later on.

It is understood that current M2M scenarios are mostly based on SMS. This, however, was driven by historical constraints, at that time when the first M2M applications were set up, nothing else, besides CS data was available. 

Thus, it is concluded that GPRS and UMTS PS shall be the only way for transferring data as it will simplify  terminals and networks (No CS impacts), and will thus reduce costs. 

This also facilitates simple writing of M2M applications by the M2M users without having to deal with specialised and proprietary SMS interworking, by simply providing e.g. an IP protocol stack. This will open up new market segments as M2M application can use an IP packet service.

5.1.1
Tele/Bearer selection and multi-function machines

When considering the communication requirements for various types and classes of machine it becomes obvious that no single Teleservice or Bearer Service will satisfy all their individual needs up to now. Also there are multi-function machines that may need to communicate with different servers/terminals, at different data rates, for different tasks. For example, a network of ‘printer/fax/scanner’ machines might communicate externally via a master machine/server with a gateway terminal (containing a SIM/USIM). Existing master 2G/3G capable terminals might request a CS bearer to send a fax, SMS to report a fault, or GPRS / HSDPA to transfer a large graphics file to a manufacturer. 

5.1.2 5.1.2
Machine Network Management (MNM)

Many of the ideas being developed for Personal Network Management (PNM) (TS 22.259 [aa]) and Network Composition (NC) might also be applied to machine network management (MNM) communications. Like humans, machines may also need to communicate in different ways at different times, between themselves and with remote peers. Standardising MNM procedures, and aligning them with PNM, NC and similar specifications, could lead to improve efficiency through optimised communication and better bearer/bandwidth usage, especially for networked machines belonging to a single or partner entity.  In addition to industrial and office machines, example networks would include CCTV surveillance cameras, vending machines, gaming and internet access terminals in a shopping mall, or on a train, or perhaps a home network comprising phones, PCs, PDAs, TV set-top box, alarms, domestic appliances, etc.  

Depending on the communication task, machines might communicate, via non 3GPP access technology, to the master machine (containing a SIM/USIM) or obtain authorisation from the master machine to communicate directly e.g. using the 3G or fixed NGN network, with an external entity.  

Benefits include:

· Single subscription

· Single network authentication

· Communication task prioritisation

· Data aggregation and multiplexing e.g. over HSDPA

· Better QoS e.g. optimum location of master machine / terminal

· Continuation of high-speed data link to sub-optimal locations using M2M single or multi-hop Bluetooth / WiFi /cable

· Efficient network management

· Ad-hoc and potentially self repairing network

· Optimised routing  

· Improved security and reliability

· Subscription independent machine replacement / upgrades

· Consolidated charging and billing

· Easier subscription upgrade and portability



5.2
Handling large numbers of terminals

5.2.1
Considerations on handling large numbers of terminals for the Network Operator

Subscription and subscriber management seem to contribute to the inability to provide attractive offerings. For example, requiring the operator to deal with each and every M2M terminal individually - instead of handling the M2M user owning “N” terminals in one step - is considered at least suboptimal. Also, M2M terminals may remain stationary in many applications, thereby reducing the network load and possibly allowing optimisations.

In order to save network signalling overhead for mobiles that are non-stationary and need not to be reachable i.e. use mobile originated traffic only the suppression of location update traffic should be studied.

Furthermore mobility could be de-activated for certain kinds of terminals e.g. mobiles that are stationary

5.2.2
Considerations on handling large numbers of terminals for the M2M User

The following user requirements can be deduced from the use cases:

· Tamper Save / Theft proof terminal including a UICC

· Possibility to change subscription out in the field e.g. after contract expiry without human intervention

· Possibility to allocate the terminals at initial power up to a network operator without human intervention

5.3
Considerations on Charging

The communication behaviour of large numbers of terminals also aggravates the efforts for charging in the network. When the traffic volume may vary by several orders of magnitude, e.g. ranging from few bytes once a year to a few kilobytes every minute the traditional charging record generation effectively stops the widespread use of M2M. Especially charging, as it is designed today, in creating detailed charging records, causes unnecessary overhead in creating at least 10 - 100 times longer CDRs than the payload for every few bytes transaction.

Charging record generation as it is done today was designed for the highly regulated H2H market. It should not be applied for M2M. It is considered sufficient to apply per group counters counting the traffic to and from the servers at the network boundary. Detailed tracking of traffic behaviour per terminal should be handled at the M2M user’s server(s).

What is additionally required is to take care of M2M terminals usually tied to one location. To enable the operator to provide suitable service offerings for these types of terminals some per group counter should be established counting mobility related network load, i.e. counting the location update traffic.
5.3.1 
Use of Machine Class Subscription Identifiers

In order to differentiate machine to machine communications for optimised mobility management, call routing, security and charging purposes, consideration should be given to the use of machine subscription identifiers. It is envisaged that several types of M2M communication subscriptions / tariffs could be offered by network operators, based perhaps on different classes of machine e.g. ‘always on’ high security alarm systems and surveillance camera networks, single point of sale card readers, fixed location machines.  The subscription information, including the machine class identifier would be distributed to the responsible network elements handling the M2M communication.

5.4
Considerations on Security

The expected large number of terminals and the automated nature of traffic seem to be more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design. This needs to be studied further. 

All requirements, esp. the ones on the M2M terminals and the UICC need to be carefully studied regarding their impacts on security.

5.5 Considerations on Addressing

Considering the number of terminals to be expected, it is not a viable solution to allocate MSISDN to each terminal.  For this reason alternate solutions eg based on IP addresses should be studied. For example, many machines could communicate via a master machine / terminal containing a SIM/USIM. As with Personal Network Management (PNM), Machine Network Management (MNM) would allow a single subscription (MSISDN / Public Address) to serve many devices with Private Addresses. The benefits of such a system are described in section 5.1.2.
