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The following text proposes some additions and changes to the important area of security. 
The current text is unspecific and is extended to give more details on DoS, making it more clear that, besides the already existing Dos threats we do not want to open up new ones. 
It is further pointed out to look at the opportunities given by e.g. restricting the communication to one dedicated, network defined server or being based on GPRS only.  These changes should give SA3 a rough indication on what to look at.
5.4
Considerations on Security

The expected large number of terminals and the automated nature of traffic seem to be more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design. 

A DoS attack is always possible in mobile networks, irrespective of the kind of service offered. The easiest way would be jamming of the radio interface, but more sophisticated attacks are also possible, e.g. with an overload of bogus authentication or mobility management messages. Thus the aim of M2M security is not to open additional channels for DoS attacks. The same applies for degradation of service which may be seen as a weaker form of DoS. 

As often, attacks depend a lot on particular properties of a system, a detailed discussion of DoS attacks must be done after selection of a particular architecture for M2M.

In order for the overall risk to remain manageable, there needs to be a finely tuned balance between security provisions on the user side and those in the network: it may be possible to relax security on the user side for M2M communication to a certain extent, but this would then have to be compensated for by access restrictions on the M2M user enforced in the network. Some of these access restrictions could be realised by dynamically configurable packet filters.

It may be considered whether additional security measure at the application layer may allow to somewhat relax security at the link or network layer. However, it is questionable whether a requirement on the M2M operator to introduce and manage additional security at the application layer would lead to the cost saving required for a M2M mass market. A re-use and enhancement, where necessary, of the widespread GSM / UMTS technology also for security for M2M communication seems the more promising approach. 

One of the perceived obstacles to M2M market growth is the difficulty for the M2M operator to change the subscription. Currently, such a change would involve physical maintenance work on all machines in the field, which is seen as prohibitive. Therefore, alternatives to realise a dynamic provisioning of SIM parameters to a large number of M2M terminals within a short timeframe should be investigated. Depending on the business cases deployed in future, the machine operator may have the advantage that he can more easily change the MNO. This may be seen as a disadvantage for the MNO, but on the other hand the MNO may also have the benefit that new customers may switch more easily to his service. In general it is expected that the market for M2M communication may grow faster if the machine operators have more chances to select their favourite operator knowing that they are not tied to this operator forever.

NOTE: It should also be investigated whether cost saving may be achieved through automated batch procedures for subscription management (including SIM handling) of groups of wireless modules belonging to the same machine operator. This, however, is outside the scope of this report as it could be achieved without any changes to the GSM or UMTS specifications.
Communication  scenarios:
 It is assumed that two kinds of machines are deployed within this scenario:

· Wireless modulesM2M terminals, connected via RAN, included in the “machines in the field (e.g. cigarette vending machines)”, and

· Central servers, located behind the GGSN. These servers may be located as follows:

· within the operator (MNO) domain, giving the possibility for tight coupling to servers within MNO domain.

· connected externally similar to a PDN connection (Packed Data Network as in GPRS standardisation), i.e. with a dedicated connection from GGSN (APN) to the server(s) of the machine operator und thus also routing and access control possibility at GGSN.

· within general Internet, accessible via PDN (and ISP), i.e. without dedicated connection to the server(s) of the machine operator, but transport over the public Internet.

Scenario 1: Many wireless modules communicating with one central server
This scenario applies when one machine operator has many machines at various locations and wants to communicate with these machines in an intermittent way. One Wireless module communicates with one server only. The machines shall be distinguishable from each other, i.e. outgoing messages (as seen by the central server) are not “broadcast”, and incoming messages are bound to the particular machine the message was sent from.

Scenario 2: Many wireless modules communicating with many servers
A machine operator may deploy many servers for local diversity or load distribution. This is an extension of scenario 1. The MNO may provide access control to separate the different machine operators’ realms. 

Scenario 3: Many wireless modules communicating with each other
This scenario is not seen within the scope of 3GPP’s work on M2M as the relevant applications only seem to involve module-to-server communication. 

Further study should determine the relevant communication scenarios. It may be beneficial to limit the scope of M2M communication for the sake of reduced complexity and increased security, but, on the other hand, care should be taken not to exclude relevant scenarios. 
