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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In the aftermath of the tsunami in South East Asia in December of 2003, public authorities are taking a fresh look into their systems to alert the population about an imminent threat or to mitigate the consequences of a major disaster. Besides the traditional sirens and the regular broadcast media, an important new resource has become available to authorities in the last decennium with the massive roll out of cellular networks.
1
Scope

The present document is a study into public warning systems and how mobile devices in a cellular network can be used in such a system. Various technologies that are available in the cellular network are investigated. The study will take into account which technologies are readily available and which technologies may be best suitable for public warning systems in the future.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
draft ETSI TS 102 182: "Requirements for Communication from Authorities to Citizens during an Emergency".

[2]
draft ETSI TR 102 444: “Suitability of SMS and CBS for Emergency Messaging”

[3]

CAP oasis-200402-cap-core-1.0: “Common Alerting Protocol”, published by the Organization for the Advancement of Structured Information Standards (OASIS)
[4]
CBF-PUB(02)0002R2.3: “Handset Requirements Specification”, published by the Cell Broadcast Forum
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

BSC
Base Station Controller

CAP
Common Alerting Protocol

CBS
Cell Broadcast Service

CCITT7
Comité Consultatif International Téléphonique et Télégraphique 7
DAB
Digital Audio Broadcast

DMB
Digital Multimedia Broadcast

DRX
Discontinuous Reception
DSL
Digital Subscriber Line
DVB-H
Digital Video Broadcast - Handheld

EMTEL
Emergency TELecoms
ETAS
Emergency Telephone Alert System

FAX
Facsimile

FCC
Federal Communications Committee
GPS
Global Positioning System
GMSC
Gateway Mobile Switching Centre
HLR
Home Location Centre
IMS
IP Multimedia System
IP
Internet Protocol
LA
Local Area
MBMS
Multimedia Broadcast Multicast Service
MMI
Man-Machine Interface
MMS
Multimedia Message Service
MSC
Mobile Switching Centre
MSISDN
Mobile Station Integrated Services Digital Network
RDS
Radio Data System
SA
Service Area
SMS
Short Message Service

TETRA
Terrestrial Trunk Radio
TV
Television

UE
User Equipment
USSD
Unstructured Supplementary Services Data
VLR
Visitor Location Register
WLAN
Wireless Local Area Network
4
Public Warning 
The provision of effective communication is one of the most important duties of a public authority towards its citizens. An important component required to meet this duty is the ability for authorities to communicate with citizens during times of emergency. Authorities and emergency response teams need to warn and inform the public in times of crisis and therefore are required to have effective, high quality communication methods and systems to meet this need.

The responsibility for emergency response or disaster-related communications is addressed differently from country to country. In most cases, the parties responsible for warning and informing the public follow the country’s administrative structures with coordinators at both the local and national levels, as well as across multiple disciplines and departments.
4.1
Public Warning Today
Public warning in many countries nowadays relies on sirens, combined with radio and television broadcast. When hearing the siren, citizens shall go inside, close doors and windows and switch on their radio or television for further information.

Emergency Telephone Alert Systems are often used to dial citizens in their homes with a voice broadcast, alerting them and providing specific information to the emergency situation.
Citizens that are on the move may not have the possibility to go indoors so easily. Since the siren doesn’t provide any specific information anyway, ignoring the siren is a likely option. People with hearing disabilities may not hear the siren at all.
4.2
Public Warning Tomorrow

Since there are more than 2 billion mobile phones in use all over the world, of which 1.5 billion GSM phones, it seems obvious to include mobile devices in public warning systems.
4.3
Circumstances and Warning Strategy
An important conclusion from the EMTEL document on public warning [1] is that there is no single technology that fulfils all requirements at all times under all circumstances. Authorities must therefore design and define a strategy for public warning, based on multiple systems and technologies..

Warning citizens is not limited to the moment of the emergency itself. Citizens must be instructed what to do in case an emergency situation should occur. This is usually done through door-to-door distribution of leaflets, and through radio and television messages, often just prior to test runs of the siren system.
When an emergency situation can be predicted, citizens shall be instructed what to do to prevent loss of lives and to mitigate property damage. Depending on the amount of time left before the emergency actually occurs, different means of warning can be chosen. The less time there is, the more important become the elements of real-time and location.
During the emergency and immediately after the emergency citizens should also be able to receive information, but network congestion is likely to occur in many types of networks.

In the aftermath of the emergency the elements of real-time and location may be less crucial, but the telecommunications infrastructure may have become damaged.
The public warning strategy prior to an actual emergency (no emergency predicted or foreseen) is considered to be outside the scope of this study, since the cellular network is unlikely to be used here. Instructing citizen on what actions to take in case of an emergency is probably done through radio, television, news paper articles or leaflets that are distributed door to door.
5
High Level Requirements

This chapter provides an overview of high level requirements for various circumstances where authorities deem it appropriate to issue public warnings, seen from the perspective of the citizen, as described in sections 5.1 and 5.2. Sections 5.3 and further provide requirements from the system perspective.
5.1
Time frame prior to and during the emergency
In the time-frame prior to the emergency, the occurrence of the emergency has been predicted or foreseen by the authorities, or is actually happening.

Within this time-frame it shall be possible to warn 
-
a large number of citizens,
-
including visitors from other countries,

-
in near real-time,

-
with location specific information

-
that is intrusive

-
in their desired language.
The number of citizens can vary from nearly none to everyone in the country, depending on the number of people in the area of the emergency. 

The economy of many countries relies on tourism. Especially these countries will want to provide their visitors a feeling of safety when their public warning system is also capable of reaching these visitors.

The real-time element is likely to be important, when no time can be lost to increase the chances of survival or to mitigate damages. 

Citizens need to have relevant information that is specific to the location. In the area where the emergency actually happens, the information (“evacuate the area”) might be quite different from the information that is relevant in the area a bit away from the emergency (“go indoors and close doors and windows”).

The notification shall be intrusive to reach the citizen in time. It is therefore necessary that the device on which the notification is received is switched on and the reception of notification is enabled.
The issue of the language can be important in two cases. If there is more than one official script in a country the warning messages shall be made available in all the official languages of that country. The second case is where the authorities want to be able to warn visitors from other countries and provide them information in their desired language (which is not necessarily their own language, but could be a commonly used language, such as English).
It shall be possible to reach these citizens

-
in their homes,

-
at their work place,

-
at public venues,

-
outside on foot,
-
in or on (moving) vehicles

Some technologies may not be able to reach citizens regardless of where they are. An obvious example is that a landline network is not suitable to reach people that are outside on foot. With vehicles is not only meant cars, motor cycles, etc. on the mainland, but also boats that are near the shore, and don’t have any on-board communications systems.
5.2
In the Aftermath of the Emergency

In the aftermath of the emergency, the emergency situation itself has passed, and consequences must be dealt with. In this situation there may be casualties and damages to property and infrastructure.

The same requirements as in the previous section apply, apart from the real-time element, which may have lost its importance.
Since the telecommunications infrastructure may be damaged, alternative means of informing citizens may be required.

5.3
System Requirements
This section provides the high level requirements for the public warning system, seen from the system perspective.

-
The public warning system shall be able to support both pre-planned and dynamic notification events. This allows authorities to prepare in advance for situations that may be likely to occur within their regions of responsibility. At the same time, the system allows for notification scenarios that must be planned dynamically in the moment of need.
-
Notification systems shall be able to retry delivery when the initial message delivery fails. This also implies that the system will be capable of detecting successful delivery of the message.

-
Multiple methods of message delivery shall be supported. Methods that allow delivery of important message content provide a greater value for those receiving the message and can include instructions regarding the desired or appropriate response for the recipient. Use of telephone voice, voice mail, FAX, SMS, paging, broadcast radio, TV, and email allow an increased level of content delivery in the notification message. In some instances it might be useful to include diverse methods of delivery in the same terminal (such as DVB-H to 3G phones).

-
Emergency notification systems shall support delivery of notification messages to those with special needs, such as hearing and vision impaired,

-
The ability to deliver messages in relevant languages shall be supported, as mentioned in the previous sections.

-
Emergency notification systems shall be capable of delivering notification messages to specifically targeted areas, as mentioned in the previous sections.

-
Systems intended to deliver high volumes of notifications shall be capable of addressing congestion management across the various networks used.
-
Emergency notification systems shall be engineered for high availability; either through (geographic) redundancy or through availability of alternative technologies.
-
Emergency notification systems shall be engineered to cover a specified significant proportion of the affected population. This includes not only citizens and visitors inside the home country, but also citizens that are outside their country and may be in an affected area (authorities may want to enquire the status of their citizens in emergency areas in foreign countries).
5.4
MMI Requirements

This section provides requirements for the interface of the device that presents the warning message to the citizen.
-
An emergency warning message shall be recognisable as an emergency message and shall therefore be clearly distinguishable from a normal message, override other messages or other mechanisms in the GSM/UMTS standards.

-
The emergency warning message shall stay on the display for a while regardless of the user setting and it shall be possible for the user to review the message at a later time.
-
The monitoring of emergency warning messages shall not lead to unacceptable battery power consumption.

-
In order to ensure that an effective and simple to use public alert system can be realized, there is need for detailed minimum requirements on the behaviour of handsets.

5.5
Security Requirements

This section provides requirements regarding security issues.

-
It shall only be possible for authorised users to send out public warning notifications. Unauthorised use to send out false warning messages or spam messages shall not be possible.
-
The identity of the originator of the warning message shall be clear to those that receive the message.

-
Emergency notification systems shall provide protection of data used for operation of the system. This includes management of user authentication, authorization, and access. Appropriate protections shall also be established regarding data privacy associated with subscriber/citizen records potentially stored as part of the system.

6
Technologies
A public warning system that fulfils most or all requirements will consist of more than one single technology. Therefore a government shall have to define and design a strategy which combination of technologies shall be used during the various stages of an emergency, taking into account what system is already operational. It is outside the scope of this study to define such a strategy. 

6.1
Sirens

Sirens are used in many countries today in a public warning system, and play a role in the public warning strategy. 
6.2 
Radio and TV Broadcast
Analogue and digital radio and TV broadcast, including RDS and DAB, are not specifically targeted at mobile devices and do not use the GSM or UMTS infrastructure. However, radio and television already play in important role in emergency warning systems, since they fulfil a number of requirements for a public warning system.
6.3
Web and email

6.3.1 Web
Emergency notification presented over a web interface may provide information, but cannot be considered a warning device, and will therefore not be considered any further in this document.

6.3.2 Email

E-mail is one of the few mobile services that have a direct capability with service in the fixed network. An increasing number of mobile devices are capable of supporting e-mail.

Significant points to consider include:

-
It is possible for Email to be securely delivered – depending on the enabling servers and handset software as well as Public Key Infrastructure (PKI) infrastructure. 
-
As Email is an Asynchronous rather than Synchronous communication service, it is very tolerant to service interruption and can support guaranteed delivery with Recall / Expiration capabilities. 

-
Almost all the Emergency and Relief worker agencies use Email to keep abreast of fast changing field situations and also updating disseminating information servers. Such communication is the preferred mode in a large, complex operation compared with updates based on Voice or SMS communication. 
-
It is relatively easy for different levels of agencies to set up email query-able databases – so that users can get updates by sending emails to specific list servers to get updates emailed to them. 
-
One can have an Email or IM messaging equivalent of a 911 call (communicating with a human operator). 
-
Standards for Email are well established and understood. 
-
The capacity for Email communication (GPRS/EDGE/W-CDMA) is substantially more than for Voice, SMS or MMS. 
-
There is high tolerance to poor radio conditions – Bit Error Rate (BER) resilience of approximately 10% compared to just 1% for Voice (which results in dropped calls). 
-
Email traffic does not tax battery resources as heavily compared with Voice – so the handset is available for a lot longer time span of communication between mobile users and relief agencies. 
6.4
ETAS and SMS for fixed lines
An Emergency Telephone Alert System (ETAS) is a strong candidate in a public warning strategy, since it can alert citizens in their homes, particularly at night.  SMS for fixed provides a similar service. Both technologies are by nature location specific. There is no mechanism to manage network congestion. 

A current development is the transition from analogue subscriber lines to fully digitalised subscriber lines (xDSL) over which triple play services (basic telephony, TV and broadband data communication) can be offered. This possibly opens up new possibilities to handle network congestion and parallel warning to high numbers of users since data communication and broadcast/multicast technologies could be used all the way to the network equipment placed at the user premises.
6.5
Mobile devices

The scope of this document is limited to mobile devices that use the GSM or UMTS networks. This includes devices on which mobile television services can be offered, although such devices are also offered as stand alone devices for mobile TV and that are not connected to a GSM or UMTS network. Paging is included because such devices can be used for public warning messages similar to a mobile phone, although they are connected to other types of networks. All these devices will be considered in more detail in this section.
6.5.1
Paging

Paging services are based on broadcast technology. Low cost alpha/numeric paging devices are reliable, they are easy to use, consume very little energy and there is little to go wrong with them. Paging functionality can be embedded into various types of terminals (e.g. messaging displays such as notice boards on highways, in shopping malls, on bus stops, at railway stations, and in various other public places). They have even been built into wrist watches, cellular and TETRA devices. 

Once an emergency notification message has been received by a paging network it will be transmitted within 30 seconds using the paging networks broadcasting capability. Each message will be receivable throughout a nation’s population area (e.g. the paging networks in the UK, France and Germany each cover 98% or more of their respective populations, with less base stations than are used in the GSM/UMTS cellular network). 

Paging devices can be programmed to respond to national alarms, regional alarms or local alarms. So messages can be targeted at people in the immediate vicinity of an emergency to do one thing, and people travelling to the vicinity to do another.

Paging networks are operational now and using them to send messages to notice boards and other terminals has been done for a long time. However, public use of paging is declining in the last few years and various operators are closing down their public paging networks. Paging availability is then limited to closed user groups, such as fire brigade, ambulance, etc.
Paging services do not support roaming.

6.5.2
Cell Broadcast Service (CBS)

The Cell Broadcast Service allows broadcasting of messages to the mobile phones of a large number of citizens in a specific location within a few minutes, and instructs citizens on actions to take.

Due to the nature of broadcast a single message can reach all mobile phones in the specified areas, including those of roamers. The area can be as small as one cell and as big as the entire country. Broadcast does not allow for detection of successful delivery, but messages can be repeated for those that enter the emergency area later or have missed previous messages. 

The cell broadcast functionality must be enabled on the mobile phone and channels of interest (message identifier) must be activated. It is then possible to broadcast messages in various languages on different channels. Individual channels can be activated over the air.
Since a mobile phone can vibrate next to beep, the hearing impaired can also be warned. Text-to-speech conversion applications are available to warn the visual impaired.

Cell broadcast uses a dedicated channel, so the functionality will generally be available, even if voice and data traffic in the network is congested. The consequence is that network capacity is allocated to cell broadcast at all times. Estimates suggest that is between 2 and 3%.
In case of a power failure as a result of an emergency, pico cells will be lost immediately and macro cells and normal cells will loose their coverage within a few hours. Umbrella cells could be equipped with power backup, and these cells typically have a large coverage area. Since cell broadcast is a down-link service only, it is not relevant that a great many mobile phones camp on one umbrella cell. These umbrella cells can still be used to broadcast messages.

On the downside, not all handset vendors have developed a good MMI, and DRX is required to keep the battery power consumption at acceptable level
.
Cell broadcast is widely supported in GSM, and support in UMTS is being developed and shall become available in 2006.
More details of the CB technology can be found in [2]
6.5.2.1
Improvements for CB in public warning applications

CB can support roaming through the use of message identifiers (channels). Each language, as specified in ISO639, would receive a dedicated channel. This effectively means that once someone has activated for instance the English channel, this person would receive warning messages in all countries that broadcast these messages in English, without the need to select a different English channel in each country. Within one country all official languages would be supported on their own channel. This channel allocation could be standardized in section 9.4.1.2.2 in 3GPP TS 23.041, Technical realization of Cell Broadcast Service.
Emergency messages shall be intrusive and shall therefore be distinguishable from a normal message.  Unused values of the Data Coding Scheme could be used as a message parameter to indicate that a message is an emergency message, or a warning message.
The MMI of many phones could be improved. Requirements for handsets are published by the Cell Broadcast Forum [4].

6.5.3
Short Message Service (SMS)

Short Message Service or SMS messages can be sent to a mobile terminal without special options needing to be set on the handset. SMS is widely known and accepted and messages can contain detailed instructions for citizens on required actions to take. 

Under normal conditions, delivery can be almost instantaneous, but a large number of messages require considerable time (average cell can send 3600 short messages per hour). Since the mobile terminal acknowledges successful reception of an SMS, the retry mechanism guarantees a very high rate of successful delivery. Severe network congestion may lead to a delayed delivery.

SMS in itself is not location specific. However, there are technical means to detect where mobile handsets are located. Active probing generates a lot of time consuming traffic on the signalling channels and passive probing requires expensive equipment, and considerable time.
SMS cannot provide warnings for roamers, since MSISDN numbers of visiting roamers are normally not available.
More details of the SMS technology can be found in [2]

6.5.4
Digital Video Broadcast (DVB-H) and Digital Multimedia Broadcast (DMB)

Video broadcast, such as Digital Video Broadcast – Handhelds (DVB-H), Digital Multimedia Broadcast (DMB), to mobile terminals can be used just like radio or television. The service must be activated, but then a large audience can be reached in a short time with detailed instructions in various languages. 

DVB-H and DMB use their own infrastructure, which makes the service non location specific, but without risks of congestion. Both DVB and DMB have satellite versions, which are less likely to be affected by natural catastrophes.
DVB-H is based on DVB-T. Standards are maintained by ETSI. DMB is based on Digital Audio Broadcast (DAB) and is mainly used in the Asia Pacific region.

In Digital Video Broadcasting (DVB) systems, emergency messages can be identified by using the Announcement Support Descriptor (see EN 300 468 clause 6.2.3)

6.5.5
Multimedia Messaging Service (MMS)

Multimedia Message Service or MMS messages can be sent to a mobile terminal without special options needing to be set on the handset. The message may include picture, voice- and text message, and can contain detailed instructions for citizens on required actions to take. 

Under normal conditions, delivery can be almost instantaneous, but a large number of messages require considerable time. Since the mobile terminal acknowledges successful reception of an MMS, the retry mechanism guarantees a high rate of successful delivery. Severe network congestion may lead to a delayed delivery.

MMS in itself is not location specific. However, there are technical means to detect where mobile handsets are located. Active probing generates a lot of traffic on the signalling channels and passive probing requires expensive equipment and considerable time to probe each BSC.
When handsets do not support MMS, an SMS is received instead with a notification to retrieve the MMS message from a website.

6.5.6
Unstructured Supplementary Services Data (USSD)

The Unstructured Supplementary Services Data or USSD service provides a transaction based service between an application and a handset. The USSD service can provide a simple menu-type of interaction and it can provide unsolicited messages to the handset that appear directly on the handset's display. Communication can thus be initiated from both sides. 

USSD is standard available on every GSM/UMTS phone.

Delivery of messages from an application to a handset is at least as fast, if not faster, than SMS, since a dialogue is built between the handset and the network. So, for subsequent messages, no additional HLR/VLR lookups are necessary.

USSD can also be used in scripting languages. USSD only carries (alpha) numerical characters. The messages are limited to a similar size as SMS. 

USSD communication is point-to-point (handset-application) and has no location component. USSD works in home and in roaming networks. In the latter case, both applications in the home network as well as in the visited network can communicate with the handset.
The communication over the radio interface takes place on the signalling channels using short dialogues with peak data throughput rate capabilities of up to approximately 600 bits/s outside of a call and 1 000 bits/s during a call.
Other characteristics are similar to SMS and MMS.
6.5.7
IP Multimedia System

The IP Multimedia System (IMS), specified in 3GPP TS 22.228 (Stage 1), TS 23.228 (Stage 2) and several Stage 3 specifications, provides several alternative means, including instant messaging, for person-to-person communication. Instant messaging in IMS guarantees real-time delivery of messages, where messages can carry any media (text, video, sound). Also messaging conferences between several UEs is supported. Further, IMS Emergency Session will be introduced as part of 3GPP Release 7.

IMS was introduced in 3GPP Release 5, but is not yet widely deployed.
6.5.8
Multimedia Broadcast / Multicast Service (MBMS)

The MBMS is a unidirectional point to multipoint bearer service in which data is transmitted from a single source entity to multiple recipients. 3GPP has defined two modes of operation:

- the broadcast mode

- the multicast mode.
The MBMS broadcast mode is a transmission of multimedia data (e.g. text, audio, picture, video and speech) to all users in a broadcast service area. The multicast mode allows transmission of multimedia data to a group in a multicast service area. In the multicast mode there is the possibility for the network to selectively transmit to cells within the multicast service area, which contain members of a multicast group. This implies that users must first subscribe to a multicast service.
Since MBMS services can be provided in parallel various types of users can be catered for (car drivers can listen to a speech message and hearing disabled people can read a warning message)

MBMS uses the UMTS network and due to the nature of broadcast large audiences can be reached in short time.
MBMS is a new technology and mobile phones that support MBMS are not yet readily available. Companies that do supply an MBMS centre also supply an application for the mobile phone. How phones should behave towards emergency messages has not yet been established.

6.6 Bearer technologies and protocols
A trend that seems to be quite clear is that more and more different access technologies are going to be used in the future across different services. An increasing number of them is radio based and being used for mobile, semi mobile or fixed wireless access and provides new ways of distributing warning messages.
6.6.1
IP communication

A century ago there was only fixed-line telephony and telegraph to send messages quickly across a distance. Since then facsimile has come, and mobile and satellite based networks have been developed and are being used. The spectrum of access technologies is becoming even wider with technologies like WLAN, Wi-Max and others that make the picture more complex. It is questionable if it will be possible in the future to reach a very high penetration using only two or three access technologies.

One way of handling this situation might be to focus on distributing warnings on a higher level in the communication network. This could possibly be done by using another trend that most of the communication tends to be done over the IP-protocol. Hence if it would be possible to find a standardised way to send, distribute and receive warnings over IP. This could be used independently of the underlying access network.
A problem that might arise when the warning distribution is moved up onto the IP-level is that the geographical structure of the access networks is no longer available to make the message location specific. One possible way of dealing with this could be to introduce the principal of that the receiving terminal, based on its own knowledge of its position, filters the warnings and chooses only to display to the user the warnings that are valid. This in turn requires the warning messages to hold information on warning area in a defined way. The CAP protocol [3] provides such a capability. 
Another possible way to solve this is when the distribution channel itself can interpret the area information in the message and thus send the message only to the intended area. CB and MBMS are examples of technologies that can do this. 
Generally it should be noted that the use of IP as bearer protocol opens up new ways to distribute warning messages.
6.6.2
Power networks

To an increasing degree power companies look into the possibilities to introduce “automatic meter management”. The main goal is to make automatic meter reading possible. To make it possible a communications infrastructure needs to be established. At this point in time there is no well defined standard way of establishing communication for meter management. It might be over the power wires, using radio or other means. The important fact though is that the communication will be there in most homes in the future. The power companies are interested in looking into other possibilities to use their investment. One of those could possibly be warning of the public in homes and perhaps also at work in offices, shops, factories and other places where you have the automatic meter reading.

6.6.3
Satellite

Communication technologies based on satellites might have interesting features for warning the public. Particularly satellites for positioning might be of interest. This is for at least four reasons. 

- There is an ever increasing use of satellite positioning receivers in use, not just in the navigation systems in cars and boats, but also integrated in cell phones. This later trend is especially evident in USA where the FCC requirement on positioning of calls made to 911 (emergency number corresponding to European 112) have increased the number of handsets with integrated GPS satellite positioning. It can be forecasted that the total numbers of terminals of various kinds with integrated satellite positioning receivers will increase in the future. 

- Satellite as means of distributing warnings have the advantage of reaching also areas that are not densely populated and therefore lack good coverage of other means of communication.

- Satellite receivers inherently have at least some knowledge of their position and should therefore be able to filter the warnings in accordance to their position.

- The satellite medium is of high reliability from a number of perspectives: broadcast structure leads to that it is resistant to congestion, and satellites are not dependent on infrastructure in the local area to be warned. 

In the coming years there will be alternatives to the USA based GPS by the means of the European Galileo and possibly also by the Russian Glonas. Today there is no possibility within the GPS system to send a message to the GPS receivers, at least not to consumer grade receivers. Interesting, and actually a prerequisite to get warning via positioning satellites working, is that there are discussions within the Galileo project ongoing to introduce a broadcast channel. This channel is intended to be used to send acknowledgements to emergency transmitters on board ships. It could be of interest to investigate if it would be possible to use this channel to distribute warnings to consumer grade Galileo receivers.
7
Technologies compared

This chapter intends to compare the technologies from the previous chapter against the requirements from chapter 5.

The technology shall be able to reach a large number of citizens, including roaming visitors, in near real-time with intrusive and location specific information in their desired language. Table 1 shows which requirements are met.
Table 1: Meeting high level requirements, part 1
	Technology
	Requirement

	Sirens
	are able to reach a large number of citizens, including roaming visitors, in near real-time. Sirens are location specific and intrusive. Information in any language is not possible.

	Radio and
TV
	are able to reach a large number of citizens, including roaming visitors, in near real-time in their desired language. Location specific information is not possible. The notification is only intrusive when a radio or TV is switched on.

	Email
	is able to reach a large number of citizens, including roaming visitors, in near real-time in their desired language. Location specific information is not possible. The notification is only intrusive for those that are working on a device when the email client is activated.

	EATS and
SMS for fixed
	are be able to reach a large number of citizens, in near real-time with location specific information that is intrusive and in their desired language. Roaming visitors cannot be reached. 

	Paging
	is able to reach a large number of citizens, in near real-time with information that is intrusive and in their desired language. Roaming visitors cannot be reached. The information is location specific within 3 to 30km range.

	CBS
	is able to reach a large number of citizens, including roaming visitors, in near real-time with location specific information in their desired language. The notification is intrusive when the CB functionality on the mobile phone is activated.

	SMS
	is able to reach a large number of citizens with information that is intrusive and in their desired language. Roaming visitors cannot be reached since the MSISDN numbers are not known to the authorities. When a large number of citizens must be reached, the service is not near real-time, and message delivery can be delayed for hours; neither is the service location specific.

	DVB and
DMB
	are able to reach a large number of citizens, including roaming visitors, in near real-time with location specific information in their desired language. The notification is only intrusive when the service is currently being used. Research has shown that users watch TV on their mobile phone for around ten minutes per day

	MMS
	is able to reach a large number of citizens with information that is intrusive and in their desired language. Roaming visitors cannot be reached since the MSISDN numbers are not known to the authorities. When a large number of citizens must be reached, the service is not near real-time; neither is the service location specific. On non-MMS capable phones an SMS is received with an URL where the MMS can be downloaded.

	USSD
	is able to reach a large number of citizens with information that is intrusive and in their desired language. Roaming visitors cannot be reached since the MSISDN numbers are not known to the authorities. When a large number of citizens must be reached, the service is not near real-time; neither is the service location specific.

	IMS
	is able to reach a large number of citizens with information that is intrusive and in their desired language. Roaming visitors cannot be reached since the MSISDN numbers are not known to the authorities. When a large number of citizens must be reached, the service is not near real-time; neither is the service location specific.

	MBMS
	is able to reach a large number of citizens, including roaming visitors, in near real-time with location specific information in their desired language. The notification is intrusive when the functionality on the mobile phone is activated.


Table 1 shows that CB and MBMS both meet the requirements, and that other technologies have disadvantages that make them unsuitable to warn citizens just prior or during and emergency. However, mobile devices are not always switched on, so a combination of technologies is required.
The technology shall be adequate to reach these citizens in their homes, at their work place, at public venues, outside on foot, in or on (moving) vehicles. Table 2 shows which technology meets these requirements. Generally all mobile technologies do.
Table 2: Meeting high level requirements, part 2

	Technology
	Requirement

	Sirens
	are able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles, although they are possibly not heard when there is background noise; especially at public venues.

	Radio and
TV
	are able to reach citizens in their homes and in or on (moving) vehicles. It is less likely that citizens listen to radio or TV at their work place, at public venues or outside on foot.

	Email
	Is able to reach citizens in their homes and at their work place. It is less likely or unlikely that citizens have access at public venues, outside on foot, and in or on (moving) vehicles (with the exception of Blackberry device owners)

	EATS and
SMS for fixed
	is able to reach citizens in their homes and at their work place, but not at public venues, outside on foot, or in or on (moving) vehicles.

	Paging
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	CBS
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	SMS
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	DVB and
DMB
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	MMS
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	USSD
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	IMS
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.

	MBMS
	is able to reach citizens in their homes, at their work place, at public venues, outside on foot, and in or on (moving) vehicles.


Table 3 compares the technologies against the requirements from a system perspective.
Table 3: Meeting system requirements

	Technology
	Requirement

	Sirens
	are not able to verify successful delivery, but retry is achieved by repeating the signal;
do not support delivery to the hearing disabled;
congestion management is not an issue.

	Radio and
TV
	are not able to verify successful delivery, but retry is achieved by repeating the message;
do not support delivery to the hearing disabled;
congestion management is not an issue.

	Email
	is able to verify successful delivery, by having the mail acknowledged; this is not a real-time acknowledgement;
an application on the mobile phone can convert a text message to speech;
does not address congestion management on the internet.

	EATS and
SMS for fixed
	is able to verify successful delivery, and, if needed retry delivery;
supports delivery of messages to those with special needs;
does not address congestion management

	Paging
	is not be able to verify successful delivery;
supports delivery of messages to those with special needs
congestion management need not be an issue

	CBS
	is not able to verify successful delivery, but retry is achieved by repeating the message;
an application on the mobile phone can convert a text message to speech;
addresses congestion management since CB uses a dedicated channel.

	SMS
	is able to verify successful delivery, and, if needed retry delivery;
an application on the mobile phone can convert a text message to speech;
does not address congestion management.

	DVB and
DMB
	are not able to verify successful delivery, but retry is achieved by repeating the message;
support delivery of messages to those with special needs;
congestion management is not an issue

	MMS
	is able to verify successful delivery, and, if needed retry delivery;
does not support delivery of messages to the visual disabled;
does not address congestion management.

	USSD
	is able to verify successful delivery, and, if needed retry delivery;
does not support delivery of messages to the visual disabled;
does not address congestion management.

	IMS
	is able to verify successful delivery, and, if needed retry delivery;
does not support delivery of messages to the visual disabled;
does not address congestion management

	MBMS in broadcast mode
	is not able to verify successful delivery, but retry is achieved by repeating the message;
supports delivery of messages to those with special needs
does not address congestion management

	MBMS in multicast mode
	is able to verify successful delivery;
supports delivery of messages to those with special needs;
does not address congestion management


A few technologies listed in table 3 do not address congestion management. Those technologies are unsuitable in a public warning system, since network congestion is likely to happen when an emergency situation occurs. See Appendix A for an example.

Table 4 compares the technologies and the MMI (Man-Machine-Interface) requirements.

Table 4: Meeting MMI requirements

	Technology
	Requirement

	Sirens
	Messages are recognisable as emergency messages;
Identity of the originator is normally not an issue;
There is no MMI.

	Radio and
TV
	Messages are recognisable as emergency messages;
Messages remain available as long as they are broadcast;
The identity of the originator is clear;
Notification services do not lead to unacceptable battery power consumption.

	Email
	Messages are not recognisable as emergency messages;
Messages remain available until they are deleted;
Messages can be reviewed later;
Messages show the identity of the originator, but the identity may be spoofed;
Notification services do not affect battery power consumption.

	EATS
	Messages are not recognisable as emergency messages;
Messages do not remain available for a while;
Messages cannot be reviewed later;
Messages can show the identity of the originator, but may not be easily verified;
Notification services do not affect battery power consumption.

	SMS for fixed
	Messages are not recognisable as emergency messages;
Messages can remain available for a while;
Messages can be reviewed later;
Messages show the identity of the originator, but the identity may be spoofed;
Notification services do not affect battery power consumption.

	Paging
	Messages are not recognisable as emergency messages;
Messages remain available for a while;
Messages can be reviewed later;
Messages show the identity of the originator
Notification services do not lead to unacceptable battery power consumption.

	CBS
	Messages are not recognisable as emergency messages on today’s mobile phones;
Messages remain available for a while on later model mobile phones, and can then be reviewed later;
Messages show the identity of the originator;
CB services do lead to an increased battery power consumption.

	SMS
	Messages are not recognisable as emergency messages on today’s mobile phones;
Messages remain available for a while;
Messages can be reviewed later;
Messages can show the identity of the originator, but the identity may not be easily verified;
Notification services do not lead to increased battery power consumption.

	DVB and
DMB
	Messages are recognisable as emergency messages;
Messages remain available as long as they are broadcast;
The identity of the originator is clear;
Notification services do not lead to unacceptable battery power consumption.

	MMS
	Messages are not recognisable as emergency messages;
Messages remain available for a while;
Messages can be reviewed later;
Messages show the identity of the originator, but the identity may not be easily verified;
Notification services do not lead to increased battery power consumption.

	USSD
	Messages are not recognisable as emergency messages;
Messages do not remain available for a while;
Messages cannot be reviewed later;
Messages can show the identity of the originator, but the identity may not be easily verified;
Notification services do not lead to increased battery power consumption.

	IMS
	Messages are not recognisable as an emergency message;
Messages remain available for a while;
Messages can be reviewed later;
Messages show the identity of the originator, but the identity may not be easily verified;
Notification services do not lead to increased battery power consumption.

	MBMS
	Messages are not recognisable as an emergency message;
Messages shall remain available for a while;
Messages can be reviewed later;
Messages show the identity of the originator
Notification services does not lead to unacceptable battery power consumption.


No single technology fulfils all requirements. Some of the technologies, like IMS and MBMS are still in development and for instance MMI has not yet reached full development.
Annex A: What happens when a network gets congested?
This annex contains a narrative description of what occurred right after the bombing in London in July 2005.
When the first bomb attack happened, I was working at home; about 40 miles from London when the bombings happened so did not have TV or Radio on. Therefore I knew nothing at all.

I was expecting a call on an unrelated matter, from the Surrey Police HQ, just a few miles from my house. When it didn't come I decided to call them myself on my mobile. When I got through they told me of the bombings and said they had been trying to reach me on my mobile for three hours, without success.

Since the mobile system in our area of southern Surrey was not over loaded, and was no where near central London, why did that happen?

When someone makes a call to a mobile, the system has to figure out where they are in the world, before they can be put through. This is accomplished by a Mobility Management System (MMS), consisting of a Home Location Register (HLR), a Gateway Mobile Switching Center (GMSC), a serving Mobile Switching Center (MSC), a Visitor Location Register (VLR), and a Base Station Controller (BSC) over the CCITT7 system (or C7 as it is called in the US).

All of the steps below are the same for SMS as they are for a voice call. 
1) First, the call is signaled to the Gateway Mobile Service Center nearest to the caller.

2) The GMSC then has to find out which mobile switch in the world the mobile is currently 'attached'. It finds out by looking at the 'B' number (the number the caller dialed) and looking up which Home Location Register has the details about that number.

3) It signals the HLR over the CCITT7 signaling system

4) The HLR (in my case, in London) now has to look up in its database which switch I was last reported to be attached to. If the London HLR is being overloaded, this can congest the C7 system or the HLR's capacity.

5) The visited switch (serving MSC, in Guildford) is now called, over the CCITT7 system, and asked to help set up the call.

6) It responds by giving a 'Roaming Number, a temporary number that the serving MSC assigns during call set up only.

7) There GMSC then calls the SMSC using the roaming number.

8) The serving MSC now calls the Visitor Location Register (VLR) and asks if the called party is still attached (has it reported in lately), and if so, in which 'location area' it now is.

9) The SMSC then commands the Base Station Controllers to 'page' the mobile over every cell, which is in the 'location area' in which the mobile last reported. This could be hundreds of cells.

10) The BSC must then command each cell to make the page over its paging channel.

11) If the mobile responds and if there is a free traffic channel, a separate system called the 'channel allocation' system then assigns a channel for the call. Of course in overload, your chances are very slim even supposing the other steps happen without a hitch.

Note: 
The paging channel load is critical for BSC; the location area size is chosen to have this load very close to maximum. Any huge surge in paging causes such paging commands to be lost.

In the case of SMS, the system will just try again, but this will further load the system as the new attempt is made.

Many vendors have devised server systems which, on triggering by an event, will send out large numbers of SMS messages for delivery to mobile terminals. However experience so far with such systems has been disappointing. In a recent case in Britain, text messages asking people to look for a missing child were delivered long after the child was found. 

Clearly the prospect of an unknown number of vendors with an unknown number of subscribers, (probably tens or hundreds of thousands between them), all triggered at the same time by an event, is a matter for very great concern. Concerns for the Network operator and problems for the end user.  A matter for further concern is that the network operators don’t know how many such systems there are, or have a way to control how many subscribers they sign up. 

The mobile system can suffer from congestion, not only in its voice traffic channels, but also in its narrow band data channels as are used for the SMS service. Remember that all the above described signalling has to be repeated for each and every message, one by one, for maybe millions of subscribers.
The above story has not been confirmed by the operator, but looking at what happened, I summaries that the London HLR probably took a overload spike hit, and this prevented people in Guildford from calling me, even though I was not physically there.

However Cell Broadcast does not make any call on HLR, GMSC, VLR, SMSC or the paging channel. Therefore CB message will get through even when such an overload spike may be causing the network to 'crash'.

Annex B: Location accuracy level targets
Emergency messages should be targeted at subscribers in a certain area. This annex describes the effort to determine the location of subscribers to three levels of accuracy. It shall be noted that the subscribers MSISDN number must be known. Current systems do not allow listing which subscribers are connected to a specific cell.
The information for this annex was supplied by Ficora (Finnish Communications Regulatory Authority) and with help of Nokia.

The levels of accuracy of the location are;

- VLR accuracy of home country

- Local Area or Service Area accuracy

- Cell accuracy

- Entire country of another country
(Only SMS)

There are three levels of accuracies in the home country: VLR-, LA/SA- and Cell accuracy. Since networks differ between operators there is no possibility to define single values for the area accuracies. However, some indications at high level are possible.
VLR-area (x units per operator) = approximately 1 to a few per country 

LA/SA-area (about 100 per operator) = approximately 1 to a few municipalities
Cell area (about 10-50 000 per operator) = approximately 1 square km to 100 square km
Choosing the final target level should take care of which accuracy level is required, because the procedures to retrieve the subscriber information get more complicated and the cost higher.

Messages need to be sent to subscribers that are currently in the affected area. However, subscribers that enter the area at a later stage shall also receive the message. This becomes relevant when an emergency has occurred in an industrial area where virtually no one is present at the time the emergency occurred, but when maybe thousands of people go to work at a later moment in time. These people shall also be notified of the emergency. Perhaps these people should be warned not to enter the area when they are still outside the affected area.
B.1: VLR Accuracy in the home country
The definition of the position is derived from the Home Location Register (HLR), which includes the address of the Virtual Location Register (VLR) where the subscriber resides.

In the HLR there is no direct command for listing the subscribers residing in a certain VLR. Getting subscriber information from the HLR is a manual process.
The subscriber database in the HLR can be copied to a physical disc, including all subscriber information. After taking the copy, the database is transferred to a network management system for further analyses. The program for further processing reports sum level information to ASCII files. The data file is too big to be further handled by normal office tools. The extracted ASCII file is transferred from the management system to a reporting server where the selection is made.

With current procedures sending the mass message the time is calculated as follows. If the request arrives outside normal working hours, the time extends because of the additional time used for getting the operator personnel in place.

HLR disc copy: 40 min
Transfer to OSS system: 1 hour
Extracting ASCII file: 1 h 40 minutes
Transfer to server and preparing number list: 30 minutes
Sending SMS:  1hour preparation + time for sending

Authorities (i.e. emergency centres) could have their own access to SMSCs, and are therefore capable of sending SMS themselves. Lists of MSISDNs would come for Network Operators.

B.2: LA/SA Accuracy

The location of a subscriber to LA/SA accuracy requires three steps. In the first step the VLR where the subscriber can be found must be determined by interrogating the HLR, as is described in appendix B.1.

The VLR contains the information of the switching centre where the subscriber can be found. The switching centre can provide the LA/SA information.  Since the update rate of a VLR can be up to six hours, the accuracy of the information cannot be guaranteed, especially if the subscriber is moving.
B.3: Cell Accuracy

The process for retrieving the location of a subscriber to cell level accuracy is described in appendix A.

Under normal circumstances it takes up to many hours to locate all subscribers. Appendix A describes the effects of congestion. Due to the fact that it takes so long to establish the current position of a subscriber, the accuracy cannot be guaranteed if the subscriber moves from one cell to another.
B.4: VLR Accuracy in other country

The VLR location of a subscriber who is roaming in another country is always found in the HLR in international form, meaning that the country where the subscriber can be found is known.

Increasing the accuracy of the area in the target country would require more cooperation with all roaming partners and is practically quite impossible.

The HLR from the home country provides the information of subscribers in the requested country, however this is currently mostly in IMSI form. This result has to be translated to MSISDN form, for sending the SMS. This conversion can take up to many hours.
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� Although battery power consumption is often perceived as high, use of UMTS, Bluetooth, MP3 player and FM radio receiver on the phone drain the battery even more
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