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1.1 Diameter Radius Bridge

1.1.1 Block Diagram

The Diameter Radius interop system a UNIFIED AAA BRIDGE will have radius interface at one side and diameter interface at other side. The functionality of the UNIFIED AAA BRIDGE will be: One or multiple Radius clients can interact with a diameter server through UNIFIED AAA BRIDGE or one or many Diameter clients can interact with a radius server through UNIFIED AAA BRIDGE.

System Diagram










1.1.2 Description of the UNIFIED AAA BRIDGE

1.1.2.1 Session monitoring function

SMF maintains a complete end-to-end connection. When multiple radius clients communicates with a UNIFIED AAA BRIDGE, the SMF creates a session id for each and every Radius client and maps it appropriately with the Diameter server. SMF resolves network connection and routes the appropriate Radius request to the appropriate Diameter server and Diameter response to the appropriate radius client. The translation behavior of each radius client can be set differently by configuring the policy table. SMF task is mapping the appropriate policy table to the appropriate Radius client and Diameter server connection. SMF also allows cashing of certain diameter response, on getting a request from a Radius client, SMF based on the configuration shall pass the Cached response to the Radius client. This is in case of unsolicited response from the Diameter server. Since the Radius cannot have a unsolicited response, the UNIFIED AAA BRIDGE shall cache such response and trigger a request from radius or provide the cached response on a re query.

1.1.2.2 Radius proxy functionality

The Radius proxy functionality will allow connections form multiple radius servers and map it to the Diameter server. The radius proxy will receive request and provide response to all the radius clients. The radius proxy server on receiving the request will write to the Policy lookup and translator block and wait for response. For every radius client it shall look for a Policy ID, based on the policy Id, it shall pass the radius message with the policy Id to the policy lookup and translator table. Radius proxy will maintain full state machine per connection basis.

1.1.2.3 Policy look up and translation

For every radius client there can be policy, the policy is on how the Attributes of radius should be translated to a Diameter AVP (attributed value pairs). And if the attribute should be single AVP or a grouped AVP.  If the AVP will trigger a unsolicited response. For E.g.: appropriate entries of Radius Code field (1 Access-Request, 2 Access-Accept 3 Access-Reject 4 Accounting-Request) to an appropriate Diameter request. It has radius information element to diameter information mapping. The policy lookup block also has a computational table for padding certain bit structure, recompilation of authentication codes,  based on Diameter and radius PDU forming rules. The policy and lookup table can be configured globally or can be individually set for each radius client and diameter server. For each incoming radius client a policy id is issued which will be mapped the radius proxy module. The translation module will get the radius message make it into intermediate structure lookup policy table and based on the policy table decide to respond though a cache or Apply policy based changes, change individual IE to create AVP structure and will create intermediate data that is suitable for the diameter engine to make it as a AVP , and subsequently to be sent to the diameter server. All defense procedures are performed here, in case of AVP not proper or no appropriate translation available or down of a diameter server, this module will handle time outs etc. A same radius message from two different  radius clients shall be  translated differently to a diameter message, depending up on the policy of the individual radius clients. 







1.1.2.4 Policy table

The policy table will have policy id (id of the radius client and its appropriate diameter server) and will have radius information element to diameter information element translation. In some cases, some hardcode configuration can also be set. For eg: If the Radius (NAS IP address or NAS port is X or if the vendor specific value is X) then in it should be changed as Y in Diameter request.

1.1.2.5 Diameter functionality

The diameter functionality is to create a diameter state machine for each radius connection. It creates session id for each connections. It accepts the Meta data and IE from the Policy lookup and translator module and as per the translation rule create appropriate diameter AVPs or Grouped AVPs or Sub AVP and sends to the Peer diameter server and receives response from the diameter server and provides it to the policy lookup and translator module. The policy lookup and translator module converts it as a Meta data and applies rule and sends it to the radius proxy.

1.1.2.6 Cache

Cache maintains unsolicited or stagnant response from the diameter server that has to be passed to the radius server. Cache shall also maintain certain standard diameter or radius PDUs to be passed based on certain criterion such as timeout or external system failure etc.

1.1.2.7 Trace

Every translation of a radius message to diameter is logged and it also shows the how the AVPs are translated.
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