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1st Modified Section
4.3.1
Requirements for Private network services
The User may register up to <n> UEs to be private to the PN, whereby public access to these devices may be restricted.

The User is able to register on a per-session basis, up to <m> UE public identities not owned by him, and these UEs are referred to as Guest UEs.

The Guest UE’s public identity may have a subscription with the same service provider as the PNM or a different service provider.
 Two types of authentication for the Guest UE are distinguished

· UE-Network Authentication: Guest UE has to be authenticated by the PLMN that provides access to the PN service.
· UE-PN Service Authentication: The PN service may authenticate the Guest UE at a service level, by means of a password or pin or other authentication schemes. 
In the case of inter-operator understanding or agreement, the number of invalid requests made to access the PN may be limited by verifying the pre-registration status at respective PLMNs. For example, a list of PN registrations may be stored by the Guest UE’s PLMN.
Registration of a public identity as a Guest UE public identity requires the consent of a UE already registered in the PN.

The registration is used to authenticate the Guest UE and provide routing facilities to access the PN.

4.3.2
Usability Requirements for Private network services
Registration of a Guest UE 

Deregistration of a Guest UE 
Setting a password / key by a user or PN service for a particular Guest UE

Guest UE requesting access of a particular PN

Guest UE providing the password / key to access a particular PN when requested to do so
PN access level settings for a particular UE of the PN to be public / private

PN Access control settings are stored at PNM database, for a particular Guest UE e.g unlimited access of PN by close friends, limited access by acquaintances.

Note: In the above requirements, public identity may be substituted in place of UE. Example, either a public identity or a UE may be registered into a PN.

2nd  Modified Section
A.5
Use case: Authentication of Guest Device
Use case description: Alice owns a PN, managed by Operator A. She requests for her friend Bob, to be registered as a Guest UE. Bob has a subscription with Operator B. Alice wants to restrict access to her PN, and therefore provides a password that Bob needs to know to get authenticated by the PN service. The authentication that Bob’s UE is valid is done by Operator B, and not needed at operator A. Operator A verifies the registration status of Bob’s UE and may verify the validity of the service password. In the case of an agreement between Operator A and Operator B to provide PN service collectively, Operator B may further have a list of PNs that Alice has been registered to, and verifies if Alice is has been pre-registered before allowing Alice’s UE to authenticate to the PN service. This greatly reduces the communication hops required when Bob tries to continually access the PN service without being pre-registered.
End of Changes
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