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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In the last couple of years an increasing number of heterogeneous network types have come to the focus of attention, e.g. heterogeneous access systems (otherwise known as multi-access), PANs, PNs, moving networks etc. This trend is expected to continue. Different scenarios have been studied in the All-IP Network (AIPN) Feasibility Study in TR 22.978 [2], which lists "network extensibility/composition " as a key aspect of AIPN. The integration of PANs and Personal Networks will be completed earlier as specified in the Personal Network Management (PNM) work item. Related Technical Specification work is ongoing within the AIPN Stage 1 in TS 22.258 [3] and Personal Network Management Stage 1 in TS 22.259 [4]. It would be desirable for 3GPP networks to be able to integrate many of these heterogeneous network types, or to interwork with them, in an efficient manner that for operators is easy to manage and control. 
This Technical Report (TR) is the result of a feasibility study on Network Composition, the concept of heterogeneous network/system integration and interworking.  It builds on the work of AIPN and studies composition in more detail. This includes integration of networks with different administrative domains, and the dynamic and flexible integration of ad-hoc networks, PANs, WLANs etc. Particularly, the possibility for a uniform composition procedure is explored, independent of what kind of network is "composed" with the 3GPP system. Complementing the AIPN work, in this report a concrete dynamic “plug&play” and flexible composition procedure is described.
1
Scope

The present document explores the feasibility of a uniform procedure for the integration of, and the interworking with, a large variety of heterogeneous network types. This uniform procedure is called network composition. It focuses on ad-hoc networks, PANs, moving networks etc., but also includes access systems. The goal is to avoid the need for defining a new procedure for integration / interworking with each newly emerging network type and to explore the feasibility of making the composition procedure dynamic and to minimize human intervention ("plug and play").  Of course, the high security (authentication, authorization) standards of 3GPP must thereby be maintained. Finally, it is desirable for the composition procedure to be flexible regarding what functionality is assumed in the composing network. 

It is conceivable that roaming within a pre-set commercial and technological environment could be established dynamically using the same procedure. 

This Feasibility Study covers the following aspects:

· Description of purpose and benefits of composition 

· Composition use cases highlighting uniformity, dynamicity, security, manageability, scalability, flexibility, as well as business aspects

· Study of potential composition requirements

· Description of composition process

· Definition of traits and/or implications of introducing this functionality into the 3GPP system, covering subjects such as management, multi-link radio access, mobility, context & policy awareness, security, and media transcoding & adaptation capabilities. 

· Description of relations to other functionalities of the evolving 3GPP architecture (e.g. AIPN, PNM) [tbd,  if such can be identified]

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

Editor’s Note: The links in the following references need to be checked

[1]
“D7-2 Ambient Networks Security Architecture”, IST–2002-507134-AN/WP7/D02, F. Kohlmayer et al
http://www.ambient-networks.org/publications/D7-1_PU.pdf
[2]
 “Host Identity Protocol Architecture”, draft-ietf-hip-arch-03, R. Moskowitz
http:// ???
[3]
“D3-2: Connecting Ambient Networks – Architecture and Protocol Design”, IST–2002-507137-AN/WP3/D/3-2, J. Colás et al
http://www.ambient-networks.org/publications/AN D3-1 for publication.pdf 
[4]
3GPP TR 21.905
: “Vocabulary for 3GPP specifications”

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in [4] and the following apply.

Composition Agreement (CA): A Composition Agreement is an electronic agreement between CCNs. It includes the policies to be followed by the composed CCNs, the identifier of the composed CCNs, how logical and physical resources are controlled and/or shared between the composing CCNs etc. Where the CA includes commercial and legal factors, the CA should be digitally signed by both CCNs (to support non-repudiation and legal enforcement).

Composition Capable Network (CCN): A network capable of Network Composition. This may be a 3GPP network or non-3GPP network.
Network Composition: A dynamically created cooperation between an evolved 3GPP network and another network, or between networks in general. It is based on a Composition Agreement negotiated between the composing networks. Composition particularly addresses cooperation on the control plane, e.g. regarding mobility or security.
Network Decomposition: Definition needed
Virtual Composition: Definition needed

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:


AN

Ambient Network
CA


Composition Agreement
CCN

Composition Capable Network
HIP

Host Identity Protocol

IKE

Internet Key Exchange

PAN

Personal Area Network

WLAN
Wireless Local Area Network

4
Principles, Purpose and Benefits of Network Composition
4.1
Principles 

3GPP networks of today cooperate with other networks: For example, they exchange user traffic with other PLMNs, fixed network and the Internet, they cooperate with these networks on the basis of roaming agreements, and cooperate with non-3GPP RATs, e.g. I-WLAN. 3GPP networks will also cooperate with user-owned networks, e.g. Personal Networks and PANs. The cooperation of 3GPP networks with other networks however is mostly of a static, preconfigured nature. For example, the cooperation with a I-WLAN Access Network is based on manual configuration, and the I-WLAN is expected to be immobile, i.e. the access point is statically installed and does not roam. Moreover, the process to (both technically and administratively) achieve cooperation with other networks is highly dependent on the nature of the network and the goal of the cooperation.  Network Composition is about making this process both dynamic and uniform.

Network Composition is a uniform procedure that allows cooperation of two or more Composition Capable Networks. These other networks may be of a rather heterogeneous nature, ranging e.g. from PLMNs over fixed networks to Personal Area Networks and including 3rd party operated access networks. The cooperation enabled through Network Composition can be quite loose, as in the case of a dynamic roaming agreement between PLMNs. It can also be very tight, as in the case of the dynamic integration of a non-3GPP RAT into the evolved 3GPP network. The point is that, despite these differences, the basic procedure for achieving the cooperation in all scenarios is identical.

Network Composition furthermore is a procedure that allows a dynamic cooperation of the CCN with heterogeneous other networks. While a manually established framework agreement between the composing parties may be required, the actual realization of the composition is automated and “on the fly”. This may include the dynamic, automated renegotiation and adaptation of certain parameters, e.g. bandwidth, within the limits pre-set in the framework agreement. However, also fully electronically negotiated agreements without prior framework agreement may be feasible.

The dynamically negotiated agreement between the composing CCNs is called Composition Agreement (CA). It contains the detailed parameters of the cooperation between composed networks. Together with a possible framework agreement, the CA reflects both business (contractual interaction points, payment method) and technical (management, QoS, technical capabilities) issues and also specifies the rights and duties for each party. Since potentially a large number of parameters would have to be negotiated, the (partial) re-use of  CAs that have been used in previous compositions of the same parties, or that were pre-established offline,  is anticipated in order to speed up the process.

4.1.1
Types of Network Composition 
Editors note: need to be clarified after having decided on use cases

The cooperation of CCNs can happen on both the user plane and the control plane. Dynamic cooperation on the user plane is already possible today. It means user traffic originating from one network is forwarded in the other network. However, cooperation across network boundaries to achieve end-to-end control functions like QoS and security as well as mobility are currently very difficult to establish. 
Cooperation on the control plane can take many forms. Individual control functionalities, e.g. mobility control, authentication and authorization, QoS control or charging, can be left unchanged by the composition process, or they can be delegated, or even integrated. We distinguish several types of composition
· Network interworking:  The composing CCNs stay separate networks also after composition. They maintain control of their own logical and physical resources.  An example for this composition type is interworking regarding the control functionality QoS is a Service Level Agreement. Here each of the composing networks accepts user traffic from the other network and gives it a particular QoS. QoS control remains in each network. It is not delegated or integrated.
· Control sharing: Two CCNs stay separate, but share their resources. If a common control of any resources is involved, then a new common/virtual CCN is created on top of the constituent CCNs. This new common/virtual CCN contains only resources under common control. 
Instead of placing common control, control of some resources can be directly delegated to another CCN, which is defined below, so that after a composition has taken place, a CCN does not have control of the delegated resources anymore.
· Control delegation:  Here at least one control function is delegated from one CCN to the other CCN. The delegated control function may also be located in a new (logical) CCN. Control delegation can be realized e.g. with a mobile router as specified in the nemo working group of the IETF. Here, the mobility control of all devices in a moving network is delegated to the mobile router. The other devices don’t need to be aware of the mobility. Another example is the delegation of AAA control functionality to the 3GPP network in a 3GPP-WLAN interworking scenario.

· Network integration: Two CCNs are merged to form one new CCN. All logical and physical resources are inherited from the original CCNs, which are now controlled jointly. From the perspective a network or network element outside the new CCN, the original CCNs are no longer distinguishable. An example is the dynamic extension of the network of a single operator to include a new access network.

The concept of composition types should however be utilized only as a rough classification to help understand a particular use case. It is not meant as a formal method.

The Network Composition procedure proceeds through a number of phases which are described in more detail in Sec. 6. They include a first advertisement and discovery phase in which composition is triggered, a phase in which the CA is negotiated, and a phase in which the CA is realized. Decomposition is the last phase of this process.

Network Composition does not prerequisite physical vicinity of the composing networks. Given adequate security, also “virtual composition” via a connecting bearer is conceivable. 

 4.2
Purpose and Benefits 

Editors Note: Further input to this section is expected

The purpose of Network Composition is a uniform, dynamic procedure for achieving dynamic network cooperation, particularly on the control plane. Such a procedure is expected to offer the following benefits:

· The composition procedure enables new business opportunities as it allows a flexible cooperation of heterogeneous networks on the control plane. 

· We currently witness a steady increase of the number of heterogeneous access network technologies (WLAN, WiMAX etc), and of heterogeneous network types. With Network Composition, the procedure for cooperating with such a network is defined in a standardized way. This saves  development effort for interworking between these networks.

· The uniformity of the composition procedure furthermore saves infrastructure costs as the same infrastructure can be reused in all network cooperation scenarios.

· The dynamicity of the composition procedure allows the network operator to quickly react to changing resource demands by extending network resources in an ad-hoc way.

· Electronic Composition Agreements save costs compared to manually prepared and negotiated agreements. They may especially be suitable for dynamic environments and in network cooperations with smaller business players.
5
Composition Use Cases
Editor’s Note: The following use cases indicate the advantages of network composition and demand further investigation as part of this study item.
It is proposed to study and introduce the following use cases in section 5 (Use Cases) of the TR:
· Composition of an evolved 3GPP network with a non-3GPP access network

· Composition of an evolved 3GPP network with a moving network

· Composition of an evolved 3GPP network with a PN / PAN
The following use cases should be studied:
· Inter-individual network composition:  Bob’s PAN enters Alice’s home network coverage area and executes network composition with no or minimum user intervention. Their network capabilities are exchanged and available resources are negotiated at this time. Not only Bob can communicate with Alice via the composed network, the provisioning of security and QoS could also be agreed as part of the Composition Agreement. The composed network may be decomposed due to physical separation or policy control. The timing of decomposition is detected automatically and the decomposition is performed with minimum user intervention. 




Figure 5-1.  Inter-individual network composition

· 

Inter-operator network composition (via GRX):  Interworking connectivity among 3GPP operators is usually accomplished via the GSMA GPRS Roaming eXchange (GRX) network. The GRX network offers an IP backbone for 3GPP operators that provides connectivity among operators that are part of the GRX network.

In addition to the “legacy” way of joining the GRX network, Inter-operators can also join the GRX network connectivity between 3GPP operator A, B and C can therefore be achieved through  network composition of their operator networkss with the GSMA GRX network. Network composition principles can be used to automate the establishment and/or update of interworking agreements between operator networks and the GRX network. It should be noted that the technique by which an operator joins the GRX network shall have no impact on the purpose and usage of the GRX network.

. While network composition with the GRX network can be used to achievethe basis for interworking connectivity with other 3GPP operators that have composed with the GRX network, bi-lateral network compositions among 3GPP operators are needed to establish roaming agreements.

[image: image2]
Figure 5-2.  Inter-Operator Network Composition via GRX
Note: 
The example depicted in Figure 5-2 does not require all 3GPP operator networks to compose with the GRX network based on the dynamic network composition principle; 3GPP operators can also joint the GRX in a “legacy” manner (see 3GPP Operator C).

The concept of network composition allows automated establishment of interworking connectivity and roaming agreements between operators with no or minimum human intervention, and also enables dynamic negotiation of policy changes and/or resources and service availability. For clarity, it should be noted that a commercial agreement legal framework mustmay need to be in place prior to the settling of dynamic roaming agreements.

Editors Note: The traditional way of establishing bilateral roamoing agreements and manually adapting the netorks should be cpmpared with the “composition way” of doing this.


Figure 5-3 provides further details how inter-operator network composition via GRX can be accomplished. In the first step, 3GPP operators compose their networks with the GRX network in order to establish connectivity between the networks. In the second step, 3GPP operators can then establish bi-lateral roaming agreements for policy control and charging through direct composition between their networks. 

Note that the communication services needed for inter-operator network composition in the second step are provided by the GRX network, and are thus subject to the composition agreements established in the first step.


[image: image3]
Figure 5-3. Network composition between operator networks and GRX to establish inter-operator connectivity, and bi-lateral inter-operator network composition to negotiate roaming agreements.

-
Direct inter-operator network composition (without GRX):  Alternatively to inter-operator composition via the GSMA GRX network, operators (3GPP and non-3GPP) can always compose bi-laterally (without the GSMA GRX network) through direct connectivity between the operator networks. This type of network composition is necessary to establish interworking connectivity and roaming agreements between 3GPP and non-3GPP operators, which are typically not associated with the GSMA. 

The benefits of network composition for establishing direct interworking connectivity and roaming agreements between operators are equally applicable in this case.



[image: image4]
Figure 5-4. Direct Inter-Operator Network Composition (3GPP and non-3GPP)

For example, when a WLAN UE tries to access (or compose with) the network of a WLAN operator that does not have a roaming agreement with the user’s home operator. After successful negotiation of the composition agreement, the WLAN operator and the user’s 3GPP operator have established a roaming agreement that enables the user to leverage the WLAN network and the 3GPP operator to generate some extra revenue. The composition agreement (or roaming agreement in this case) between the WLAN operator and 3GPP operator provides the basis for policy control and charging while the user is roaming in the visited network.

Note: This composition scenario is equally applicable to WLAN operators (providing Direct IP Access and/or 3GPP IP Access) and 3GPP operators as visited networks.


[image: image5]
Figure 5-5.  On-demand Inter-Operator Network Composition to establish Roaming Agreements. 

6
Description of Composition Process

Editor’s Note:  At SA1#31 it was agreed, that the following section  “6 Description of Composition Process” (copied from document S1-060122) needs to be checked for consistency of terminology with SA1 documents. Also too technical content should be removed, if necessary
The composition process includes a number of phases denoted 
· Media Sense, 
· Discovery/Advertisement, 
· Security and Internetworking Connectivity establishment, 
· Composition Agreement Negotiation, and 
· Composition Agreement Realization. 
These phases are not necessarily passed in a one-way fashion. E.g. after establishing a security association, more services can be advertised which are only available to certain, trusted ANs. In order to allow flexibility and efficiency, it is also possible to e.g. update the security association after determining the details of the Composition Agreement (CA). Also, an established Composition Agreement can later be renegotiated. Figure 1 below shows a principal flow diagram.

6.1
Media Sense 

The very starting point in the process of Network Composition is to sense a medium that would enable communication with a neighbouring node/AN. The activity in this phase is called “Media Sense”.
Depending on the particular scenario, there may be different types of events, which may trigger Media Sense, for instance:

· An operator connects a new access point to its network.

· Two operator-managed networks are connected for the first time.

· A user device is switched on and searches for networks in its vicinity.

· A PAN needs to cooperate with a remote AN. 

The “sensing” also includes the case of discovering a remote AN (no physical vicinity). The latter case is termed “virtual composition”. 

6.2
Discovery / Advertisement

Depending on the situation, Media sense is followed by either an advertisement or a discovery phase. The Advertisement/Discovery phase allows to identify a candidate AN for network composition. It allows discovering other ANs identifiers, resources, capabilities and (networks) services. 
Advertisement: 
With active advertisements an AN can offer (network) resources and services to other ANs. The advertisement message includes an identifier, possibly based on cryptographic techniques, used by an AN to bind the advertisement to a particular AN, and may be authenticated and/or authorized at a later phase. 
Discovery: 
The AN may alternatively listen to advertisements by other ANs, or actively discover
 its neighbours. 
Note: Discovery/Advertisement may happen on layer 2 or layer 3. On layer 2, the messages are broadcasted as beacons. On layer 3 (e.g. for virtual compositions) they are sent as targeted composition queries.
6.3
Establishment of Security and Internetworking Connectivity 

When the Advertisement/Discovery phase discovered a candidate AN for composition, the two ANs need to establish basic security and Internetworking connectivity. Cryptographic identifiers belonging to the ANs involved in the network composition are used to bind the established shared key to the communicating ANs and a cryptographic puzzle is used to protect against Denial of Service. 
Note 1: As described in [1], for layer 2 connectivity, an efficient way of doing so is to use a generalization of the HIP-base exchange [2] that includes the generation of a shared session key using the Diffie-Hellmann algorithm.
Note 2: 
Where the discovery phase occurs at level 3, it is assumed that existing protocols, e.g. HIP or IKEv2, could be used to establish the necessary security association between the two ANs. However, these protocols may need to be extended to carry additional payloads, e.g. AN specific credentials, purpose of composition etc. 
Note 3:  When the security establishment is a layer 3 process, it is assumed the internetworking addresses associated with the cryptographic IDs of the ANs can be discovered.  When it is a layer 2 process, the internetworking address exchange or internetworking address configuration can also be handled as part of the layer 2 exchange. It should be possible to use the security association established at layer 2 to generate a layer 3 security association.
The identities of the ANs might be authenticated and/or authorized using a Trusted Third Party. Alternatively the required trust relationship may be based on a pre-established shared secret or may even be opportunistic, e.g. the ANs make a “leap of faith”, trusting the unauthenticated identities. 

This message exchange may piggyback further information that allows the composing ANs to establish type and purpose of the composition quickly. 


At some point during this message exchange, or immediately afterwards, internetworking connectivity between the two ANs is established.

6.4
Composition Agreement (CA) negotiation

The next step of the composition process is the negotiation of the Composition Agreement (CA). The CA includes the policies to be followed in the composed AN, the identifier of the composed AN, how logical and physical resources are accessed, controlled and/or shared between the composing ANs etc. Where the CA includes commercial factors, the CA should be digitally signed by both ANs to provide non-repudiation.

Note: The negotiation can be carried out using the Generic Ambient Network Signalling (GANS) protocol framework [3], unless another protocol already exists for that particular purpose.

It is possible that the process of establishing a CA may involve increasing levels of authorization, e.g. negotiation of certain resources and services may only be authorized once the two ANs have agreed the commercial aspects of the CA. 

The outcome of the Composition Agreement Negotiation process depends heavily on the use case, and what roles the composing ANs have. The composition will then lead to a composition of types either network integration, control sharing or network interworking, as described above. 

6.5
Composition Agreement Realization

The Composition Agreement Realization phase represents the completion of the composition. During this phase, network elements are configured to reflect the CA. Thereby, each of the composing ANs must also carry out the configuration of its own resources by updating the policies and of their control functions.


6.6
Maintaining a composed Ambient Network
The result of the network composition process is either a new AN, or an enlarged AN (i.e. one AN is absorbed into the other), or two interworking ANs. 

In any case, a fundamental issue after network composition is that some signalling must be exchanged between the ANs involved in the composition, e.g. status and control information, to maintain the composition state. This could also include information that is normally exchanged during the Advertisement/Discovery phase, and which could lead to a re-iteration of the network composition process or even the request to de-compose.

[image: image6.wmf] 

 

Media 

sense

Discovery / 

Advertisment

Security

and 

Internetworking Establishment

Composition

Agreement Negotiation

Composition Agreement Realization

Media 

sense

Discovery / 

Advertisment

Security

and 

Internetworking Establishment

Composition

Agreement Negotiation

Composition Agreement Realization


Figure 1: The principal composition process.

6.7
Decomposition process

Inside a composed AN, if one or more of the ANs decide to discontinue to share their resources (e.g. switch off of one AN, a node leaves coverage, etc.) decomposition takes place.

A composed AN may consist of two or more ANs. The outside, eg. ??? 
perceives these functionalities principally as being provided by a single AN, though there are different levels and types of network composition, which could make them being less integrated. However, it is possible, that these functionalities are distributed among the different ANs forming the composed AN. So, if one AN decomposes, the other ANs still being composed very likely need to be reconfigured (“Composition update”).

Editor’s Note:  The following section  “6.7 Composition example”  would probably better fit into section 5 on use cases
6.8
Composition example

As an example, let’s consider the use case, in which our user Bob has an active connection over UMTS network that has roaming agreement with Bob’s home operator as represented in figure 2 below. 
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Figure 2: An example of Bob’s PAN composing with visited networks.

Bob’s PAN detects a new WLAN access and the WLAN operator does not have roaming agreement with Bob’s home operator and it does not know UMTS network. To be able to provide access for Bob, the WLAN operator needs to establish a roaming agreement with his home operator. In order to minimize service interruption during handover, WLAN network needs to be able to cooperate with Bob’s old access network; the UMTS network, and therefore a new network composition has been established between the WLAN and UMTS operator, over which handover cooperation between networks has been performed.


[image: image8.emf]Bob’s PAN

UMTS

operator

WLAN

operator

(Pre-)establish security and internetworking

HO execution

Composition (HO 

management and 

mobility)

Composition PAN-WLAN

HO execution

De-composition

Advertise WLAN access network 

Bob’s home 

operator

Composition (Dynamic Roaming 

Agreement)

Establish security and internetworking


Figure 3: High level sequence chart.

In figure 3 above, a high level sequence diagram of the example described above is illustrated. It should be noted, that many multi-access, multi-radio and mobility aspects are either simplified or omitted here to better highlight issues of dynamic triggering of the composition process and network access. Once Bob’s PAN has detected a new WLAN access, it (pre-)establishes security and internetworking with WLAN network in order to exchange required security information (e.g. authentication/authorization info), which is required so that WLAN network is able to verify whether it has capability to provide access for Bob. The WLAN network detects that it has no required roaming agreement with Bob’s home operator and therefore it triggers a dynamic roaming agreement. This roaming agreement is a bi-lateral in nature. After this, the WLAN network establishes cooperation with the UMTS network to support a (seamless) handover and mobility. This cooperation is also bi-lateral in nature. It is not feasible to start this network composition with the UMTS operator until a roaming agreement has been established, because without it, the WLAN operator is not able to provide the access and therefore a handover is not needed. After successful verification, Bob’s PAN is able to perform the access evaluation and once WLAN access has passed it, handover needs are evaluated and the composition decision is done. After the composition establishment has been decided, both security and internetworking are “upgraded” between Bob’s PAN and the WLAN network to enable Composition Agreement Negotiation and a new composition is established over which handover is then executed. Alternatively, the WLAN-UMTS composition execution can be postponed to be able to provide faster response to the PAN, but that is subject to optimization.

Figure 4 below represents how the composition process is used during the detection of a new access (left side) and during the handover (right side).
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Figure 4: An example of composition process.

First, Media Sense, Advertisement/Discovery and Security and Internetworking (pre-)establishment are performed and local configuration is updated accordingly. Once local configuration is up-to-date, it is used for access evaluation and based on the evaluation results both handover and composition decisions have been carried out resulting triggering a new composition establishment. Although, and note that these three steps (Media Sense, Advertisement/Discovery, Security and Internetworking establishment) can be performed to update local configuration, without initializing the remaining steps of the composition process represented in right side.

After a new network composition has been successfully established, handover is executed over it and a network composition with UMTS network is removed by executing decomposition process.
7
Potential Composition Requirements

Security and Privacy
A flexible security mechanism should be performed in order that all the communications and negotiation take place in a secure manner with no or minimum human intervention. The privacy of each individual CCN (e. g identity-, location- and other network information) should be protected, i.e. in network composition procedure, one network can choose to allow or not to allow other networks to be aware of its private information. Thus a trust relationship can be established and maintained between the various CCNs for composition.

The following high level requirements should be studied:
· Network Detection: Network composition capable network should be able to detect available networks in its neighbour and to obtain their capabilities and/or policies. When multiple different networks are available, the most suitable one for composition should be selected according to the user’s policy such as speed or price.

· Flexible resource admission control: Once networks are composed, one network will permit devices in the other network to use its resources up to some appropriate level. Thus, network composition should be able to share or delegate authentication and authorization in the composed networks and to provide or limit resources based on its policy.

· Support of multiple administrative domains: The user or its network may roam beyond one administrative domain. Thus, network composition should support composition of networks that belong to different administrative domains. Security and QoS between these domains should also be taken into consideration with no or minimum human interaction.

8
3GPP Capabilities supporting Network Composition and Potential Enhancements

It is proposed to treat the following topics in this section, as already described in the SI proposal:
· Define traits and/or implications of introducing this functionality into the 3GPP system, covering subjects such as management, multi-link radio access, mobility, context & policy awareness, security, and media transcoding & adaptation capabilities. 

· Description of relations to other functionalities of the evolving 3GPP architecture (e.g. AIPN, PNM), if such can be identified
9
Conclusions
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