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3
Definitions, symbols and abbreviations

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [12] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [12].

AIPN
All-IP Network

PNM
Personal Network Management

PN
Personal Network

PAN
Personal Area Network

PNE
Personal Network Element

P2P
Peer to Peer/Point to Point
4
Personal UE Networks 

4.1
General description

Personal UE Network features enable the management of multiple UEs belonging to a single user. In particular, customer needs who own more than one terminal and subscription are addressed, e.g. ordinary handset for telephony, car phone, PDA for emails when on the move, data card with laptop for work when in semi-stationary mode. Although those devices are mainly held for a particular usage, many are able to support more than one sort of services, e.g. telephony is supported by all but the data card.. Personal UE Networks are not aware of the presence of TEs / MEs belonging to a UE.

Functionality enabled by Personal UE Networks comprises UE Redirection Service, Private network services and P2P management service.  

4.2
UE Redirecting Service
……
4.3
Private network services
……
4.4
P2P Management Service
P2P management is a function provided by PNM, regarding that P2P transmission may be an important part in future network traffic. The user can implement security control during P2P transmission process between his UEs.
Furthermore, other outside devices who want to communicate with personal UEs should request PNM for security and charging considerations. This issue is covering inter-PN process and out of the scope of PNM requirements.
Both short-range and long-range use cases shall be showed in Annex A5.
4.4.1
Requirements for P2P management service

The User may register up to <n> UEs to be private to the PN, whereby public access to these devices may be restricted.
One UE may request PNM for P2P data transfer with another UE by its private identity.

PNM can authenticate the requesting UE, and forward its request to the requested UE for permission.
PNM also can produce a tempary key for the connection between two UEs.
4.4.2
Usability Requirements for P2P management service

Registration of a UE 

Deregistration of a UE 

Authentication of a requesting UE who wants to setup a P2P connection with another personal UE
Production of a tempary key for a certain P2P connection
4.4.3
Security for P2P management service

PNM can provide security function to P2P transmission under a Personal UE Network.
4.4.4
Charging for P2P management service
PNM can provide reasonable charging method to P2P transmission under a Personal UE Network.
Note: The detailed P2P data transfer process between different PNs and charging issue may be studied further.
5
PNE Networks

5.1
General description

PNE Networks enable functions for the management of the physically separated entities, i.e. TEs and MEs, of the PN UEs. Furthermore PAN Management considers MEs that do not have an own USIM.

PNE Network functions comprise the management and communication of PNEs within a PN as well as the extension of the UE Redirecting service and the Private Network service to include the redirection to UE components and connected MEs. 
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Fig 2: Devices addressed by PAN Management
5.2
Personal Area Network Management

Service requirements cover the management of UE(s), as well as TE(s), 3GPP ME(s) and belonging to the same PAN(s) (see Figure 2).

A UE including a USIM, can comprise physically separated TEs and can also have connections with other MEs (e.g., a PDA, music player, laptop, camera, headset, etc.). The UE can connect to the TEs and MEs through short-range wired or wireless connections (when they are in close proximity) and form a small network, called a PAN (Personal Area Network). The PAN is controlled by the user of the UE.

Figure 3 shows that the UE components and MEs form a PAN.
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Figure 3: PAN components

TEs/MEs of a PAN without / not requiring a USIM, may have the need to access services provided by the PLMN of the UE or to communicate with another entity through the PLMN. TEs/MEs must be authenticated and authorized by using the USIM of the UE (i.e., a single USIM authority shall be shared by all the TEs/MEs of the PAN).MEs have their own radio access means, which allows them to directly access the PLMN. TEs must access 3GPP services indirectly, through an MT of the PAN.

For managing a PAN means are required to identify a particular TE or ME within a PAN. The PNE identifiers enable connections between selected PNEs and directing of terminating services to a particular PNE.

Thus PNM identifiers are divided into subscriber identities and PNE identities. 3GPP private subscriber identifiers are the unique IMSI and the unique IMS Private User Identies stored in USIM and ISIM. The subscriber identities are used, for example, for registration, authorization, administration, and accounting purposes in the network. The PNE Identifiers are used to identify devices within a PN and may be used, for example, for blacklist and Device Management purposes. For MEs the IMEI should be reused as PNE identifier except this is not feasible for security reasons. In contrast to MEs the PNE identifiers of TEs are PNM-specific and have little network security relevance as TE have no own radio access means.
TEs/MEs of a PAN may communicate with each other under P2P security control by the UE. The UE also functions as the agent of PNM in intra-PAN P2P management.
Annex A.3 shows two use cases where users access a PLMN from their PANs.

5.2.1
Personal Area Network requirements

-
The User shall be able to control which PNEs (TEs and MEs) are part of a PAN via MMI procedures.

-
A user may set-up more than one PAN within a PN.

-
The User shall be able to register and deregister PNEs that can be used in a PAN.

-
The User shall be able to activate and deactivate the PNEs registered to a PAN.

-
A PAN uses exactly one USIM for authentication. Hence a PAN contains exactly one 3GPP UE.
-
In case of only one ME within the PAN the PAN reduces to a 3GPP UE and shall behave as such.

-
TEs/MEs without USIM shall be authenticated and authorized to access a PLMN by means of the USIM of the UE belonging to the PAN.

-
MEs without USIM shall be able to directly access a PLMN (sequence 2) after successful authentication and authorization by using the USIM of the UE in the PAN (sequence 1) as shown in Figure 4.

-
The PNE Identifier of MEs shall be the IMEI. For TEs it shall be possible to allocate PNM-specific PNE identifiers.
Note: Cases occur in practice where IMEIs are duplicated for misuse. Resulting potential security threats should be considered when adding functionality that requires a secure PNE identifier.

-
PNM-specific PNE Identifiers should only be required for PNM-internal purposes but should be harmonized with other optional device identifiers (i.e. Personal ME Identifier in CSI [11]).

-
PNM-specific PNE Identifiers shall not be used for routing purposes in the network except PN-internal forwarding to a particular PNE within a PAN.

-
PNE Identifiers shall be unique within a PN. Procedures are needed to avoid that PNEs of one PN have the same PNE Identifier.

-
It shall not be necessary to store PNE Identifiers in TEs. Instead PNE identities should be managed by a PAN device responsible for processing PAN Management functions.
-
PNEs can setup a P2P connection in a PAN under the security control provided by PAN management.
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Figure 4: Connections between MEs and TEs

5.2.2
Usability Requirements of Personal Area Network Management

The PAN Management procedures

-
Authentication and authorization of PNEs in a PAN

-
Registration of PNEs in a PAN

-
Deregistration of PNEs in a PAN

-
Activation of PNEs in a PAN

-
Deactivation of PNEs in a PAN

-
Management of PNE identities within a PAN

-
Capability announcement of PNEs in a PAN
-
Authentication of a requesting PNE who wants to setup a P2P connection with another PNE in a PAN

-
Production of a tempary key for a certain P2P connection
shall be supported by PANs in a user friendly and secure manner.

5.2.3
Security

In order to maintain security between a PAN and a PLMN, MEs providing direct connectivity must be authenticated and authorized when they get attached to the network and start using/accessing 3GPP services. For authentication and authorization, existing security mechanisms, which are based on USIMs , shall be used. 

For improved security, the ME may use suitable smart card technology or other suitable technologies.

5.2.4
Charging

Charges incurred by PNEs being part of a PAN are levied to the active subscription of the PAN.

5.3
PNE Redirecting Service
……
5.4
Private network services for PNE networks

……
5.5
P2P Management service for PNE networks
P2P management is a function provided by PNM, regarding that P2P transmission may be an important part in future network traffic. The user can implement security control during P2P transmission process between his PNEs.

Furthermore, other outside devices who want to communicate with PNEs should request PNM for security and charging considerations. This issue is covering inter-PN process and out of the scope of PNM requirements.
The use cases shall be showed in Annex A5.
Note: Some PNEs may not have capability to support P2P management by PNM.
5.5.1
Requirements for P2P Management Service for PNE networks
All Service requirements for P2P management services for Personal UE networks shall also apply to the PNE networks..
5.5.2
Usability requirements for P2P Management Service for PNE networks
All usability requirements for P2P management services for Personal UE networks shall also apply to the PNE networks.
5.5.3
Security for P2P Management Service for PNE networks
PNM can provide security function to P2P transmission under a PNE Network.
5.5.4
Charging for P2P Management Service for PNE networks
PNM can provide reasonable charging method to P2P transmission under a PNE Network.

Note: The detailed P2P data transfer process between different PNs and charging issue may be studied further.
Annex A (Informative):
Use cases

A5
Use Case: P2P Management both in a Personal UE Network and a PNE Network.
In figure 12, there are two use cases showed. 
1) P2P connection in short range: UE1 and UE2 may be in a short range distance, who can communicate with each other by some short range wireless or wireline technology. 
2) P2P connection in long range: UE1 and UE2 may be in a long range distance, who can communicate with each other by their PLMN and access systems.
Red arrows mean signaling messages between UEs and PNM, including request for P2P connection, delivery of a tempary key, etc. Blue dashed lines mean P2P connection in short range, while blue solid lines mean P2P connection in long range.

[image: image4]
Figure 12 P2P Management in Personal UE Network
In figure 13, there are two use cases showed. 

3) P2P connection in short range: Two TEs in PAN1 may be in a short range distance, who can communicate with each other by some short range wireless or wireline technology. 

4) P2P connection in long range: TE in PAN1 and TE in PAN2 may be in a long range distance, who can communicate with each other by their PLMN and access systems.

Red arrows mean signaling messages among TEs, UEs and PNM, including request for P2P connection, delivery of a tempary key, etc. Blue dashed lines mean P2P connection in short range, while blue solid lines mean P2P connection in long range.
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Figure 13: P2P Management in PNE Networks
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