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Introduction 

43.068 ‘VGCS Stage 2’ section 11.3.9.2 states:

11.3.9.2 Point-to-point short message during an ongoing voice group call

For the transmission and reception of point-to-point short messages via CS domain during an ongoing voice group call, an MS and a network supporting this functionality shall apply the procedures specified in 3GPP TS 23.040 [14] and 3GPP TS 24.011 [15] as follows:
a) 
Point-to-point short messages sent or received by the talking service subscriber via CS domain shall be transmitted on the SACCH of the voice group call channel or dedicated channel, dependent on the channel configuration chosen by the network. If an MS is not the endpoint of the layer 2 link for acknowledged message transfer, it shall ignore point-to-point short messages received on the SACCH of the voice group call channel. If the talking service subscriber requests to release the voice group call channel uplink while a short message transfer is ongoing, the MS shall initiate the release of the uplink and abort the transfer of the short message.

b) 
On request of a listening service subscriber to send a point-to-point short message, the MS in group receive mode shall leave the voice group call, send the short message as specified in 3GPP TS 24.011 [15], and return to the group call in group receive mode afterwards, if possible. 

For the delivery of a point-to-point short message to a listening service subscriber, the network shall perform paging into ongoing voice group calls by means of the notification procedure as described in sub-clause 11.3.1.3. The notification messages on the FACCH of the voice group call channel shall indicate explicitly that the paging is for a short message. When the paging is received in group receive mode, the reception of the paging shall be indicated to the subscriber. It is then up to the subscriber to respond to the paging or not. On request of the subscriber to respond to the paging, the MS in group receive mode shall leave the voice group call, receive the short message as specified in 3GPP TS 24.011 [15], and return to the group call in group receive mode afterwards, if possible.

However, due to user data confidentiality concerns (elaborated in S3-060175/S1-060167 liaison), SA3 have asked CT1 to develop an alternative mechanism to deliver (or send) ptp SMS to (from) the talker on the voice group channel of a VGCS call, based on the privacy requirements of ptp SMS service. 
A ptp SMS sent to/from a GSM subscriber has the same level of privacy as that provided for the on-going ptp call. I.e. if the call is ciphered, so is the short message and it is ciphered with the subscribers individual ciphering key.

So, to achieve the same level of privacy for the talker on the voice group channel, the talker would need to release the uplink, leave the group call and send the ptp SMS using the procedures defined in 24.011, before rejoining the group call, if possible.

Points for Discussion:

· Impact on Group SMS: Talker originated group SMS and ptp SMS are sent in the same way when the talker is on the voice group call channel. So, if an alternative mechanism is required for ptp SMS it will also impact how group SMS is sent.

· Allow the talker to decide: The talker has control over the content of a SMS message and could be responsible for deciding whether or not to send a ptp SMS while on the voice group call channel.

· What are the privacy requirements for VGCS subscribers: Are the privacy requirements for a ptp SMS received by a VGCS subscriber the same as a GSM public network subscriber, bearing in mind that ptp SMS privacy may be lost anyway if Mobile Equipment is shared between group members?
Proposal 

Bearing in mind that the standard already incorporates a solution that provides a level of privacy equivalent to sending/receiving a ptp SMS via a ptp call, i.e. by providing the talker with a dedicated channel, Nortel proposes that the following approach is taken when the talker is on the voice group call channel:

Talker originated group SMS and ptp SMS

· Maintain the solution defined in 43.068 11.3.9.2 point a), and allow the talker to decide whether or not to send p2p SMS. Include text in the specifications to indicate that the level of user data confidentiality will be equivalent to the user data confidentiality of the voice group call.

· Allow the mobile equipment, as an option, to release the uplink, send the short message, then return to the group call as a listener if high privacy of the SMS is required.

Talker received ptp SMS

· Perform paging into the ongoing voice group call, and indicate explicitly that the paging is for a short message, as defined in 43.068 11.3.9.2 point b). The talker can chose to release the uplink and retrieve the short message, as specified in 24.011 and then return to the group call as a listener afterwards, if possible.

· Allow the network, as an operator option, to deliver a ptp SMS on downlink SACCH as defined in 43.068 11.3.9.2 point a). Include text in the specifications to indicate that the level of user data confidentiality will be equivalent to the user data confidentiality of the voice group call.
Recommendation 

Discuss and agree. Nortel will provide the necessary CR to update the specification with the agreed approach.
