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1st Modification

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [12] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [12].

Personal Network:   A Personal Network (PN), in the context of Personal Network Management, consists of more than one Personal Network Element under the control of one user providing access to the serving PLMNs. There shall be at least one Personal Network Element with a USIM subscription in a PN. Authentication of the user for each PLMN access is based on the USIM(s) of the PN. The Personal Network Elements are managed in a way that the user perceives a continuous secure connection regardless of their relative locations. The Personal Network Elements belonging to the User’s PN maybe registered to different PLMNs at a time. The user controls the PN using facilities provided by the Personal Network Management (PNM).

Personal Area Network:  A Personal Area Network (PAN), in the context of Personal Network Management, consists of one UE and a set of MTs/MEs, which are physically close to the UE, under the control of a single user and don’t have a USIM. MTs/MEs of a PAN can directly communicate with the UE of the PAN through some internal means. MTs/MEs of a PAN have 3GPP radio access means that allow them to directly access the PLMN of the UE.

Personal Network Element: A Personal Network Element (PNE) is the basic component making up a user’s Personal Network. A Personal Network Element may be any physically separated device of the UE, i.e. MTs, MEs or TEs, or any MT/ME attached to the UE. Furthermore a Personal Network Element may be a group of devices including entire PANs or UEs. Each Personal Network Element uses exactly one USIM and can also use additional subscription entities such as ISIM.

PNE Identifier: Each PNE of a PN is uniquely identified within the PN by the PNE Identifier. The PNE Identifier of MTs is the IMEI. TEs have PNM-specific identifiers that are allocated for enabling PNM functions.

User: For the purpose of Personal Network Management the User is the person who owns the Personal Network Elements with respective subscriptions at one service provider.

Registration: In the context of Personal Network Management registration is the procedure by which a particular entity is either added to the Personal Network or to the Personal Area Network. Entities are physically separated devices or groups of devices. The entity stays registered till deregistration of the entity is performed. The status of registration to a Personal Network or Personal Area Network is not affected by the status of registration/attachment to the PLMN.

For further definitions see [1].

2nd Modification

5
PNE Networks

5.1
General description

PNE Networks enable functions for the management of the physically separated entities, i.e. TEs, MTs, and MEs, of the PN UEs. Furthermore PAN Management considers MEs that do not have an own USIM.

PNE Network functions comprise the management and communication of PNEs within a PN as well as the extension of the UE Redirecting service and the Private Network service to include the redirection to UE components and connected MTs/MEs. 


[image: image1]
Fig 2: Devices addressed by PAN Management
5.2
Personal Area Network Management

Service requirements cover the management of UE(s), as well as physically separated TEs and 3GPP MTs/MEs belonging to the same PANs (see Figure 2).

A UE including a USIM, can comprise an MT/ME and physically separated TEs (e.g., a PDA, music player, laptop, camera, headset, etc.). The UE can also have connections with other MTs/MEs. The UE can connect to the TEs and MTs/MEs through short-range wired or wireless connections (when they are in close proximity) and form a small network, called a PAN (Personal Area Network). The PAN is controlled by the user of the UE.

Figure 3 shows that the UE components and MEs form a PAN.
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Figure 3: PAN components

Devices of a PAN without / not requiring a USIM, may have the need to access services provided by the PLMN of the UE or to communicate with another entity through the PLMN. These TEs, MTs, or MEs must be authenticated and authorized by using the USIM of the UE (i.e., a single USIM authority shall be shared by all the TEs/MTs/MEs of the PAN). MTs/MEs have their own radio access means, which allows them to directly access the PLMN. TEs must access 3GPP services indirectly, through an MT of the PAN.

For managing a PAN means are required to identify a particular TE or MT/ME within a PAN. The PNE identifiers enable connections between selected PNEs and directing of terminating services to a particular PNE.

Thus PNM identifiers are divided into subscriber identities and PNE identities. 3GPP private subscriber identifiers are the unique IMSI and the unique IMS Private User Identies stored in USIM and ISIM. The subscriber identities are used, for example, for registration, authorization, administration, and accounting purposes in the network. The PNE Identifiers are used to identify devices within a PN and may be used, for example, for blacklist and Device Management purposes. For MTs/MEs the IMEI should be reused as PNE identifier except this is not feasible for security reasons. In contrast to MTs/MEs the PNE identifiers of TEs are PNM-specific and have little network security relevance as TE have no own radio access means.
Annex A.3 shows two use cases where users access a PLMN from their PANs.

5.2.1
Personal Area Network requirements

-
The User shall be able to control which PNEs (TEs and MTs/MEs) are part of a PAN via MMI procedures.

-
A user may set-up more than one PAN within a PN.

-
The User shall be able to register and deregister PNEs that can be used in a PAN.

-
The User shall be able to activate and deactivate the PNEs registered to a PAN.

-
A PAN uses exactly one USIM for authentication. Hence a PAN contains exactly one 3GPP UE.
-
In case of only one ME within the PAN the PAN reduces to a 3GPP UE and shall behave as such.

-
TEs/MTs/MEs without USIM shall be authenticated and authorized to access a PLMN by means of the USIM of the UE belonging to the PAN.

-
MTs/MEs without USIM shall be able to directly access a PLMN (sequence 2) after successful authentication and authorization by using the USIM of the UE in the PAN (sequence 1) as shown in Figure 4.

-
The PNE Identifier of MTs/MEs shall be the IMEI. For TEs it shall be possible to allocate PNM-specific PNE identifiers.
Note: Cases occur in practice where IMEIs are duplicated for misuse. Resulting potential security threats should be considered when adding functionality that requires a secure PNE identifier.

-
PNM-specific PNE Identifiers should only be required for PNM-internal purposes but should be harmonized with other optional device identifiers (i.e. Personal ME Identifier in CSI [11]).

-
PNM-specific PNE Identifiers shall not be used for routing purposes in the network except PN-internal forwarding to a particular PNE within a PAN.

-
PNE Identifiers shall be unique within a PN. Procedures are needed to avoid that PNEs of one PN have the same PNE Identifier.

-
It shall not be necessary to store PNE Identifiers in TEs. Instead PNE identities should be managed by a PAN device responsible for processing PAN Management functions.


[image: image4]
Figure 4: Connections between MEs and TEs

5.2.2
Usability Requirements of Personal Area Network Management

The PAN Management procedures

-
Authentication and authorization of PNEs in a PAN

-
Registration of PNEs in a PAN

-
Deregistration of PNEs in a PAN

-
Activation of PNEs in a PAN

-
Deactivation of PNEs in a PAN

-
Management of PNE identities within a PAN

-
Capability announcement of PNEs in a PAN

shall be supported by PANs in a user friendly and secure manner.

5.2.3
Security

In order to maintain security between a PAN and a PLMN, MTs/MEs providing direct connectivity must be authenticated and authorized when they get attached to the network and start using/accessing 3GPP services. For authentication and authorization, existing security mechanisms, which are based on USIMs , shall be used. 

For improved security, the MT/ME may use suitable smart card technology or other suitable technologies.

5.2.4
Charging

Charges incurred by PNEs being part of a PAN are levied to the active subscription of the PAN.

5.3
PNE Redirecting Service

The Personal Network may comprise more than one UE or PAN. Each device belonging to a Personal Network is generally termed as a PNE. A Personal Network from a user’s perspective is his own network. Any of his PNEs may connect to each other, whereby public access may be restricted by the User via means provided by PNM. Personal Network Elements may not have public user IDs (E.g. MSISDN or URI), and therefore “other” users are not able to directly address data to these TEs.

The PNE Redirecting Service is based on the UE Redirecting Service. In contrast to the UE Redirecting Service the PNE Redirecting Service shall not only allow to activate/deactivate UEs but is able to direct data to particular TEs of the UEs or to connected MTs/MEs.

Annex A.1 shows a use case describing aspects of PNE-PNE connection.

5.3.1
Requirements for PNE Redirecting Service

All UE Redirecting Service requirements shall apply to the PNE Redirecting Service with PNE substituting UE.

Additional requirements:

Registration data in the network shall include information that determines the PAN or UE a registered PNE belongs to. Furthermore registration data shall comprise the public user identities of the UEs and PANs in the Personal Network.

It shall not be possible to register PNEs that are neither part of a UE or registered component of a PAN.

5.3.2
Usability requirements

All usability requirements of the UE Redirecting Service shall apply to the PNE Redirecting Service.

5.3.3
Security 

Registration of PNEs to a PN shall require the consent of the subscriber by appropriate means, e.g. an “invite” function, 

Advanced PNM shall ensure the integrity and confidentiality of between PNEs in a Personal Network.

5.3.4
Charging

All charges for terminating services shall be levied to the active subscription of the PAN where the activated PNE belongs to, even when a terminating service was originally addressed to another PNE belonging to the PN.

It shall be possible to raise registration/deregistration and activation/deactivation fees.

5.4
Private network services for PNE networks

Guest UEs may be provided access to PNEs of a PN.

5.4.1
Requirements for Private network services for PNE networks

All Service requirements for Private network services for Personal UE networks shall also apply to the PNE networks.

5.4.2
Usability Requirements for Private network services in PNE networks
PN access level settings for a particular PNE of the PN to be public / private

Annex A (Informative):
Use cases

A.1
Use case: Connection between PNEs of a PN

PNM allows the communication between a PNE and PNEs of other UEs/PANs belonging to the same PN. For this purpose it shall be possible to establish a secure link between the PNEs of a PN. This is enabled by establishing secure links among locally connected devices of a PAN. In the example in figure 5 a UE and a PC have established a secure link. Through this secure link, a user is able to gain access from the 3GPP terminal to the PC at home and monitor the heating or burglar alarm system while away from home, therefore enabling the mobile to be the active UE for termination of the alarm service remotely. Figure 6 explains the secure PNE-PNE communications.

The PC has an own PNE Identifier that allows the UE to identify and to directly communicate with the PC.
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Figure 5: Use case for connection between the devices of a PN
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Figure 6: Connection between the PNEs
A.2
Use case of UE-PN connection 

Personal UE Networks security requirements state that registration of a UE to a PN requires the consent of the subscriber. The description here concerns access of a Personal Network by a UE external to that Personal Network. In the case of user A wishing to allow UE B to register into his PN as a Guest UE, the user controls access to his Personal Network, in other words PNM protects the privacy of A’s Personal Network. For example in figure 7, UE B may only be allowed to access TE A1 and this is controlled by the user, and enabled by procedures. UE B may access A’s Personal Network by appropriate means, e.g. an “invite function”.
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Figure 7: Use case for UE-PN connection

A.3
Use case of Users access a PLMN from their PNEs

Figure 8 shows a use case where a user terminates a video service with a TEs which is part of a PAN of the user. In this use case the user has multiple TEs. It is assumed that the TEs can communicate with the MT/ME of the UE through PAN internal communication means when they are in close proximity to the UE MT/ME. After authentication of the TEs by the PLMN through the UE MT/ME, the user can access the video service. The PNM has the capability to manage the UE components as a user’s PAN. It shall have a binding table between the UE MT/ME and the other PAN entities which includes their identities and addresses. 

Figure 9 shows a use case where a user utilizes a video service through MTs/MEs that have their own MT (Mobile Termination) and thus a direct access means to a PLMN. MTs/MEs attached to a UE don’t have their own USIM. The UE can authenticate the MTs/MEs to the PLMN when the MTs/MEs are in close proximity to the UE. After authentication of the MTs/MEs, the user can access the video service directly via the attached MTs/MEs, with no help from the UE. Again, the PNM of a PLMN has the capability to manage more than one MT/ME under a PAN. As long as the MTs/MEs are connected to the UE, it shall be possible to keep the data communication channels through established radio access means of the MTs/MEs themselves. If an MT/ME disassociates from the UE, the data communication channels of the PAN MTs/MEs should be terminated immediately. 

Figure 10 shows a use case where a user receives a video service through MTs/MEs which are directly connected to other access system (i.e, External IP network with a commercial relationship with the PNM service provider). When many packets (e.g. for a higher resolution or framerate) are sent to a user for Video Service, the user may want to receive them directly through the MT/ME. If the MT/ME has its own network connection, not via UE, the user can request the PNM to get a new data path via its own network connection e.g. Internet. In this case, MTs/MEs must be authenticated and authorized by using the USIM of the UE (i.e., a single USIM authority is shared by all the devices of the PAN) and the session is controlled by UE. The user can receive the video service through the MT/ME after the PNM establishes a new data path via the external IP network for Video Service. If the user wants to disconnect the new data path which is already connected to MT/ME, he/she can also request the release of new data path through PNM. The new data path of the PAN MT/ME will be terminated immediately.

[image: image10]
	Figure 8:  Single network connection through ME of PAN (one per ME)
	Fgure 9: Multiple network connections through 3GPP access sytem
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Figure 10. Multiple network connections through other access system

Note: 
The access system is a non-3GPP network. There must be a commercial relationship between the HPLMN and the non-3GPP access system.
A.4
Use case for Connection between Guest UE and PN

The Guest UE is registered into the PN after authentication mechanisms. This use case describes an example where the Guest UE belongs to a different service provider. Once registered into the PN, the Guest UE is allowed to access the PN, based on access control procedures set by the PN user for the particular Guest UE. For example, in fig 11 given below, the Guest UE is allowed to access the video service that the UE of the PN offers. That is the Guest UE is chosen for the termination of the specific service of video that UE of the PN offers, The PNM facilitates this by secure authentication, registration and routing of the Guest UE.
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Figure 11: Guest UE registered in PN
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