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At SA#31 the Rel-7 TS 22.259 “Service Requirements for Personal Network Management” was approved. This contribution aims to incorporate the provided Personal Network Management capabilities into the Network Composition concept assuming a solution utilizing the outcome of the IST Ambient Network project.

The contribution contains three use cases on Personal Network aspects, highlights the relation between PNM and Network Composition, and extracts resulting potential requirements.

It is proposed to copy the text into TR 22.980 “Network composition feasibility study”.

5  Composition Use Cases

5.x Use Case “Compositions between Personal Network PANs”

A user owns smartphone, notebook, PC, and Media Center. All devices are registered components of the user’s Personal Network according to 3GPP Personal Network Management [X].

PC and Media Center form a stationary home network. The home network is connected to internet and 3GPP System via a wireless technology like WiMax or a fixed broadband access like ETSI TISPAN. PC and Media Center are set up as PAN. Smartphone and notebook form another PAN and are either used at home or away from home. Both PANs provide local connectivity via wireless technologies like WLAN.

The user wants to utilize the local connectivity capabilities to enable a dynamic and automatic composition of the mobile PAN with the home network. Example activities are data backups from mobile devices on the home PC, transfers of movies and music from the Media Center to a mobile device including format adaptations, watching of pictures and organizer data on the TV, installing notebook software via the PC broadband access, and remote control of the Media Center. For these activities both PANs need access to the resources and services of the other PAN, including the PLMN and internet access. Beside of using the resources and services it must be possible to configure and control the other local devices. For instance, the notebook may not only use the content of the Media Center but program the Media Center for connecting to a service provider and installing a new tool for content delivery. As all devices belong to the same Personal Network the network composition may result in a fully composed network with a comparable degree of interworking as provided within a PAN.

For the creation of the Personal Network the user registered and configured all devices in the Personal Network Management database in the HPLMN. The Personal Network database enables the direction of terminating services to a particular device within any PAN of the Personal Network. The database is also used to manage the access of PN-external devices to the network including authorizations and settings for the access to Personal Network resources and services. Similar information is provided for establishing a network composition between PANs of the Personal Network. During the negotiation and configuration phase of the network composition the PANs automatically contact the Personal Network database and utilize the available information on access authorizations, negotiation policies, and settings. For instance, a PC with permanent internet connection may not be allowed to access particular confidential data areas and applications of the user network in order to minimize security threats. There may also be the policy to prefer a flat-rate broadband access for internet browsing or to assign central control and management tasks for composed networks to the PC instead of notebooks.
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Figure 1: Automatic composition of a mobile PAN with the home network of the user

5.y Use Case “Personal Network PAN Routing Groups”

A user owns a smartphone and a notebook. The smartphone supports UTRAN and the notebook can be connected to 3GPP via WLAN. At the same network operator the user is subscribed for UMTS and WLAN. Phone and notebook are always close enough together for assuming the same location from PLMN perspective.

The user wants to benefit from the two alternative radio access means and hopes for stable connections with high performance. The user does not care whether this is achieved via the UTRAN or WLAN and also does not care that the two radio access means are provided by two physically separated devices. Furthermore, the user does not want to be involved in checking the presence of radio access technologies or to compare the performance between possible WLAN and UTRAN bearers. Detection and PAN configuration would require too much manual interaction and maybe too much technical expertise. Therefore the user prefers to declare a Network Composition Routing Group. Now the PLMN can handle the PAN like a single entity with WLAN and UTRAN capabilities. This enables the automatic provision of the most appropriate radio connection by the network operator. For example, when the Routing Group moves into a WLAN hotspot area with more available network resources or more sufficient performance characteristics the network operator hands the Routing Group bearers over from UTRAN to WLAN. Then both smartphone and notebook communicate via the WLAN connection.
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Figure 2: Definition of a Routing Group for an automatic use of the most appropriate radio access means

5.z Use Case “PN Compositions with external PANs”

Alice owns a phone with 2G/3G radio access and a notebook with WLAN capabilities. Both devices form a PAN and belong to the Personal Network of Alice. At the airport Alice meets her colleague Bob who carries a PDA with him. The PDA has a 2G/3G subscription at the same or another PLMN operator. Just as Alice Bob has a subscription for the PNM service and registered the PDA in his Personal Network database in the HPLMN.

While waiting at the airport Alice and Bob want to prepare and exchange documents. Alice utilizes the WLAN hotspot at the airport to build up a connection to the internet and to establish a remote access to their company intranet. Alice and Bob need to compose their devices for sharing the connections and working at the documents.

The composition of their networks is realized with wireless local connectivity technologies like WLAN or Bluetooth. Bob sends Alice a request to compose her PAN with his UE. The request is sent via the PLMN. In this way Bob is authenticated by the 3GPP System. The PNM database of Alice is used to determine the access authorizations and settings for Bob regardless of her currently used devices. Beside of the access class this may, for instance, include an individual authorization and configuration for the remote access to their company intranet. There may also be an individual setting allowing Bob to control the notebook office software but not to access similar office functions in the phone. Other rights are negotiated via general composition policies applied to Alice’s Personal Network and specific policy adaptations for the particular PAN consisting of business-related devices. For example, a particular policy may exist for colleagues of the same company and general policies may depend on the access level of the guest. Such policies may help to negotiate the type of control in the composed network or may provide rules for charging and for prioritizing processing tasks.

In the same way Bob retrieves policy and access configuration data for an interworking with Alice’s PAN from his own PNM database. Based on the data from both PNM databases the network composition between Alice and Bob is negotiated and configured. The resulting composition agreement is stored in a device of Alice and the PDA of Bob. In case of re-establishing the local connection after a connection failure the composition agreement is reused in order to allow a faster and fully automatic composition.
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Figure 3: Incorporation of PNM into negotiation and configuration of network compositions

7  Potential Composition Requirements

7.x Incorporation of Personal Network Management

It shall be possible to incorporate existing PNM databases into the procedures of Network Composition negotiation (“Composition Agreement negotiation”) and configuration (“Composition Agreement realization”).

In particular:

· It shall be possible to define Network Composition negotiation policies for a Personal Network. These general Personal Network policy data shall be stored in the PNM database in the HPLMN and shall be applied for the Network Composition negotiation between PANs and UEs of the Personal Network as well as for Network Composition negotiations of Personal Network entities with PANs and UEs not belonging to the Personal Network.

· It shall be possible to define Network Composition negotiation policy aspects that are specific for a particular PAN or UE of a Personal Network. These data should overwrite general policies of the Personal Network and shall be stored in the PNM database in the HPLMN. The data shall be applied for network compositions with PANs and UEs inside and outside the Personal Network.

· It shall be possible to make appropriate distinctions in the Network Composition negotiation policies between Personal Network- internal Network Compositions and Network Compositions with PANs and UEs not belonging to the Personal Network.

· PNM TS 22.259 specifies the access of guest devices to Personal Networks. Defined access classes for the access of guest devices to resources and services of a Personal Network shall be used for Network Composition. Network Composition shall also consider whether a Personal Network device is declared to be private or public. Personal Network- external devices shall only have access to public devices.

· It shall be possible to specify authorizations for Personal Network Entities (PNE) and guest devices for the access to Personal Network resources and services. The authorizations shall be stored in the PNM database. For given authorizations is shall be possible to specify further settings that support the configuration of the authorized access. The settings shall be stored in the PNM database.

It shall be possible to set up a PAN or UE of a Personal Network as PLMN Routing Group. The PNM database shall identify whether or not a PAN or UE is a declared Routing Group. The network operator shall handle Routing Groups as single physical entities for routing purposes including the handover between available radio access means.

8  3GPP Capabilities supporting Network Composition

8.x Personal Network Management Capabilities

TS 22.259 on Personal Network Management specifies functionalities for the management of multiple devices belonging to a single user. Basically, PNM provides a service to manage the Personal Network of the user comprising UEs and PANs. The management functions cover setup, configuration, and operation of Personal Networks. The management is performed via a PNM database in the HPLMN. Figure 4 shows examples of the functionaliy currently enabled by PNM.

Setup and registration of PANs within the Personal Network fall into the scope of PNM. Even a UE may consist of physically separated devices and may be regarded as PAN. In addition to 3GPP-defined UEs the PAN may have multiple devices with radio access means. PNM enables the flexible usage of such alternative radio access means for the access to the 3GPP System. Furthermore PNM enables the access and data redirection to particular devices in the Personal Network including locally connected devices which are not directly visible and reachable for the PLMN. Examples are the termination of a service by a specific TE and the communication between two TEs of the Personal Network.

Accordingly PNM provides functions for local networks of user devices comprising the handling towards the PLMN as well as the interworking with devices and networks inside and outside the Personal Network. Network Composition should not only be harmonized with the existing functionality in TS 22.259 but should utilize the PNM approach as a basis to specify Network Composition for Personal Networks.

TS 22.259 V7.0.0 already contains aspects that support or influence the realization of Network Composition:

· Main contribution of PNM to Network Composition is the PNM database. The database is located in the HPLMN of the user and contains already useful data on the user devices and guest devices including identifiers and access related data. The database could be extended to incorporate additional Network Composition related information. It may be useful that the database is already integrated into routing and access establishment procedures. Moreover all PANs and UEs have access to the database.

· PNM implies a control space within the PANs and UEs in order to perform the functions required for the management of PANs and Personal Networks such as configuration of redirections, handling of multi-radio access means, management of network components, and control of local connectivity. This needs to be merged with similar functional entities of the Network Composition Ambient Control Space like mobility, connectivity, QoS, and multi-radio resource management.

· PNM specifies the definition and usage of access rights for Guest devices. Guest devices are all devices which are not registered as part of the Personal Network. They are identified by their public identities. Several access levels are intended for Guest devices. When guests request access to a Personal Network the access rights are verified in the PNM database. For the same purpose PNM allows declaring devices of the Personal Network as private or public. Access from devices outside the Personal Network is only possible to public devices. Both aspects influence the composition negotiation.

· The re-use of a physically separated UICC for devices without own USIM may help to enable the specification of Routing Groups. For Routing Groups available radio resources would be used jointly. The devices may exchange data via a 3GPP radio technology. Alternatively the network provider may initiate a handover to a non-3GPP radio technology like a WLAN hotspot. For later re-connecting to the 3GPP System the PAN could try to re-establish the latest radio connection based on the authentication and authorization via the UICC in the PAN.

Network Composition is supposed to be a beneficial enhancement of the PNM approach. For example, it could provide further means for local interworking among PANs and UEs of the Personal Network as well as means for a local access of guests to the Personal Network.

Another valuable addition could be the Ambient Network concept of Routing Groups. The concept seems to offer enhanced opportunities for the efficient use of available radio access means within a PAN. An advantage for operators would be improved load balancing means and an advantage for users would be improvements in the characteristics of the provided radio bearers.
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Figure 4: Examples for functionality provided by PNM
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