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1. Introduction

In SA #30 meeting the issues of interest in SA1 area included (see S3-060003):
TR 22.903 “Study on Videotelephony teleservice” (SP-050757) was approved. Both security and privacy sections had been updated. SA1 wants feedback from other WGs on the study before decisions on further steps are done;

In 5.3 “security” of TR22.903 it says “An authorization may be based on the identity of the originating and/or destination user/device.”  However the definition of the identity [its authentication, and its assertion between NE] is absent and left open for SA3 to define. There are several kinds of identities that can be used. SA3 may contribute on this.  
In 5.4 “privacy” it says “Optional support for ciphering user audio/video/data sessions should be considered.  

Note: 
this may be in conflict with lawful intercept if the encrypting in this case is user to user and the network is not able to recover the keys.” 

SA3’s interpretation of the user to user case here is it means end to end ciphering at application layer.

The current TR is about the videotelephony over CS and it may extend to PS later. For PS and CS domains in UMTS media security in the access network is already in place. It may be considered further for both PS and CS domains whether end-to-end ciphering is required. 

2. Actions:

To 3GPP SA1:

3GPP SA3 kindly asks SA1 to take the above information into account and confirm SA3’s understanding is correct.
3. Date of Next TSG-SA3 Meetings:
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