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1. Overall Description

3GPP SA3 thanks CT1 for the LS C1-060107 on ‘data confidentiality for a point-to-point SMS in an active voice group call’ and have identified following issues for delivery of a ptp SMS via the group call channel.
Case 1: The VCGS group call is ciphered.

In group call scenario’s it may be assumed that group members can be trusted to a certain extend.

The temptation to become passive listener may be dependent on the sensitivity of the ptp SMS content that is expected to be exchanged by a talker. Listening-in requires that the VGCS group member tampers with his VGCS-mobile so that he can listen to downlink or uplink VGCS channel signaling also if this signaling is not determined for him. In any case, the ptp SMS privacy is only lost towards other VGCS groups members. It was noted that in case of MT SMS, the talker has no control on the sensitivity of the content of the SMS message, which is different from the MO SMS case.
An active insider MO SMS spoofing attack would also be possible within the VGCS group as the senders authentication is based on TMSI, which could have been disclosed already. 

For all described threats above, an attack would only be possible within the cell from other group members.
Case 2: The VCGS group call is not ciphered while ptp channels are ciphered.
The ciphering of a VGCS call (determined by USIM-parameters which can be controlled by the operator via OTA) is independent from the ptp Air-interface ciphering and there may be scenario’s where the VGCS group call is not ciphered (e.g. when the Mobile does not support VGCS ciphering) while the ptp channel is ciphered. In these scenario’s the ptp SMS would be readable on the VGCS channel whereas it would not be for the ptp channel.
All passive and active attacks that were described for case 1 will now become possible from outsiders of the VGCS group call that are roaming within the same cell as the talker. This extends the group of potential attackers to a wider audience. 
Independent of all previous issues it was noted that if ptp SMS’s are stored on the Mobile Equipment and the Mobile Equipment is shared between different group members, then the ptp SMS privacy may also be lost. It was noted that in case both the mobile Equipment and the USIM are shared between different group members, there may be an additional privacy issue with the late delivery of PTP SMSs. 
2. Actions:

To 3GPP CT1
ACTION: 


3GPP SA3 kindly asks 3GPP CT1 to take into account the identified issues and asks CT1 to develop an alternative mechanism(s) to deliver (or sent) ptp SMS to (from) the talker of a VGCS group, based on the privacy requirements of ptp SMS service.
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