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Introduction
This contribution provides a description of the Network Composition process as it is currently specified within the Ambient Networks project, and which forms an integral part of EU's 6th framework program and the Wireless World Initiative. The Network Composition process is defined out from number of phases and is performed when two ambient networks interconnects dynamically

Proposal

We suggest that the TR contains the following two references, the following abbreviations as well as the two chapters below on network composition processes as well as a network composition example.

**************** Suggested references: ***************
[1]
“D7-2 Ambient Networks Security Architecture”, IST–2002-507134-AN/WP7/D02, F. Kohlmayer et al

[2]
 “Host Identity Protocol Architecture”, draft-ietf-hip-arch-03, R. Moskowitz

[3]
“D3-2: Connecting Ambient Networks – Architecture and Protocol Design”, IST–2002-507137-AN/WP3/D/3-2, J. Colás et al

**************** Suggested Abbreviations: ***************

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AN

Ambient Network

HIP

Host Identity Protocol

IKE

Internet Key Exchange

PAN

Personal Area Network

WLAN
Wireless Local Area Network

*********  Start of suggested text on Network Composition Processes:**********

X
Description of Composition Process

The composition process as currently generically defined includes a number of phases denoted Media Sense, Discovery/Advertisement, Security and Internetworking Connectivity establishment, Composition Agreement Negotiation, and Composition Agreement Realization. These phases are not necessarily passed in a one-way fashion. E.g. after establishing a security association, more services can be advertised which are only available to certain, trusted ANs. In order to allow flexibility and efficiency, it is also possible to e.g. update the security association after determining the details of the Composition Agreement (CA). Also, an established Composition Agreement can later be renegotiated. Figure 1 below shows a principal flow diagram.

x.1
Media Sense 

Depending on the particular scenario, there may be different types of events, which may trigger Media Sense, for instance:

· An operator connects a new access point to its network.

· Two operator-managed networks are connected for the first time.

· A user device is switched on and searches for networks in its vicinity.

· A PAN needs to cooperate with a remote AN. 

The very starting point is to sense a medium that would enable communication with a neighbouring node/AN. The “sensing” also includes the case of discovering a link to a remote AN (no physical vicinity). The latter case is termed “virtual composition”. 

x.2
Discovery / Advertisement

Depending on the situation, Media sense is followed by either an advertisement or a discovery phase.  On layer 2, these messages are broadcasted as beacons. On layer 3 (e.g. for virtual compositions) they are sent as targeted composition queries. 

With active advertisements an AN can offer (network) resources and services to other ANs. The advertisement message includes an identifier, possibly based on cryptographic techniques, used by an AN, which is included to bind the advertisement to a particular AN, and may be authenticated and/or authorized at a later phase. The AN may alternatively listen to advertisements by other ANs, or actively discover its neighbours. The Advertisement/Discovery phase allows to select a candidate AN for network composition. It allows discovering other ANs identifiers, resources, capabilities and (networks) services.

x.3
Establishment of Security and Internetworking Connectivity 

When the Advertisement/Discovery phase discovered a candidate AN for composition, the two ANs need to establish basic security and Internetworking connectivity. As described in [1], for layer 2 connectivity, an efficient way of doing so is to use a generalization of the HIP-base exchange [2] that includes the generation of a shared session key using the Diffie-Hellmann algorithm. Cryptographic identifiers belonging to the ANs involved in the network composition are used to bind the established shared key to the communicating ANs and a cryptographic puzzle is used to protect against Denial of Service. 

Where the discovery phase occurs at level 3, it is assumed that existing protocols, e.g. HIP or IKEv2, could be used to establish the necessary security association between the two ANs. However, these protocols may need to be extended to carry additional payloads, e.g. AN specific credentials, purpose of composition etc.  

The identities of the ANs might be authenticated and/or authorized using a Trusted Third Party. Alternatively the required trust relationship may be based on a pre-established shared secret or may even be opportunistic, e.g. the ANs make a “leap of faith”, trusting the unauthenticated identities. 

This message exchange may piggyback further information that allows the composing ANs to establish type and purpose of the composition quickly. 

When the security establishment is a layer 3 process, it is assumed the internetworking addresses associated with the cryptographic IDs of the ANs can be discovered.  When it is a layer 2 process, the internetworking address exchange or internetworking address configuration can also be handled as part of the layer 2 exchange. It should be possible to use the security association established at layer 2 to generate a layer 3 security association. 

At some point during this message exchange, or immediately afterwards, internetworking connectivity between the two ANs is established.

x.4
Composition Agreement (CA) negotiation

The next step of the composition process is the negotiation of the Composition Agreement (CA). The CA includes the policies to be followed in the composed AN, the identifier of the composed AN, how logical and physical resources are accessed, controlled and/or shared between the composing ANs etc. Where the CA includes commercial factors, the CA should be digitally signed by both ANs to provide non-repudiation.

The negotiation can be carried out using the Generic Ambient Network Signalling (GANS) protocol framework [3], unless another protocol already exists for that particular purpose.

It is possible that the process of establishing a CA may involve increasing levels of authorization, e.g. negotiation of certain resources and services may only be authorized once the two ANs have agreed the commercial aspects of the CA. 

The outcome of the Composition Agreement Negotiation process depends heavily on the use case, and what roles the composing ANs have. The composition will then lead to a composition of types either network integration, control sharing or network interworking, as described above. 

x.5
Composition Agreement Realization

The Composition Agreement Realization phase represents the completion of the composition. During this phase, network elements are configured to reflect the CA. Thereby, each of the composing ANs must also carry out the configuration of its own resources by updating the policies and of their control functions.

It should then also be noted that, which largely depends on the outcome and the settlement of the CA, addresses might be re-assigned and re-organised.

The result of the network composition process is either a new AN, or an enlarged AN (i.e. one AN is absorbed into the other), or two interworking ANs. 

In any case, a fundamental issue after network composition is that some signalling must be exchanged between the ANs involved in the composition, e.g. status and control information, to maintain the composition state. This could also include information that is normally exchanged during the Advertisement/Discovery phase, and which could lead to a re-iteration of the network composition process or even the request to de-compose.
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Figure 1: The principal composition process.

x.6
Decomposition process

Inside a composed AN, if one or more of the ANs decide to discontinue to share their resources (e.g. switch off of one AN, a node leaves coverage, etc.) decomposition takes place.

A composed AN may consist of two or more ANs. The outside perceives these functionalities principally as being provided by a single AN, though there are different levels and types of network composition, which could make them being less integrated. However, it is possible, that these functionalities are distributed among the different ANs forming the composed AN. So, if one AN decomposes, the other ANs still being composed very likely need to be reconfigured (“Composition update”).

******************  Suggested text  on composition example ****************

Y
Composition example

As an example, let’s consider the use case, in which our user Bob has an active connection over UMTS network that has roaming agreement with Bob’s home operator as represented in figure 2 below. 
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Figure 2: An example of Bob’s PAN composing with visited networks.

Bob’s PAN detects a new WLAN access and the WLAN operator does not have roaming agreement with Bob’s home operator and it does not know UMTS network. To be able to provide access for Bob, the WLAN operator needs to establish a roaming agreement with his home operator. In order to minimize service interruption during handover, WLAN network needs to be able to cooperate with Bob’s old access network; the UMTS network, and therefore a new network composition has been established between the WLAN and UMTS operator, over which handover cooperation between networks has been performed.


[image: image3.emf]Bob’s PAN

UMTS

operator

WLAN

operator

(Pre-)establish security and internetworking

HO execution

Composition (HO 

management and 

mobility)

Composition PAN-WLAN

HO execution

De-composition

Advertise WLAN access network 

Bob’s home 

operator

Composition (Dynamic Roaming 

Agreement)

Establish security and internetworking


Figure 3: High level sequence chart.

In figure 3 above, a high level sequence diagram of the example described above is illustrated. It should be noted, that many multi-access, multi-radio and mobility aspects are either simplified or omitted here to better highlight issues of dynamic triggering of the composition process and network access. Once Bob’s PAN has detected a new WLAN access, it (pre-)establishes security and internetworking with WLAN network in order to exchange required security information (e.g. authentication/authorization info), which is required so that WLAN network is able to verify whether it has capability to provide access for Bob. The WLAN network detects that it has no required roaming agreement with Bob’s home operator and therefore it triggers a dynamic roaming agreement. This roaming agreement is a bi-lateral in nature. After this, the WLAN network establishes cooperation with the UMTS network to support a (seamless) handover and mobility. This cooperation is also bi-lateral in nature. It is not feasible to start this network composition with the UMTS operator until a roaming agreement has been established, because without it, the WLAN operator is not able to provide the access and therefore a handover is not needed. After successful verification, Bob’s PAN is able to perform the access evaluation and once WLAN access has passed it, handover needs are evaluated and the composition decision is done. After the composition establishment has been decided, both security and internetworking are “upgraded” between Bob’s PAN and the WLAN network to enable Composition Agreement Negotiation and a new composition is established over which handover is then executed. Alternatively, the WLAN-UMTS composition execution can be postponed to be able to provide faster response to the PAN, but that is subject to optimization.

Figure 4 below represents how the composition process is used during the detection of a new access (left side) and during the handover (right side).
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Figure 4: An example of composition process.

First, Media Sense, Advertisement/Discovery and Security and Internetworking (pre-)establishment are performed and local configuration is updated accordingly. Once local configuration is up-to-date, it is used for access evaluation and based on the evaluation results both handover and composition decisions have been carried out resulting triggering a new composition establishment. Although, and note that these three steps (Media Sense, Advertisement/Discovery, Security and Internetworking establishment) can be performed to update local configuration, without initializing the remaining steps of the composition process represented in right side.

After a new network composition has been successfully established, handover is executed over it and a network composition with UMTS network is removed by executing decomposition process.

******************  End of suggested text ****************
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