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1. Introduction

Document [1] describes a Personal Network consisting of multiple Personal Network Elements or PNEs. This document aims to provide certain enhancements to the privacy in a PN in Simple PNM and use cases of PAN in Advanced PNM. The areas where these enhancements and clarifications are needed are:

· Simple PNM shall provide variable levels of access control to its users, by which different guest users to the PN may have different access rights to the PN.

· Registered TEs of a PAN shall be able to access the network through a UE different from the one initially registered with.

· For improved security, MEs of a PAN may access the network independent of the UE on a per-session basis with smart card based authentication mechanisms.
1st Modified Section
4.4
Security 

Registration of UEs to a PN shall require the consent of the subscriber by appropriate means, e.g. an “invite” function, preventing intended/unintended access by unauthorized UEs.
User of a PN may exercise variable levels of access control of his PN by devices external to his PN, enabled dynamically by PNM procedures, e.g. full access of PN by close friends, limited access by acquaintances, which may be changed dynamically based on user choice, etc. 
2nd Modified Section
5.2
Personal Area Network

Service requirements cover the management of UE(s), as well as TE(s) and ME(s) belonging to the same PAN.

A UE, which includes a USIM, can connect to other TEs or MEs (e.g., a PDA, music player, laptop, camera, headset, etc.) through short-range wired or wireless connections (when they are in close proximity) and form a small network, called a PAN (Personal Area Network). The PAN is controlled by the user of the UE.

Figure 2 shows that a UE, TEs and MEs form a PAN.
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Figure 2: Combination of a UE, TEs and MEs

TEs/MEs of a PAN, which don’t have/require a USIM, may have the need to access services provided by the PLMN of the UE or to communicate with another entity through the PLMN. TEs/MEs must be authenticated and authorized by using the USIM of the UE (i.e., a single USIM authority is shared by all the TEs/MEs of the PAN)..MEs have their own 3GPP radio access means, which allows them to directly access the PLMN, TEs can access 3GPP services indirectly, through the UE of the PAN.

Annex B shows two use cases where users access a PLMN from their PANs.

5.2.1
Personal Area Network Requirements

· The User shall be able to control which terminals (UEs, as well as TEs and MEs of the same PAN) are part of his PAN via standard MMI procedures.

· The User shall be able to register and deregister TEs/MEs that can be used in her PAN.

· The User shall be able to activate and deactivate the TEs/MEs that have already been registered to his PAN.

· TEs/MEs without USIM shall be authenticated and authorized to access a PLMN by means of the USIM of a UE belonging to the PAN.

· TEs without USIM shall be able to access a service securely through UEs (sequence 2a) different from the UE which authenticated and authorized (sequence 1a) its access, as shown in figure 3 and Appendix B. 
· MEs without USIM shall be able to directly access a PLMN (sequence 2) after successful authentication and authorization by using the USIM of the UE in the PAN (sequence 1) as shown in Figure 3.
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Figure 3: Connections between UE and TEs/MEs

5.2.2
Usability Requirements of Personal Area Network

The Advanced PNM procedures

· Authentication and authorization of TEs/MEs in a PAN

· Registration of TEs/MEs in a PAN

· Deregistration of TEs/MEs in a PAN

· Activation of TEs/MEs in a PAN

· Deactivation of TEs/MEs in a PAN

· Capability announcement of TEs/MEs in a PAN

shall be available at any TEs/MEs of a PAN in a user friendly and secure manner.

5.2.3
Security in Personal Area Network

In order to maintain security between a PAN and a PLMN, MEs providing direct connectivity must be authenticated and authorized when they get attached to the network and start using/accessing 3GPP services. For authentication and authorization, existing security mechanisms, which are based on USIMs , can be used. 

5.2.4
Charging in Personal Area Network

Charges incurred by TEs/MEs being part of a PAN are levied to the active subscription of the PAN.

3rd Modified Section
Annex B (informative):
Use cases where users access a PLMN from their PANs

Figure 6 shows a use case where a user utilizes a video service through TEs, which are part of his PAN. In this use case the user has multiple TEs as well as a UE A that contains his USIM. The TEs don’t have a USIM and a radio access means to access a PLMN (CS network, PS network and AIPN) directly. In addition, it is assumed that the TEs can communicate with the UE A through PAN internal communication means when they are in close proximity to the UE. After authentication of the TEs by the PLMN through UE A, the user can access the video service. Registered TEs of a PAN shall be able to access the network through a UE different from the one initially registered with. For example, on UE A being overloaded in terms of power and bandwidth required for specific services as shown in fig 6, if nearby UEs offer to act as forwarding devices for TEs, they may be used to allow the TE (TE 2 in this case) to continue or restart their session via another UE, after certain authentication mechanisms. Authentication of the TE towards the PLMN may be provided on a temporary nature for a specific session via a UE of the PAN. The PNM of a PLMN has the capability to manage a UE and additional TEs as a user’s PAN. The management function should be combined with the one for Simple PNM. It may have a binding table between a UE and the other PAN TEs which includes their identities and addresses. 

Figure 7 shows a use case where a user utilizes a video service through MEs that have their own MT (Mobile Termination) and a direct access means to a PLMN. Again, the MEs don’t have their own USIM. The UE can authenticate the MEs with the PLMN when the MEs are in close proximity to the UE. For improved security, the ME may use suitable smart card technology or a secure memory module with controlled write capabilities. After authentication of the MEs, the user can access the video service directly, with no help from the UE. Again, the PNM of a PLMN has the capability to manage plural MEs under a PAN. As long as the MEs connect to the UE, data communication channels can be kept through a 3GPP radio access means of the MEs themselves. If an ME disassociates from the UE, the data communication channels of the PAN MEs should be terminated immediately.
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Figure 6:  Single network connection through UE of PAN        Figure 7: Multiple network connections (one per ME)
1a. Registration with PNM through UE A





2a. Re-attachment to n/w through UE B after authentication
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