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1. Overall Description:

At TSG-SA#28 in Quebec an SA1 Work Item on Personal Network Management was approved. Under this Work Item scenarios are specified where a User Equipment comprises physically separated TEs. In more sophisticated use cases the TE could utilize the USIM of another user device to access the network. This would require a secure channel between the UICC and the TE. Similar approaches were already studied in the past under the SA1 study item on UE Functionality Split (SP-010484, SA#13) leading to TR 22.944. For UE Functionality Split as well as for the new Work Item on Personal Network Management use cases were identified that would benefit from the secure channel to the UICC.

Therefore SA1 supports the view of SA3 on the need to start specification work in this area. The proposed WID attached to the SA3 LS is regarded appropriate to specify the required SA3 security aspects.

However it is not clear to SA1 if the following use case, currently discussed within Personal Network Management, will be technically feasible from the security perspective:

TEs/MEs, which don’t have/require a USIM, may have the need to access services provided by the PLMN or to communicate with another entities through the PLMN. These TEs/MEs must be authenticated and authorized by using the USIM of a physically separated device (i.e., a single USIM authority is shared with other TEs/MEs). MEs have their own 3GPP radio access means, which allows them to directly access the PLMN, TEs can access 3GPP services indirectly, through the UE.
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SA1 kindly asks SA3 to analyze this case for the security implications.

SA3 asked SA1 to comment the issue of managing permanent security associations between terminals and the networks as opposed to the existing security association between UICC and the network. This aspect seems to be linked with a particular technical solution. SA1 does not know the content and characteristic of this solution. 

2. Actions:

To SA3 group.

ACTION: 
[

SA1 kindly asks SA3 to comment on the security aspects related with the described Personal Network Management scenario. 

3. Date of Next TSG-SA1 Meetings:

SA1#31
13 – 17 02 2006
Denver, USA
North American Friends of 3GPP

SA1#28
04 April – 08 April 2005

Hong Kong, China
China Mobile 

SA1#29
27 June – 01 July 2005

Europe
European friends of 3GPP

SA1#30
October 2005 tbd
North America
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