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1. 
Introduction
SA #29 has approved a study item on facilitate machine to machine (M2M) communication (SP-050527). The objectives of this work are to collect requirements under special consideration of

· …
· Impact of optimisations for security resulting from improvement for M2M 
(taken from WID)

This discussion paper is intended to give some initial thoughts on the aspects of security.

2.
Discussion
Considerations on alternative ways for authentication and  security: Possible alternatives are 

· Hardware (terminal) based security mechanisms: 

· Advantages: no need to roll out UICCs, thus avoiding the costs of a UICC

· Disadvantages: 

· administrative effort to allocate certain terminals to certain operators already during the production process

· logistics for selling points

· change of operator means change of terminal

· flaws in security due to possibly limited know-how at terminal vendors to avoid security relevant design problems (side channel attacks)

· trust relation must be extended to a number of vendors (currently only operator – UICC manufacturer relation for algorithms)

· personalisation (bringing in of secret keys, identities) has to be done at vendors or operators – which means bringing all devices to the operators.
· Conclusion: Shifting security mechanisms from UICC/(x)SIM to the terminal hardware is an alternative which brings mainly drawbacks for administration and security.

· Software based security mechanisms (software implementations of current security functionalities or alternative systems like certificates / public key infrastructure):

· Advantages:

· no need to roll out UICCs, thus avoiding the costs of a UICC

· Disadvantages:

· danger of un-authorised duplication and re-use of certificates thus increasing reclamation of invoices

· security highly dependent on hard and software implementation of terminals

· trust relation extended to millions of subscribers

· No advantages:

· Initial bringing in of security related data is the same effort as for UICCs 

· no secure way to communicate with the terminals before personalisation (other than terminal based security)
· it may be doubted if copying security related data to a terminal via a local (wire) connection is an easier procedure than putting in a smart card.

· Conclusion: Software based security increases the danger for operators and for users.

In comparison, UICC/(x)SIM based security provides

· proven security for the operator and the user – a secret which is not known to the user cannot be shared by him because of carelessness and also not on purpose

· use of the know how of people who are very experienced in the area of security systems (smart card vendors)

This concept was reviewed several times by SA3 and it was affirmed to be the only concept for 3GPP systems.
UICC/(x)SIM based security provides proven security for the operator and the user with the highest degree of flexibility and usability in terms of provisioning, personalisation and logistics. 

M2M communication should use the UICC/(x)SIM based security mechanisms.

3.
Proposal

It is proposed to add the above text from clause 2. Discussion to the TR in an appropriate section.
