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1. Introduction

This document proposes inputs to the document Service Requirements of Personal Network Management.

2. Discussion
A Service requirement for the Personal Network Management [1] specifies requirements for Personal Network Management (PNM), into two areas, Simple PNM and Advanced PNM. 
Simple PNM deals with management of devices attached to UEs and communication between devices attached to different UEs of a PN. To allow this, there needs to be a secure connection between the concerned devices, which is enabled by a secure connection between the UEs. This allows a user to activate different UEs on a per service basis based on the capabilities of the devices attached to them. Annex B.1 explains this scenario.
Simple PNM also has a security requirement where a UE requesting registration into a Personal Network requires the consent of the subscriber. This enables a user to protect the privacy of his Personal Network, and provides him with access control capabilities. Annex B.2 explains this scenario.
Advanced PNM may provide requirements for Personal Area Network and Personal Network. Personal Area Network requirements may cover scenarios when a user’s devices are physically close to each other. Personal Network requirements may cover scenarios when a user’s devices may no longer be close to each other, and still need to be connected to the each other and the network. 
Document [1] describes the basic entity of Personal Network as Personal Network Element (PNE). Requirements for PNE may also be included in the PN requirements, since this is the basic entity that the PNM shall deal with. Annex C explains this scenario.
3. Proposals
We propose the following inputs to sections 4 and 5. We also propose Annex<B> which provides use cases for better understanding of Simple PNM requirements and Annex<C> to provide use case for PNE-PNE connections in a Personal Network.
1st Modified Section
4
Simple Personal Network Management 

4.1
General description

Simple PNM service requirements cover management of multiple UEs belonging to a single user. In particular, customer needs who own more than one terminal and subscription are addressed, e.g. ordinary handset for telephony, car phone, PDA for emails when on the move, data card with laptop for work when in semi-stationary mode. Although those devices mainly held for a particular usage, many are able to support more than one sort of services, e.g. telephony is supported by all but the data card. Customers may not carry always their full set of “gadgets”, but still want to be reachable. Currently management of all the terminals for the user by setting forwarding options, switch on and off terminals, providing partners with multiple addresses is not very customer friendly. 
Simple PNM service requirements cover the communication between devices attached to a UE and devices of other UEs belonging to the same PN. Annex <B> describes a use case for this functionality.
A PN shall consist of at least one UE.
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4.2
Simple PNM  Requirements

The User shall be able to register and deregister up to <n> UEs to her PN.

The User shall be able to “activate” a certain UE of his PN as the default UE for terminating services

· on a per service basis

· on a global level

addressed to any of the UEs belonging to her PN.

There shall be always one UE in the active state. A new activation overrides the previous activation status when successful.

Deregistration of active UEs shall be denied.

Activation on a per service level: The UE shall deny activation as default UE on a per service level for terminating services in case that UE does not provide the capability or the subscription to terminate that service.

Activation on a global level: The UE shall provide appropriate information to the user on the terminating services which have been successfully activated reflecting the capabilities and subscription of that UE.
In case capabilities of the active UE change, e.g. TEs providing these capabilities are removed and activated services are affected, the UE shall initiate the re-installation of the previous activation status for these services and offer appropriate information to the user.  
Originating services shall not be affected by the default settings.
4.3
Usability Requirements

The Simple PNM procedures

· registration of a UE

· deregistration of a UE

· activation of a UE for a specific services

· global activation of a UE for all services, as far as supported

shall be available via any of the UEs belonging to the actual PN of the User in a user friendly and secure manner.
4.4
Security 

Registration of UEs to a PN shall require the consent of the subscriber by appropriate means, e.g. an “invite” function.

4.5
Charging 

All charges for terminating services should be levied to the “active” UE, even when originally addressed to another UE belonging to the PN.

It shall be possible to raise registration/deregistration and activation/deactivation fees.

2nd Modified Section
5
Advanced Personal Network Management

5.1
General Description
Simple PNM provides for 

· the management of a certain UE and devices which might be attached to this UE.

· the communication between devices attached to a UE and devices of other UEs belonging to the same PN. 

Advanced PNM shall include requirements of a PAN (Personal Area Network) and a PN (Personal Network).
5.1.1
Personal Network
A Personal Network from a user’s perspective is his own network. Any of his PNEs may connect to each other, whereby public access may be restricted by the User via means provided by PNM. Personal Network Elements may no longer have global IDs (E.g. MSISDN or URL), and therefore “other” users are no longer able to connect to these devices. 

Annex <C> shows use cases describing aspects of PNE-PNE connection.
5.2
Advanced PNM Requirements
5.2.1
Personal Area Network

3GPP user equipment may take many forms. The user equipment combination as far as covered by this TS contains at least one MT and may also contain up to <m> TEs.
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Figure 1: User Equipment Combination

It shall be possible that via TEs of the PAN multiple independent applications being used by independent users as far as supported by the MT. Subscription and its information is stored in one UICC as shown in Fig. 1.  Only a single subscription on the UICC may be active. The user(s) identity is possibly different from the subscribers' identity.
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Figure 2: Multiple applications and/or users with one subscriber identity.

The user shall be able via standard MMI procedures to control which MTs and TEs are part of their PAN.

It should be allowed for PNEs with the shared subscription to have independent connectivity to the network through heterogeneous access networks. 
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Figure 3:  Single Network connection through MT

Fugure 4:   Multiple network connections per TE

The User shall be able to register and deregister up to <n> TEs to her PAN.

The User shall be able to “activate” a certain TE of his PAN as the default TE for terminating services

-
on a per service basis

-
on a global level.

Activation on a per service level: The TE shall deny activation as default UE on a per service level for terminating services in case that TE does not provide the capability to terminate that service.

Activation on a global level: The TE shall provide appropriate information to the user on the terminating services which have been successfully activated reflecting the capabilities of that TE.

Originating services shall not be affected by the default settings.

5.2.2 Personal Network
The User shall be able to register and deregister up to <n> PNEs to her PN.

The User shall be able to “activate” a certain PNE of his PN as the default PNE for terminating services

· on a per service basis

· on a global level

addressed to any of the PNEs belonging to her PN.

There shall be always one PNE in the active state. A new activation overrides the previous activation status when successful.

Deregistration of active PNEs shall be denied.

Activation on a per service level: The PNE shall deny activation as default PNE on a per service level for terminating services in case that PNE does not provide the capability or the 
subscription to terminate that service.

Activation on a global level: The PNE shall provide appropriate information to the user on the terminating services which have been successfully activated reflecting the capabilities and subscription of that PNE.
In case capabilities of the active PNE change, e.g. TEs providing these capabilities are removed and activated services are affected, the PNE shall initiate the re-installation of the previous activation status for these services and offer appropriate information to the user.  
Originating services shall not be affected by the default settings.
5.3
Usability Requirements

5.3.1
Personal Area Network

The Advanced PNM procedures

· registration of a TE

· deregistration of a TE

· activation of a TE for a specific services

· global activation of a TE for all services, as far as supported

shall be available via  the UEs belonging to the actual PAN of the User in a user friendly and secure manner.
5.3.2
Personal Network

The Advanced PNM procedures

· registration of a PNE

· deregistration of a PNE

· activation of a PNE for a specific services

· global activation of a PNE for all services, as far as supported

shall be available via any of the PNEs belonging to the actual PN of the User in a user friendly and secure manner.

5.4
Security 
5.4.1
Personal Area Network

In order to keep the PAN secure, TEs providing direct connectivity should be authenticated and authorized when they get attached to the network and start using service capabilities. At the authentication and authorization procedures, the security mechanism which (U)SIM or alternative mechanism to share the subscription may be used.

5.4.2
Personal Network

Registration of PNEs to a PN shall require the consent of the subscriber by appropriate means, e.g. an “invite” function.

5.5
Charging 

5.5.1
Personal Area Network

Charges incurred by TEs being part of a PAN are levied to the active subscription of the UICC.

5.5.2
Personal Network

All charges for terminating services should be levied to the “active” PNE, even when originally addressed to another PNE belonging to the PN.
It shall be possible to raise registration/deregistration and activation/deactivation fees 
3rd Modified Section
Annex <B>
Use cases for Simple PNM
B.1
Connection between devices of a Personal Network
Simple PNM allows the communication between devices attached to a UE and devices of other UEs belonging to the same PN. Simple PNM enables the user to manage which UEs and devices to be included in his PN. For example, in the following figure, in order for device 2 to connect to device 3, there needs to be a secure link between them. This is allowed by establishing a secure link between the UEs connected to the respective devices, where the UEs have devices attached to them. In this example in figure 5, registered UEs mobile terminal and a PC have established a secure link. Through this secure link, a user is able to gain access from his 3GPP terminal to his PC at home or monitor his heating or burglar alarm system while away from his home, therefore enabling his mobile to be the active UE as default UE to allow the termination of the alarm service remotely.
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B.2
Use case of UE-PN connection

Simple PNM security requirements state that registration of a UE to a PN requires the consent of the subscriber. The description here concerns access of a Personal Network by a UE external to that Personal Network. In the case of user A wishing to allow UE B to register into his PN, the user controls access to his Personal Network, in other words S-PNM protects the privacy of A’s Personal Network. For example in figure 6, UE B may only be allowed to access Device A1 and this is controlled by the user, and enabled by S-PNM procedures. UE B may access A’s Personal Network by appropriate means, e.g. an “invite function”.
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Annex <C>
Use case for Advanced PNM
C
Connection between PNEs of a PN
Customers use devices which are capable to support certain services, but neither they are equipped with USIM nor with the radio access means, e.g. a PDA or laptop might be better suited to play a video stream with reasonable quality that a 3G phone with very limited screen size. Current interconnection means between auxiliary devices and 3G terminals are very much of a proprietary nature and come with security constrains, e.g. for setting up a session via an auxiliary device.
The extension is seen as a logical extension of a UE, whereby a PNE may maintain connectivity even when it is geographically separated from the UE. Its registration information concerning a PN may be stored in USIM and other secure memory modules such as Smart Cards which might be supported by the devices in a Personal Network. Therefore a PNE is seen independently by the PNM, as an entity with a subscription.

In case of the figure 7, his home PC may be connected to the PLMN via an external access system. And the PC may not require a USIM to register to the user’s PN. However, a PN must comprise of at least 1 UE. The PNEs within a PN are able to form a secure link easily, hence facilitating content sharing within the PN although they may be located far apart.
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End of Changes
4. Reference

[1] 3GPP TS22.xxx Service Requirements for Personal Network Management, V0.2.0
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Figure 5: Use case for connection between the devices of a PN
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 Figure 7: Use case for connection between the PNEs
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Figure 6: Use case for UE-PN connection
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