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1. Introduction

This contribution proposes text for Chapter 10 of the AIPN Stage 1 (TS 22.258 v1.1.0). As a dynamical organized network, Ad-hoc network has to face a new set of nontrivial security challenges. Major challenges of Ad-hoc network include:

· open architecture, lack of a clear line of defense;

· shared wireless medium;

· tight resource constraints;

· highly dynamical network topology. 

This document contains the analysis of significant security risks which are introduced due to the characteristics of Ad-hoc network and related security requirements for Ad-hoc network.

2.
Proposal

The following text is proposed for inclusion within the AIPN Stage 1 (TS 22.258 v1.1.0).

***************************1stModification*********************
10. Ad-hoc Network and Moving Network Support
10.1 Ad-hoc Network Support

10.1.x Ad-hoc Network Security Requirements

10.1.x.1 Network layer security requirements

Since the Ad-hoc network uses specific routing protocols and forward control protocols, following network layer security risks should be taken into consideration:

· As a multi-hop wireless network, routing messages and network control messages forwarded by intermediate nodes can be eavesdropped or tampered by malicious nodes. As a result the fake routing messages or tampered ones may cause the network disturbed, even crash (e.g., route loop, black hole,);

· Due to the nodes’ limited resources, it is fairly easy to make the node’s routing table overflow by injecting mass fake routing messages. If the legitimate routing messages can not be added, that will lead to DoS(Deny of Service) or node paralysis;

· Malicious nodes can make themselves invalid frequently, and route request messages and update messages will be broadcasted many times. The limited resources of network(e.g., bandwidth) will be consumed by mass broadcast messages in updating network topology and routes;

· As a self-organized network, intermediate nodes in Ad-hoc network expend some resources (e.g., battery power, bandwidth) to forward other nodes’ traffic. Selfish nodes may deny providing services for the benefit of other nodes in order to save their own resources.

Network layer risks may cause route confusion, data loss, network resources consumption, or even network crash. To avoid these, following security requirements should be supported by Ad-hoc network:
· Security authentication mechanisms for routing messages and network control messages(e.g. digital signature approach) can prevent the fake messages;

· Integrity verification mechanisms for routing messages and network control messages (e.g. HMAC key-chain-based authentication, count hash chain) can prevent the tampered messages;

· Intrusion detection should be supported in order to distinguish malicious node. (e.g. Network nodes monitor data transmissions and evaluate the behavior of its neighbors; Network nodes adopt Ack-based detection in an end to end manner.). Reactive operations against different attacks should be supported by Ad-hoc nodes;

· Trust and cooperation mechanisms (e.g., an incentive network resources distribution according to nodes’ contribution to network) may be supported for a better performance of network.

10.1.x.2 Data-link layer security requirements

A data-link layer security mechanism provides four basic security services: access control, message confidentiality assurance, message integrity verification, and availability protection. As a highly dynamic, self-organized network, Ad-hoc network has to face following challenges:

· By lack of centralized administration and authentication(e.g., firewall), masquerading node can gain unauthorized access to the network and fetch the confidential information through MAC address spoofing or node’s identity spoofing;

· Dynamic topologies and vulnerable wireless links bring a highly risking data-link layer infrastructure. Therefore users’ data can be eavesdropped or tampered by malicious intermediate nodes;

· Resource exhaustion attacks (e.g., Power exhaustion attack or ARP attack) against Ad-hoc nodes are extraordinarily severe because of limited resources such as battery power or ARP cache.

A series of security functions should be supported by Ad-hoc networks:

· The mechanisms of light-weight distributed authentication and key distribution that  prevent masquerading and spoofing;

· Effective data encryption mechanisms which protect the network from eavesdropping ;

· Resource protection functions (e.g., MAC address list and filter, malicious nodes list) which prevent the resource exhaustion attacks.

************************End of Modification******************
