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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document collects requirements to facilitate M2M communication. 

In general, achieving a lean and simple design as well as efficient use of resources (e.g. air interface and signalling resources) are major objectives to be taken into account.

Special consideration should be put on the following areas for optimisation:

· Charging mechanisms

· Addressing

· Types of communication 

· Handling of large numbers of subscriptions and subscriber data within the network

· Handling issues of large number of M2M subscriptions for the user of M2M  services

· Impact of optimisations for security resulting from improvement for M2M

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

[1]
3GPP TR 41.001: "GSM Release specifications".

[2]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Definition format

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

H2H
Human to Human (Communication) the type of communication 3G networks are currently designed and optimised for. 

M2M
Machine to Machine (Communication)

M2M User
Legal entity, i.e. company or person that uses M2M terminals, usually the contractual partner for the operator

M2M Terminal
A UE specifically adapted to the requirements of M2M

4 General

When looking at the current situation on the market it is obvious that M2M is taking a minor role only and is not gaining momentum to a larger extent. This is especially valid in the lights of mature markets in the human to human communication (H2H) environments with little subscriber growth where M2M would be a well appreciated extra revenue generator. In these market there is nearly everywhere GSM/UMTS coverage which would offer optimal conditions for usage with M2M.

It appears that there is a big market potential for M2M beyond the “premium M2M market segment” i.e. the market segments that are currently using M2M. When looking around, one can easily identify many potential applications for mass M2M service, e.g. consumer products manufacturers could keep in touch with their products after they are shipped – car manufacturers could serve as an example for that.

In the home environment one can think of remote maintenance of heating and air condition, alarm systems and many more applications.

In general, it can be expected if there is an easy to use M2M service offering available there surely will be thousands of applications for M2M one never would have thought of before

One implication from that is the cost situation of the network operator that hampers the ability to provide attractive service offerings to M2M users. Most notably structures that have been optimally designed for H2H seem to turn out to be suboptimal for M2M. 

The general issue negatively affecting growth seems to be the fact that a plain mobile subscription intended for use by human users seems not optimally suited adopted for M2M usage.

4.1
Definition of M2M within the context of this study

Machine to Machine (M2M) Communication is seen as a form of data communication between entities that do not necessarily need human interaction. It is different to current communication models as it involves:

· new or different market scenarios

· lower costs and effort

· a potentially very large number of communicating terminals with 

· to a large extent little traffic per terminal

This new type of M2M communication may in future become more relevant as

· M2M in GSM/UMTS is a future growth sector in particular in mature markets, and the ubiquitous coverage of mobile networks is one main enabler

· Potential enhancements of 3GPP standards may be a stimulator; as such business could be addressed more cost efficiently.

4.2
Goals of this study

The study shall investigate on the improvements how standards can be enhanced to provide network operators with lower operational costs when offering M2M services.

It shall lower the M2M users’ effort associated with handling large M2M groups.

The study shall look at the trade-off between the effort and the benefits associated with the improvements

5 Study Areas

5.1
Types of Communication

There are several different communication models under which M2M will take place, each with different relevance and importance for the M2M market. 

In the first step M2M can be restricted to a “many M2M terminals to one server” communication model (N to 1) which is the mode of operation in nearly all M2M applications running already today. A number of terminals communicating with the same server are considered a group, and a M2M user can run many of these groups. The N to 1 communication model can be further restricted in that way that the group of M2M terminals belonging to one M2M user can communicate with one destination server only whose address is supplied by the network. This would greatly reduce the effects of misuse of stolen M2M terminals which are usually unattended to a very large extent. In other words, the M2M terminal cannot decide on the destination address its data is being sent to.

For the first step, it is also considered sufficient that M2M communication is initiated by the M2M terminals only as most of the M2M scenarios run well with a pull type of communication.

When the market evolves and the need for other types of communications such as M2M terminal to M2M terminal emerges it shall be possible to introduce this later on.

It is understood that current M2M scenarios are mostly based on SMS. This, however, was driven by historical constraints, at that time when the first M2M applications were set up, nothing else, besides CS data was available. To simplify that GPRS and UMTS PS shall be the only way for transferring data as it will simplify  terminals and networks (No CS impacts), and will thus reduce costs. 

It also facilitates simple writing of M2M applications by the M2M users without having to deal with specialised and proprietary SMS interworking, by simply providing e.g. an IP protocol stack. This will open up new market segments as M2M application can use an IP packet service.

5.2
Handling large numbers of terminals

The number of M2M terminals is expected to be higher than today’s number of H2H terminals by several orders of magnitude. 

5.2.1
Considerations on handling large numbers of terminals for the Network Operator

Subscription and subscriber management seem to contribute to the inability to provide attractive offerings. For example, requiring the operator to deal with each and every M2M terminal individually - instead of handling the M2M user owning “N” terminals in one step - is considered at least suboptimal. Also, M2M terminals may remain stationary in many applications, thereby reducing the network load and possibly allowing optimisations.

5.2.2
Considerations on handling large numbers of terminals for the M2M User

Another hindrance seen by the M2M user are the handling “chores” of a large number of subscriptions, e.g. for a consumer products manufacturer shipping millions of units a year. Such a type of customer would require an infrastructure that could match up with a service providers’ infrastructure in certain aspects with ease, thus definitely imposing a too high burden.

It shall also be studied whether the current handling of UICC/SIM cards constitutes a burden for M2M users, which may hinder M2M market growth.

Potential M2M users may be very reluctant to use M2M in their equipment in large quantities if there is no way for them to be able to change the operator later, once the M2M terminals are deployed. Exchanging large numbers of UICC/SIM cards out in the field, maybe spread over large areas, is simply not feasible and thus many potential M2M users may be discouraged from using M2M.

For these reasons it should be investigated whether alternative solutions to the current use and handling of physical UICC/SIM cards are feasible, taking into account that the security of these solutions shall be no lower than with the traditional UICC/SIM card.

5.3
Considerations on Charging

The communication behaviour of large numbers of terminals also aggravates the efforts for charging in the network. When the traffic volume may vary by several orders of magnitude, e.g. ranging from few bytes once a year to a few kilobytes every minute the traditional charging record generation effectively stops the widespread use of M2M. Especially charging, as it is designed today, in creating detailed charging records, causes unnecessary overhead in creating at least 10 - 100 times longer CDRs than the payload for every few bytes transaction.

Charging record generation as it is done today was designed for the highly regulated H2H market. It should not be applied for M2M. It is considered sufficient to apply per group counters counting the traffic to and from the servers at the network boundary. Detailed tracking of traffic behaviour per terminal should be handled at the M2M user’s server(s).

What is additionally required is to take care of M2M terminals usually tied to one location. To enable the operator to provide suitable service offerings for these types of terminals some per group counter should be established counting mobility related network load, i.e. counting the location update traffic.

5.4
Considerations on Security

The expected large number of terminals and the automated nature of traffic seem to be more prone to Denial of Service Attacks (DoS). These attacks can be either caused deliberately or by bad M2M application design. This needs to be studied further. 

As highlighted in chapter 5.2 one of the most important issues for the success of M2M is to find alternate means to identify M2M terminals and keeping security in the networks on at least the same level when using UICC/SIM.

5.5 Considerations on Addressing

tbd

Annex <A>:
<Annex title>

Annexes are labeled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1


Annex <X>:
Change history

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	





_953458302.unknown

