TSG-SA WG1 #29
S1-050675
Povoa de Varzim, Portugal,  11th to 15th July 2005
Agenda Item: 10.1
Title:
Security and Privacy requirements for the AIPN
Source:
NTT DoCoMo Inc.
Contact:



Atsushi Sato








satouat@nttdocomo.co.jp 
1. Introduction

This contribution proposes security and privacy requirements for the AIPN based on the content of the AIPN Feasibility Study in TR 22.978 v7.1.0.

2. Discussion
Security and privacy considerations for an AIPN are discussed within chapter 5.4, Annex C and Annex D of the AIPN Feasibility Study in TR 22.978. The content of TR 22.978 on security and privacy is extensive and it is necessary that the AIPN Stage 1 in TS 22.258 capture the high level security and privacy requirements for the AIPN.
This contribution proposes high level security and privacy requirements for the AIPN based on the relevant content of TR 22.978. Detailed study of security and privacy features, including threat analysis detailed security requirements will be needed in SA3 and is not within the scope of SA1. The intent of this contribution is to provide service level requirements for security and privacy functionality to guide the more detailed technical work in other 3GPP working groups.

2. Proposal
The following text is proposed for inclusion within the AIPN Stage 1 in TS 22.258 v0.5.0.
10
Security and Privacy

The AIPN shall provide a high level of security and privacy for users and AIPN operators.

10.1
Security requirements

The AIPN shall provide a high level of security, equivalent or better than Rel-6 3GPP systems. This includes portability of subscriber identities to different UEs and cost effective protection against duplication of security information. Additionally, it shall be possible for the AIPN operator to control security related information and its distribution to devices for the purpose of accessing the AIPN.

The AIPN shall be security conscious from its early phase.

Security mechanisms shall be provided with high usability i.e. unified security mechanisms shall be provided with minimum user involvement across multiple access systems and heterogeneous systems.

The AIPN shall provide protection against threats and attacks including those present in the Internet.

The AIPN shall provide information authenticity so the user can trust the information she is receiving.

Security mechanisms shall be applicable across and between networks. The AIPN shall provide hiding of internal network elements.

It should be possible for the AIPN to provide high performance security mechanisms.

It should be possible for the AIPN operator to select among several levels of AIPN security.

Appropriate traffic protection measures should be provided by the AIPN.

The AIPN should provide appropriate mechanisms to enable lawful intercept.
10.2
Privacy requirements

The AIPN shall provide appropriate levels of user privacy including communication confidentiality, location privacy, and identity protection.

Communication confidentiality shall be ensured. The privacy of the content, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.

Identity protection shall be ensured. The AIPN shall be able to hide the identities of users from unauthorised third parties.

10.2.1
Location privacy

Location information may need to be known by some elements within the AIPN in order to provide and maintain communication services. However, only these elements, for which location information is necessary to provide and maintain communication services, shall be aware of a user’s location.

There shall be no disclosure, at any level of granularity, of location, location-related information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication.




















































































