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Introduction

A subscriber usually uses the value-added services supplied by his home network when roaming to another PLMN, but sometimes, he is also attracted by the visited network’s services, such as location based services, news broadcast, etc. For the purpose of value-added service roaming, operator who has signed contract with another operator should supply some of his value-added services to the roaming subscriber with the security and QOS assured.
Proposal

It is proposed to address the requirement related with value-added service roaming between operators in TR22.978.
******* FIRST MODIFICATION ******
4.1
High Level Objectives

The following are the high level objectives that the introduction of an AIPN should fulfil:

-
Universal seamless access – an AIPN should allow users to connect to services from a variety of device-types and access systems. This should come about through the use of common protocols, addressing schemes and mobility management mechanisms. The users may not need to know the access system used. Access systems may be selected and changed according to service needs and availability. 

-
Improved User Experience – an AIPN should provide users with better quality. This should include rapid network selection, rapid call or session set-up times, low voice-call delay and fast data transmission.

-
Reduction of cost – an AIPN should deliver a cost reduction in both the CAPEX and the OPEX for AIPN operators in relation to the cost of existing networks.

-
Flexibility of deployment – AIPN operators should be able to build and dimension their network according to the needs of their users. The AIPN design should be scaleable and should not preclude the option to use and inter-work with 3GPP defined Circuit Switched domains and legacy handsets as appropriate. Also, the AIPN design should provide an evolution path from previous releases of the 3GPP system. This will ensure that AIPN operators can introduce an AIPN and continue to make best use of existing network elements.
-
Value-added Service roaming between operators – an AIPN operator who has signed contract with another operator should supply some of his value-added services to the roaming subscriber with the security and QOS assured.
******* SECOND MODIFICATION ******
4.2.1
User related and social drivers
4.2.1.1
Consumer trend demanding diversification of mobile services

Diversification as service specialisation:
As the market for mobile services grows there is an increased need to be able to offer diversified and flexible services to satisfy the varied needs of users. As the service market becomes more diversified services will become more specialised in order to satisfy the specific needs of users. With this there is a need for AIPN operators to be able to offer flexible services quickly without a large amount of capital expenditure.

Diversification in terms of usage patterns:
In addition to the current pattern of mainly server-to-person services there will be a diversification of mobile services to include person-to-person, person-to-server, server-to-server service scenarios with a variety of different subdivisions and combinations. Users will also desire the ability to be able to integrate the various services to which they subscribe. In the future mobile networks will need to be able to provide these varied and integrated service environments and enable this to be achieved in a flexible and efficient manner.

Diversification in terms of service quality:
Different services will have different user expectations placed upon them e.g. in terms of service quality. The demands for the same service may also differ according to specific user of that service at a given time.

Diversification regarding access to services:
With the increase in the diversity of the access systems available and as well as the increase in the number of terminals that a single user possesses it will be desirable to have the ability to use services seamlessly across different access systems and different terminals. Users will also desire the ability to use services `anywhere` at `anytime`. This leads to the conclusion that the provision of `seamless` and `ubiquitous` services will gain great prominence within future mobile services.
Diversification in terms of value-added service roaming:
With the increase in the diversity in terms of service roaming between home network and visited network, subscriber will have increasing requirements in using local services of visited network. The operators can share the value-added service resources with each other.
Deductions

-
An AIPN would provide the ability to offer enhanced and flexible mobile services, quickly and cost effectively. An AIPN can also support the diversification of mobile network services, support service integration and would enable the provision of seamless and ubiquitous services across a variety of different access systems and terminals. 

-
IP technology that enables advanced service control (e.g. QoS/session control) is already used within 3GPP and elsewhere and could be further utilised and enhanced within and between mobile networks in order to enhance service provision.

******* THIRD MODIFICATION ******
5.1.1 Key aspects of an AIPN
5.1.1.16  Value-added service roaming between operators

The service roaming between operators means an AIPN operator who has signed contract with another operator should supply some of his value-added services to the roaming subscriber with the security and QOS assured.
******* FOURTH MODIFICATION ******
5.4.1
Security Considerations

Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. The changes in the threat environment will mainly be due to qualitative and quantitative changes in e.g.

-
Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occur may increase as a result of the changed threat environment).

-
System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)

-
Fragmentation of security solutions 

-
Usage patterns (many more users of existing services and many new services)

-
Requirements on user convenience (e.g. SSO, etc)

-
Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)
-
Security requirements for value-added service roaming. When subscribers using the value-added services roam to a visited network, the relative security policies should be considered.

The changes in these areas will certainly motivate a review and revision of currently employed security principles and solutions.
An important process will also be to collect the high-level principles and requirements. Examples of proposed high-level requirements for an AIPN are:
-
Security shall be equivalent or better than with the current system i.e. 3GPP Rel-6. 
This includes support of:
-
easy portability of subscriber identities to different UEs
- 
cost effective protection against unauthorized duplication of security related information such as keys for authentication purposes, key derivation purposes and protection of a session
- 
the possibility for an AIPN operator to control  security algorithms (and level of security) that apply for particular services e.g. for authentication purposes 
- 
AIPN operator controlled distribution of security information to devices used for the purpose to give cost effective protection of access to the AIPN.

-
An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
-
Usability: maximum transparency to the user i.e. high levels of security should be provided with minimum user involvement.

-
Ensure authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

-
Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

-
Networks shall be able to authenticate each other and authorize services that need signalling between servers.

-
Fast re-authentication shall be possible. 
-
Hiding of internal network elements shall be provided by an AIPN.
-
It should be possible for the AIPN operator to select among several levels of security (e.g. 3GPP Rel-6 equivalent security or better)
******* FIFTH MODIFICATION ******
5.4.2
Privacy considerations

-
User issues:

-
Location privacy. User location privacy should be guaranteed. 


The location of a user has to be known by some instances in the AIPN to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 
-
Communication confidentiality. Privacy of content and origin/destination of information in all user communications should be guaranteed.



The information sent and received by the user should be protected in a way that neither the content nor the origination or destination of this information is accessible to non-authorised parties.

-
Non-disclosure of identity. Users should be allowed to hide their identities from non-authorised parties.



Users should be able to have multiple identities from different providers with the relationship between the identities hidden from particular providers (thus supporting privacy). 
-
Consistent privacy requirement. When a subscriber roams to a visited network and intends to use local services, his privacy should also be protected.

Note:
2 use cases on this issue are described in Annex D.









































































