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3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.


All-IP Network (AIPN): A collection of entities that provide a set of capabilities for the provision of IP services to users based on IP technology where various access systems can be connected. The AIPN provides a set of common capabilities (including mobility, security, service provisioning, charging and QoS) which enable the provision of services to users and connectivity to other external networks.  An AIPN requires one or more connected access systems to allow users to access the AIPN.

Access system: An entity or collection of entities that provides the user the capability to connect to the AIPN.

AIPN operator: An operator of an AIPN. It is assumed that the AIPN operator will also be a network/PLMN operator as defined within [1].
IP service: A service using an IP bearer provided by an IP service provider. For IP services data traffic is routed according to the IP addresses of the sender and receiver.

IP service provider: A service provider that provides IP services. This may or may not be a network operator e.g. the operator of an IMS would be an IP service provider according to this definition.

IP service subscriber: A subscriber to an IP service provider that uses IP services.



Seamless:
A user experience that is unaffected by changes in the mechanisms used to provide services to a user.
Note:
The determination of whether something satisfies the requirement for being seamless or not is dependent on the user's (e.g., human end-user, protocol, application, etc.) perception of the service being received and not necessarily the technology used to provide the service.
Seamless service: Services provided across access systems and terminal capabilities. Provisioning of this service is continued between and within access systems and between terminals with minimal degradation in the service as seen by the user.
Seamless session: A session that is maintained during a change in access system, with no perceivable interruption from a user perspective, while adapting to the capabilities of each access system.
End-user mobility: The ability for the subscriber to communicate using the device or devices of his/her choice 

Terminal mobility: The ability for the same UE to communicate whilst changing its point of attachment to the network. This includes both handovers within the same access system, and handover from one access system to another. 

Session mobility: The ability for a communication session to be moved from one device to another under the control of the user.
Ad-hoc Network: A dynamically organized network of mobile terminals that are able to communicate with each other via some means (e.g. using IEEE 802.15 or WLAN in ad-hoc mode). An Ad-hoc Network may contain terminals that are capable of connection to a variety of access systems.  In the context of AIPN, it is assumed that every terminal in the Ad-hoc Network is under the control of a separate user, each able to independently access the AIPN. The Ad-hoc Network routes their consolidated traffic towards the AIPN, to an access system through one or more terminals in the Ad-hoc Network.  The Ad-hoc Network may change the terminal carrying the consolidated traffic dynamically according to rules set up by the users.  The Ad-hoc Network may move throughout the geographic coverage area. (For further details see use cases in Annex E)

Moving Network: A group of user devices (terminals) that move together, e.g. as part of a vehicular network. The user devices (terminals) are interconnected in a way that their consolidated traffic towards the AIPN is routed through a well-defined system (gateway). The elements of the consolidated traffic may originate from PAN and Ad-hoc Networks within a Moving Network. (For further details see use cases in Annex E)
Personal Network:  In the context of an AIPN, a Personal Network (PN) consists of more than one device (terminal or server provided by the AIPN operator) under the control of one user providing access to the AIPN. These devices are interconnected by the AIPN such that the user perceives a continuous secure connection regardless of their relative locations. The user controls the PN using facilities provided by the AIPN. (For further details see use cases in Annex E) 

Personal Area Network:  In the context of an AIPN, a Personal Area Network (PAN) consists of more than one device (terminal) controlled by, and physically close to, the same user (person). All the devices within a PAN use the same USIM.  These devices are connected together using internal PAN means.  The user obtains services from the AIPN using his multiple devices which all access the users USIM through the PAN to gain access to the AIPN. The user controls the PAN directly. (For further details see use cases in Annex E)
For further definitions see [1].

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAA
Authentication, Authorisation and Accounting
AIPN
All-IP Network

CAPEX
CAPital Expenditure
OPEX
OPerational Expenditures


SSO
Single Sign-On

HSDPA
High Speed Downlink Packet Access

HSUPA
High Speed Uplink Packet Access

GAA
General Authentication Architecture

GBA
General Bootstrapping Architecture
MR
Mobile Router

PAN
Personal Area Network

PN
Personal Network
SC
Session Control
For further abbreviations see [1].
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4.2
Motivations and Drivers

The current feasibility study aims at clarifying the notion of an "All-IP Network" (AIPN) within the context of 3GPP and to define requirements for an AIPN within 3GPP. There seems to be a common understanding in the mobile communications industry that the technical and commercial evolution of this industry sector points towards an AIPN. The term "All-IP Network"(AIPN), however, is not (yet) clearly defined and – depending on one’s view of the future – can mean many different aspects of anticipated communication systems that are based on IP.
It should be noted that the 3GPP system standardised up to and including Rel-6 already provides the basis for introduction of an AIPN in 3GPP. Building on the foundations provided in previous 3GPP releases it is possible to leverage and build upon existing capabilities to evolve the 3GPP system towards an AIPN.

In order to justify the development and evolution of the 3GPP system it is essential to have an understanding of the motivations for evolving the 3GPP system in a particular direction.  

In doing so it seems worthwhile to collect and list trends and drivers of the mobile telecommunications industry that now or in the future can be expected to have significant impact on the industry. This is provided in the following sub-clauses. An assessment of these trends and drivers with respect to the evolution of IP-based network and access systems, terminals and service provisioning will make it easier to create a vision of what an AIPN will look like.

4.2.1
User related and social drivers
4.2.1.1
Consumer trend demanding diversification of mobile services

Diversification as service specialisation:
As the market for mobile services grows there is an increased need to be able to offer diversified and flexible services to satisfy the varied needs of users. As the service market becomes more diversified services will become more specialised in order to satisfy the specific needs of users. With this there is a need for AIPN operators to be able to offer flexible services quickly without a large amount of capital expenditure.

Diversification in terms of usage patterns:
In addition to the current pattern of mainly server-to-person services there will be a diversification of mobile services to include person-to-person, person-to-server, server-to-server service scenarios with a variety of different subdivisions and combinations. Users will also desire the ability to be able to integrate the various services to which they subscribe. In the future mobile networks will need to be able to provide these varied and integrated service environments and enable this to be achieved in a flexible and efficient manner.

Diversification in terms of service quality:
Different services will have different user expectations placed upon them e.g. in terms of service quality. The demands for the same service may also differ according to specific user of that service at a given time.

Diversification regarding access to services:
With the increase in the diversity of the access systems available, as well as the increase in the number of terminals that a single user possesses it will be desirable to have the ability to use services seamlessly across different access systems and different terminals. Users will also desire the ability to use services `anywhere` at `anytime`. This leads to the conclusion that the provision of `seamless` and `ubiquitous` services will gain great prominence within future mobile services.

Deductions

-
An AIPN would provide the ability to offer enhanced and flexible mobile services, quickly and cost effectively. An AIPN can also support the diversification of mobile network services, support service integration and would enable the provision of seamless and ubiquitous services across a variety of different access systems and terminals. 

-
IP technology that enables advanced service control (e.g. QoS/session control) is already used within 3GPP and elsewhere and could be further utilised and enhanced within and between mobile networks in order to enhance service provision.
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4.2.2.4
Need for increased system efficiency leading to substantial cost reduction in terms of both equipment (CAPEX), and operational (OPEX) costs.

In the future it is foreseen that there will be increasing pressure to decrease the investment costs for mobile network equipment and the cost per bit for traffic carried by mobile networks. The reasons for this are twofold. Firstly, the increase in IP traffic carried by mobile networks will lead to a general need to further decrease the cost of handling this traffic both in terms of equipment and transmission costs. Secondly, in the future there will be increased competition for AIPN operators not only from mobile network operators using different radio access systems, but also from IP service providers providing broadband IP services using access and transmission technologies other than those of traditional mobile network operators, e.g. ISPs providing services using xDSL, Cable and/or WLAN without 3GPP inter-working. The business and charging models, e.g. flat-rate charging, deployed by these IP service providers are not those common to traditional network operators implementing the 3GPP system and will probably not be applied by AIPN operators. However, they do encourage heavy usage of IP services and as such AIPN operators need to be able to deploy a cost effective network for IP services in order to compete in the wider market place.

The cost of general-purpose equipment targeted for a wide-ranging general market is in general much less than that of specialised technology whose market is limited by specific criteria. An AIPN would enable the use of general-purpose IP technology with some modifications to tailor functionalities to the needs of network operators to provide mobile services. The ability to undertake large-scale deployment of general-purpose IP technology provided by an AIPN is foreseen to enable significant improvements in system efficiency and overall reduction in the equipment (CAPEX) and operational (OPEX) costs for future mobile networks designed to handle a large amount of IP traffic.

CAPEX point of view:

-
The adoption of a common network system enables capital investment to be made independent to the number of access systems supported. Also, when a new access is added, the equipment costs are suppressed to a necessary minimum. 

-
Over capacity can be avoided by sharing the system, and the equipment costs are reduced (including redundant equipment costs).
-
The development and the equipment costs of mass produced general-purpose devices are generally lower compared to dedicated devices. 
OPEX point of view
-
The variety of maintained devices can be reduced by introducing a common system, hence maintenance costs are reduced. 

-
The training costs of maintenance engineers are reduced.

-
Due to the availability of general purpose platforms the cost of replacement hardware can be suppressed.
Deductions

-
The AIPN should be designed to enable AIPN operators to take advantage of the increased efficiency and OPEX/CAPEX reductions offered by IP technology.
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4.2.3.3
Progress in ad-hoc networking for user defined services.
Ad-hoc Networks denote particular kinds of networks that may establish themselves automatically - "ad-hoc" - (i.e. without explicit administration) between mobile terminals. From today's perspective, generally all the activity concerning development in the field of Ad-hoc Networks (radio spectra, terminal communication and mechanisms to create Ad-hoc Networks) is happening outside 3GPP. However, AIPN operators may benefit from letting Ad-hoc Networks interact with the AIPN, thereby creating traffic in the AIPN; e.g. there could be Ad-hoc Network access to public networks via AIPN by at least one of the Ad-hoc Network members serving as a kind of wireless connectivity gateway.

Examples for such Ad-hoc Networks could be Personal Networks, as described later in the present document, or CB-type radio communications amongst listeners to a pop concert. In the case of Personal Networks an AIPN may provide connectivity to a server in an AIPN operator’s network, in the pop concert example an AIPN may provide the capability for remote listeners to join.
Technically, an Ad-hoc Network is defined as a self-organizing and self-managing network of autonomous mobile terminals without any infrastructure support. In fact, it is this property which essentially characterizes Ad-hoc Networks, and as a consequence, no centralized radio resource management for ad-hoc networking necessarily exist. 

Important aspects of Ad-hoc Networks which may impact an AIPN are:

-
Identification, addressing and routing: If an Ad-hoc Network interacts with the AIPN, the AIPN may need to know about identities of individual members of the Ad-hoc Network (not only the "connectivity gateway"), be able to address them and route traffic to them.

-
Authentication, security: in an Ad-hoc Network neither SIM resp. USIM/ISIM based identification and authentication nor ciphering on the air interface derived from authentication parameters can be assumed. In the case of at least one Ad-hoc Network member serving as a wireless connectivity gateway to the AIPN it should be ensured that this node can not compromise AIPN security. 

Deductions
-
Appropriate mechanisms for identification, authentication, addressing, ciphering and charging of members of an Ad-hoc Network inter-working with an AIPN have to be established. 
4.2.3.4
Dawning of new, radio based services (e.g. Personal Networks, RFIDs, multi-hop access networks) 

Currently there is a lot of activity (research projects) on new services that are utilizing different kinds of IP-based radio networks. Examples of such services could be:

-
Personal (portable) Networks, that allow inter-working of different personal sensors/terminals

-
RFIDs, that allow goods, to which a RFID is attached, to broadcast information about themselves,

-
Multi-hop access networks, that allows a user's terminal to act as a radio relay station for another user

Many of these new services are capable to create revenue for an AIPN operator if they can easily inter-work with (or be integrated into) an AIPN

Deductions

-
An AIPN would benefit from a capability to facilitate inter-working with (or integration of) these new radio based services.

4.2.3.5
Reconfigurable Radio (Software Defined Radio - SDR)

Reconfigurable radio interfaces allow terminals to adapt/optimise its radio properties to the currently available radio network. This could allow an increase of spectrum efficiency. However, the network would need to support such a functionality of the terminal.
Deductions

-
An AIPN would benefit from a support of reconfigurable radio interfaces in the terminal.

4.2.3.6
Web services

While not being specific to mobile networks Web Services are becoming increasingly important as a standardised interface to provide IP-based services. There is a general trend towards Web services within the industry. For example, in OMA a working group is dedicated to the evolution of web services in mobile networks and in many respects they are seen as a replacement (rather than an addition) of traditional service enabler interfaces such as CAMEL and the CORBA version of OSA/PARLAY.

Deductions

-
An AIPN will need to support Web Service interfaces for service provisioning.
4.2.3.7
Multi-access

The introduction of multiple access systems within the same coverage area raises new AIPN operator and user requirements; the user may wish to influence the selection of the access system for use based on such aspects as supported QoS, mobility, pricing, coverage, etc. and the AIPN operator may wish to influence the access system selection by setting policies. Optionally, a user may even wish to use simultaneous multi-access as well. 

Note that the selection of the access system must be easy for the end-user, e.g. it could be based on some preferences and the actual process can be partly or completely hidden.

It is expected that users using multiple access systems will require an appropriate service continuity experience as they switch from one access system to another. This means that their sessions remain in operation, with minimal interruption. In addition, the services provided should be made access aware (e.g. choose video quality based on the available bandwidth).

Deductions 
-
 An  AIPN shall make use of the multiple access systems by providing support for appropriate handover between access systems, reachability over multiple access systems, access system-aware services, and optionally simultaneous multi-access.

-
 An AIPN shall provide support for access system selection based on combinations of AIPN operator policies, user preferences and access system conditions.
4.2.3.8
Progress of advanced Traffic Engineering Technologies
As the number of users accessing multimedia and data services from 3G networks will continue to increase, huge amounts of IP traffic are expected to be handled by AIPN operators. Due to the increase of the IP traffic, network bottlenecks may also appear in an AIPN operator’s IP backbone, therefore, new challenges will be faced by the AIPN to provide guaranteed QoS to end-users for different types of services (real-time, non real-time) and also ensure that the transport network resource is used efficiently. This would enable e.g. over-provisioning in IP transport network to be avoided in order to save CAPEX for AIPN operators. 
Traffic engineering technologies, e.g. MPLS, advanced QoS routing algorithms, and dynamical load balancing among network entities are potential solutions to achieve this within an AIPN.
Deductions

-
An AIPN will need to be able to guarantee QoS for different types of services (real-time, non real-time) and ensure efficient use of network resources. Traffic engineering technologies within the IP transport network may provide appropriate methods to achieve this within an AIPN.  
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4.3.3
Impacts to current service models
Impact on models for development and provisioning of services

Even if the 3GPP system already allows the flexibility of IP based services through the PS domain today, the introduction of AIPN may bring the model for the development and provisioning of services one step further. The current model for the introduction of new services into 3GPP systems, often comprising standardisation of capabilities within 3GPP, followed by development by vendors and deployment by network operators, is rather cumbersome and has difficulties in quickly responding to changing market trends. Whilst also maintaining the traditional aspects of the 3GPP service model, it should be important to leverage new possibilities for service provisioning which may be enabled by the introduction of an AIPN. There is a potential demand for an extremely wide variety of mobile services. To meet this demand new models for service provisioning are essential.

Historical side note:  An interesting comparison is the evolution of software applications within the computer industry. Only two decades ago software applications were limited in variety and cost was high. The emergence of a few de facto standards for software application environment propelled an unparalleled explosion of all foreseeable and unforeseen kinds of software applications. The economy of scale has also made it possible for them to be provided at a much lower cost level. 

Outlook on potential new models for development and provisioning of services

The introduction of AIPN can similarly be an enabling factor for developing new models for easier, more flexible and more cost efficient introduction of mobile services. Today there exist several good examples where simplified service models have brought forward a wide variety of mobile services. But to meet the potential demand of mobile services, models must continue to be developed that allow services to be jointly provided by multiple stakeholders. Most likely the broadest range of mobile services will be possible when responsibility for service provisioning is opened for third party service providers e.g. via web services. Using policy and control frameworks, applying flow based charging concepts, establishing the IMS framework, and providing different sorts of open interfaces, will be important tools for AIPN operators to control how third party providers can provide their services. Changed business models must go hand in hand with this to give all parties incentive to put efforts into it. As in the software application domain, it is by releasing the innovative force of a larger group of creative people and companies that we can meet the demand for mobile services in the coming decades.

New usage- and traffic patterns for mobile services

Different service models also need to exist for different categories of mobile services. Person-to-content, person-to-person, and machine-to-machine type of services should for example require different service models to enable faster, more flexible and more cost efficient service provisioning.

The work within 3GPP will allow an evolution of the 3GPP system to enable these more advanced service models and to keep AIPN operators in control at their selected level. 
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5

End-user and AIPN operator aspects of an AIPN

5.1
AIPN Vision

An AIPN would enable the convergence of access systems and services onto a common network. In this emerging area users will demand more from their services and interaction with their technologies. Instead of the islands of capabilities that currently exist it is desirable to bring these capabilities under one umbrella whilst offering session continuity across multiple access systems. This seamless offering will be characterised by the provision of an effective management of mobility that consists of offering users a telecommunication service, continuously and transparently when the user’s terminal moves between various access systems or various services, whatever type of communication and wherever communication has been initiated. One of the key enablers within an AIPN will be the seamless mobility across terminals and access systems supported by a mobility manager that unobtrusively manages these interactions.

Delivering an AIPN will address these needs, extend the reach of 3G technologies and maintain a relationship with the user in each context. Multiple connected devices will enjoy interactivity, adopting principles including single sign on, seamless mobility, context sensing and the unobtrusive device management.
5.1.1
Key aspects of an AIPN

The following are the key aspects of an AIPN:

5.1.1.1
Common IP-based network

-
IP-based network control
-
Non-access system specific mobility control equivalent to that provided by cellular networks i.e. mobility control within the AIPN under the control of the AIPN operator, across the same and different access systems, that is not dependent upon specific access or transport technologies or IP version.

-
IP-based routing and addressing

-
IP transport

-
Communication quality, i.e. QoS, equivalent to or greater than already provided 
-
Inter-working with IP networks

-
Inter-working with legacy networks

-
Functionality at the edge of the network to support different access systems, legacy equipment.

[image: image3.emf]
[image: image4.emf][image: image5.wmf][image: image6.png]


[image: image7.jpg]
















Figure 1: Visual representation of the key aspects of an AIPN
5.1.1.2
Support of a variety of different access systems (existing and future)

-
Service provision across different access systems
5.1.1.3
Take advantage of convergence of telecommunications and IT industries towards IP technology
-
An AIPN should aim to provide common capabilities independent to the type of service being provided (i.e. independent of whether it is a "traditional" telecomm service or a "traditional" data service).

-
Convergence with IP technology should be considered within the AIPN system design from the perspective of the system as a whole (i.e. network and mobile terminals) to ensure that complexity is avoided within specific elements e.g. avoidance of complexity in mobile terminals due to a misalignment between technology convergence in the network and mobile terminals.
5.1.1.4
Advanced mobility management:
-
Mobility across access systems.
-
Support fast handover and/or lossless handover across different access systems
-
Provision of Seamless services and handover across different access systems.

-
Support the capability to apply handover mechanisms based on quality of service requirements of applications and capabilities of the access systems involved.
-
Multiple dimensions of mobility

The AIPN shall support several dimensions to provide mobility: 

-
An end-user shall be able to use different devices (“end-user mobility”).

-
The terminal shall be able to communicate while moving. This includes both handover from one radio cell to another in the same access system, or switching from one access system to another in a multi-access system environment. (“terminal mobility”).

-
The user may be able to move some or all of his active communication sessions from one of his devices to another. (“session mobility”) E.g., a user may wish to move a video streaming session from the handset to a car mounted TV screen.

Note that certain aspects of services may change as a result of mobility, but they must remain useful to the end-user. 

To address these needs, advanced naming and addressing schemes are necessary that provide reachability for a given user or particular session. 

Recommended requirements:

-
An AIPN shall incorporate naming and addressing schemes that address a given user or session. 

-
The AIPN shall support end-user mobility.

-
The AIPN shall support terminal mobility. 

-
The AIPN shall support session mobility. 

5.1.1.5
Enhanced session management:

-
Service adaptation to terminal capabilities.

The services provided to users should be, as much as possible, independent of the terminal used. The network should be able to adapt the service (e.g. information rendering) to the capabilities of the terminal being used with minimum or no user interaction.
-
Session mobility: seamless mobility of sessions between terminals.

It should be possible to move sessions from one terminal (or a set of terminals) to another according to the preferences of the user e.g. automatically with minimum user involvement or based upon a specific user request/pre-determined user preference settings.
Care needs to be taken to ensure there is no burden on the user to interact in a complex way.

5.1.1.6
Access system selection

In an AIPN the applications are based on IP and will evolve towards access system independence. An AIPN is expected to support multiple access systems. 

The selection of the access system may need to take into account several aspects of an AIPN, e.g. service requirements of an application, load balance of the network, and charging & billing.

Recommended requirements:

-
The AIPN should provide a means to enable access system selection based on a range of criteria e.g. user preferences, service requirements of applications, network conditions or other AIPN operator-defined criteria.
5.1.1.7
Enhanced services

-
Support for advanced application services
-
Provision of seamless services (e.g. transparent to access systems, adaptable to terminal capabilities, etc) 

Users should be able to move transparently and seamlessly between access systems and to move communication sessions between terminals.


An AIPN will be able to adapt services as much as possible to the capabilities of the user's terminal, allowing the user to access services independently of which terminal they are using. 

Note: 
this may not be feasible in all cases (e.g. some services will require "minimum terminal capabilities" to be able to be accessed, with these "minimum capabilities" being service dependent), but an AIPN will be designed to enable this property in as many cases as possible.

-
Support ubiquitous services (e.g. associations with huge number of sensors, RF tags, etc.)
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Figure 2: Support of ubiquitous services

-
Improve disruption-prone situations when network connectivity is intermittent.

Disruption-free network connectivity may not be cost effective, or even feasible, in all cases (e.g. cell planning for full radio coverage for all services, disruption-free inter-access system handovers, disruption-free IP connectivity in all network links). An AIPN should consider solutions for making services as resilient to temporary lack of connectivity as possible.
5.1.1.8
Enhanced network performance

-
Ability to efficiently handle a variety of different types of IP traffic including user-to-user and user-to-multicast traffic models

-
Optimized routing of IP traffic

5.1.1.9
Network extensibility/composition

-
Facilitate integration of networks with different administrative domains (e.g. handle negotiation of administrative issues, security, trust, etc).


Solutions should be studied for facilitating the integration of different networks of the same or different AIPN operators in order to enhance the services provided to their customers, and enable the introduction of new services. This includes, but it is not limited to, the sharing of some parts of the network.

-
Allow dynamic and flexible integration of ”Ad-hoc Networks at the edge (e.g. Personal Area Networks, sensor networks, etc).

5.1.1.10
Network management

Introduction of self-managing technologies (e.g. Plug-and-Play) should be considered for faster deployment and reduction of operational cost. In particular, an AIPN should be designed from an early phase to include:

-
Plug-and-play components to ease the setup and operation of the AIPN.
5.1.1.11
Maintenance and improvement of the level of security and privacy functionality

-
Security equivalent to or greater than that already provided including the hiding of internal network elements

-
Support for user privacy, e.g. location privacy, identity privacy
5.1.1.12
Quality of Service
-
AIPN operators should be able to guarantee QoS within their networks.

-
The QoS mechanisms used by an AIPN should be able to guarantee end to end QoS for a traffic flow when all network segments (including access, core network and inter-connecting networks) are able to provide the requested QoS.
Note:
Business agreements for QoS guarantees between the parties (e.g. operators, national- and international carriers, corporate customers) are today regularly based on static agreements. These types of agreements may need to be re-considered in order to reflect the advanced means to guarantee QoS between AIPNs.
5.1.1.13
Terminal, Subscription and User identification

-
Terminal identification in an AIPN should be scalable enough to cover a very large population of diverse terminals (e.g. huge number of mobile terminals which main purpose is to include a sensor or an RF tag, as well as more conventional mobile terminals).
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Figure 3:
Terminal and User identification within an AIPN

-
It should be possible to identify and address terminals, subscriptions, and users.   

-
It should be possible that more than one user can have active sessions on a single terminal at the same time (e.g. in the case of an Ad-hoc Network, several users may use a single terminal to gain access to the AIPN).
Note: 
It is for further study which of these identities are routable identities.
5.1.1.14
Flexible future development

-
Extensibility

-
Modularity of AIPN functions and commoditization of AIPN components. Open interfaces between appropriate network layers

-
Ability to evolve individual AIPN entities independently
-
Evolution path from previous releases of 3GPP specifications i.e. Rel-6
5.1.1.15
Identity Federation

In an AIPN a user may subscribe to services of many service providers. Accordingly he may hold several accounts (i.e. business agreements) with these service providers, some of these accounts providing the user with new identities. These identities are the means to authenticate the user to the service provider. Examples for identities could be the (U)SIM, username/password combinations, a credit/debit card number in combination with the PIN etc. Identity federation denotes the binding of two or more identities for a given user. 
Identity federation for example enables a user, once he has been authenticated to a service provider through one identity, to be automatically authenticated to another service provider through a different identity if this different identity is federated to the first one. The latter process, the automatic authentication to several service providers through a single identity by means of identity federation, is often referred to as "Single Sign On".
Recommended requirement:

-
An AIPN should support Identity Federation and Single Sign On for the end user. This would allow automatic authentication of the user to a multitude of service providers once the user has been authenticated by the AIPN.
5.1.2
Continued support of 3GPP system key aspects within an AIPN

Together with the introduction of new functionalities to realise an AIPN several key aspects of the existing 3GPP system need to be maintained in order to ensure that an AIPN is developed in accordance with the needs of the 3GPP community.

The following represent key aspects of the existing 3GPP system that are to be continually supported within an AIPN.
5.1.2.1
Efficiency of resource usage

-
Effective usage of power resources within mobile terminals shall be maintained within an AIPN i.e. evolution to an AIPN should not have adverse effects on the battery life of mobile terminals. 

-
The scarcity of the radio resource shall be respected within an AIPN by ensuring that radio resources are utilised as efficiently as possible.
5.1.2.2
Charging

-
The capability to maintain support of existing charging models shall be provided within an AIPN.

5.1.2.2
Roaming

-
An AIPN shall provide functionality as appropriate to enable continued support of international roaming with other AIPNs and legacy 3GPP systems. 
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5.4
Security and Privacy considerations

User and network security and privacy issues, despite being a key concern in today's networks, tend not to be in the top list of priorities when evolving existing systems or designing new ones. The results of this tend to be that security is added to the system instead of being native in the system, which translates into insecure systems or unnecessarily complex security solutions which are often very user unfriendly. For this reason security and privacy considerations are considered within this Technical Report.

Note 1:
The feasibility of "user issues" should be considered within the regulation for lawful interception that exists in some countries i.e. it may be required that some of the features above are disabled in some networks in order to comply with local lawful interception regulations.
Note 2:
Further information regarding security issues is provided within Annex D.

5.4.1
Security Considerations

Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. The changes in the threat environment will mainly be due to qualitative and quantitative changes in e.g.

-
Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occur may increase as a result of the changed threat environment).

-
System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)

-
Fragmentation of security solutions 

-
Usage patterns (many more users of existing services and many new services)

-
Requirements on user convenience (e.g. SSO, etc)

-
Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)

The changes in these areas will certainly motivate a review and revision of currently employed security principles and solutions.
An important process will also be to collect the high-level principles and requirements. Examples of proposed high-level requirements for an AIPN are:
-
Security shall be equivalent or better than with the current system i.e. 3GPP Rel-6. 
This includes support of:
-
easy portability of subscriber identities to different UEs
- 
cost effective protection against unauthorized duplication of security related information such as keys for authentication purposes, key derivation purposes and protection of a session
- 
the possibility for an AIPN operator to control  security algorithms (and level of security) that apply for particular services e.g. for authentication purposes 
- 
AIPN operator controlled distribution of security information to devices used for the purpose of giving cost effective protection of access to the AIPN.

-
An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
-
Usability: maximum transparency to the user i.e. high levels of security should be provided with minimum user involvement.

-
Ensure authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

-
Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

-
Networks shall be able to authenticate each other and authorize services that need signalling between servers.

-
Fast re-authentication shall be possible. 
-
Hiding of internal network elements shall be provided by an AIPN.
-
It should be possible for the AIPN operator to select among several levels of security (e.g. 3GPP Rel-6 equivalent security or better)

5.4.1.1
Threat environment
The Internet is rapidly becoming a very hostile environment. Unless proper countermeasures are installed, the threats found in the Internet will soon be prevalent in mobile networks.

With 3G and upcoming extensions of it, many new players will enter the scene. Small and very large AIPN operators and service providers will work together to offer the services the users expect in a competitive way. At the same time, the equipment of the end-users will become more complex and capable. Users will connect PANs over multi-access links to the AIPN and users will act as Ad-hoc Network extensions of the access system. In this environment, attacks may occur in many different places and in many different ways.

5.4.1.2
Network heterogeneity and traffic protection
AIPNs will become increasingly heterogeneous as more and more types of access systems are tied into the cellular environment. To be able to handle new and legacy systems in a uniform way some generic principles for traffic protection have to be established. It is assumed that the existing principle that the system should protect user traffic over the radio access and into the network still holds. It is also assumed that user payload traffic is forwarded in plaintext unless protection is provided as an application specific service.
5.4.2
Privacy considerations

-
User issues:

-
Location privacy. User location privacy should be guaranteed. 


The location of a user has to be known by some instances in the AIPN to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 
-
Communication confidentiality. Privacy of content and origin/destination of information in all user communications should be guaranteed.



The information sent and received by the user should be protected in a way that neither the content nor the origination or destination of this information is accessible to non-authorised parties.

-
Non-disclosure of identity. Users should be allowed to hide their identities from non-authorised parties.



Users should be able to have multiple identities from different providers with the relationship between the identities hidden from particular providers (thus supporting privacy). 

Note:
2 use cases on this issue are described in Annex C.
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