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Introduction

Ericsson believes that some parts of the security related requirements in clause 5.4.1 are too open for interpretation and suggests some minor modifications with the intention to make it clearer. The suggested changes are not intended to change the original meaning and are hopefully in line with the outcome on the drafting session held in SA1#26.

Ericsson asks if the proposed modifications below can be inserted into the TR 22.978.


*** First Modification ***

Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. The changes in the threat environment will mainly be due to qualitative and quantitative changes in e.g.

-
Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occur may increase as a result of the changed threat environment).

-
System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)

-
Fragmentation of security solutions 

-
Usage patterns (many more users of existing services and many new services)

-
Requirements on user convenience (e.g. SSO, etc)

-
Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)

The changes in these areas will certainly motivate a review and revision of currently employed security principles and solutions.
An important process will also be to collect the high-level principles and requirements. Examples on proposed high-level requirements for an AIPN are:
-
Security shall be equivalent or better than with the current system i.e. 3GPP Rel-6. 
-
This includes support of:
-
easy portability of subscriber identities to different UEs
- 
cost effective protection of unauthorized duplication of security related information such as keys for authentication purposes, key derivation purposes and protection of a session
- 
the possibility for an AIPN operator to control  security algorithms (and level of security) that apply for particular services e.g. for authentication purposes 
- 
AIPN operator controlled distribution of security information to devices used for the purpose to give cost effective protection of access to the services provided by the AIPN operator
-
An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
-
Usability: maximum transparency to the user i.e. high levels of security should be provided with minimum user involvement.

-
Ensure authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

-
Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

-
Networks shall be able to authenticate each other and authorize services that need signalling between servers.

-
Fast re-authentication shall be possible. 
-
Hiding of internal network elements shall be provided by an AIPN.
-
It should be possible for the AIPN operator to select among several levels of security (e.g. 3GPP Rel-6 equivalent security or better)

*** End Modification ***

