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1 Background

The SA1 WID “Selective disabling of UE Capabilities” (S1-040692), approved in SA#24, proposes a mechanism for an operator to selectively disable services on a ‘misbehaving’ MS. The WID proposes the use of layer 3, 3GPP specific protocols to allow the network to instruct the MS which services should be disabled and which should be re-enabled.  

The draft CN1 CR  (N1-041752), circulated at CN1#36, builds on the SA1 proposal by specifying an additional list of Selective MS Capabilities in the MS to indicate the (non)availability of services in the current roamed-to PLMN. The operator of the roamed-to PLMN can download a new list of Selective MS Capabilities to the MS using the MM INFORMATION and GMM INFORMATION messages. The list is sent by means of a new Information Element (IE) called Selective MS Capabilities List IE.  

The SA3 discussion paper (S3-040737), presented at SA3#35, analyses the perceived benefits, risks and limitations of the SA1 WID. 

This paper discusses the high level requirements of a selective disabling mechanism and aims to re-open discussions around possible implementations of such a mechanism. Appendix A outlines two alternatives to the CN1 proposal.

2 Introduction

It is the expectation that the future will bring a continued increase in the number of applications downloaded to the MS. This trend, combined with the general move to more open OS platforms, will increase the possibility of malicious or malformed applications being downloaded and installed onto a user’s MS. 

It is possible that such malicious or malformed applications could act to repeatedly make a connection request to the network requiring both allocation of radio resources and network signaling processing. In the exceptional case, where the ‘misbehaving’ application is not stopped by application level preventative measures, the operator would benefit from being able to quarantine the affected service. This would allow the operator to protect the user from the effects of the misbehaving application (increased charges, degraded performance) and also to protect their radio and network resource, thereby helping to ensure that the quality of service is not degraded for other users due to the additional usage being generated by the misbehaving applications.

While operators are currently able to maintain a degree of control over misbehaving MSes through mechanisms based in the network there is currently no ability to selectively disable services on a misbehaving MS at the MS. It is therefore not possible for the network to protect both radio resource and network signaling processing. To create this functionality it is necessary for both the MS and the network to play a role in the disabling of the MS.    

It should be noted that the proposed mechanism is regarded as a last resort for network operators, which will only be used when all other preventative security mechanisms have failed.

3 Discussion

The aim of the SA1 WID S1-040692 is to provide the network operator with a mechanism to disable selected services from a misbehaving MS in order to:

· To protect the user from the effects of a misbehaving MS (additional charges, degraded performance)

· To protect the network operators network capacity. This includes radio resources and network signaling and processing.

From these aims the following requirements can be defined:

The home network operator should be able to:

1. Disable a specific service, on a specific MS, that has been identified as misbehaving while leaving the other services unaffected. 

2. Enable a specific service, on a specific MS, while leaving the other services unaffected.

3. Inform the user when a service has been disabled/enabled

4. Allow the user to contact the operator customer care centre (in either or both CS and PS domains). The disabling of services should not restrict this ability. For example, if a user has all voice services disabled they should still be able to make a voice call to the customer care centre. 

5. Maintain the disabled state of the service until the MS is considered to be ‘clean’. The permanency of the disabled state should remain until the network operator updates the Selective MS Capabilities list. 

6. ensure that “well behaving MSs” are not maliciously or accidentally disabled, and, have a mechanism for restoring erroneously disabled MSs.

Which of these capabilities should be available to the visited network operator is for further study.

The following sections discuss some of the main issues concerning the implementation of such a mechanism. 

3.1 Ability of misbehaving MS to act on network commands

There have been questions raised about the ability of a misbehaving MS to correctly respond to disabling/enabling messages sent by the network. However, it is considered that this is possible in all cases in which the disabling mechanism itself has not been compromised. It follows that it is necessary for the disabling mechanism to have a high level of inherent security. 

3.2 Security of the disabling mechanism

As already identified, the mechanism used to selectively disable and enable services should be secure. Furthermore, the introduction of a mechanism that allows services to be disabled should not introduce any new security risks.

SA3 raised a number of concerns with S1-040692 in the discussion document S3-040737. The main issues are briefly described and discussed below.

3.2.1 Malicious node

There is the potential for a malicious node to use the proposed messages and procedures to launch a Denial of Service (DoS) attack against 3GPP users. For example, a malicious node could send out disable service X message that would disable service X for any attached MS within its coverage area.

Therefore, it is important that the disabling messages are authenticated to a genuine PLMN. This is a difficult problem in GSM where there is no network authentication. 

A possible solution is to use message ciphering as implicit network authentication. However, it should be noted that the security of GSM encryption is thought to be limited as it is achieved through the use of a stream cipher. Using a stream cipher, the clear text message is typically XORed with a key stream to produce the cipher text. One weakness of a stream cipher is the ability of an attacker to ‘toggle’ bits without having to break the encryption. If an attacker could locate the bits in a ciphered message that contained the disabling message, changing the value of certain bits could cause the MS to disable or enable services in a manner not desired by the operator
. The use of Message Authentication Codes for integrity checking avoids this problem if the messages are sent using the UTRAN.

A mechanism to provide authentication of the GSM cipher command mode, using a Message Authentication Code (MAC), is discussed in S3–040262. A similar mechanism could be employed to provide authentication and integrity checking for the proposed selective disabling messages. However, due to the general security principle that the same cipher key should not be used for encryption and authentication, it would be necessary to make additional changes to the communications between the MS and the network to implement a MAC function. These issues are described in detail in S3–040262, but for the purposes of this paper it is sufficient to note that adding a MAC to the disabling message in GSM is not a trivial function to implement.

An alternative or complimentary means of mitigating the above risks would be to resend the Selective MS Capabilities List every time the MS attaches to a network. This would require that the Selective MS Capabilities List be deleted every time the device was power-cycled. By making the Selective MS Capabilities List semi-permanent, the acceptance of a malicious message would not result in a prolonged negative user experience. It would also provide a simple process for updating the status of the phone once it had been cleaned, i.e. the user could be asked to power cycle their MS. While  it may be claimed that the need to resend the Selective MS Capabilities List every time the MS attaches to a network creates additional demands on radio resource and network signal processing this needs to be considered in more detail by the relevant technical committees
. 

3.2.2 Security of the Selective MS Capabilities List 

The security of the Selective MS Capabilities List, when stored on the MS, must also be considered. If this list is easily accessible, a malicious application could change the values of the stored list, thereby disabling or enabling services. It should therefore be stated that the security of the Selective Disabling List should be at least that of the underlying mechanisms to be used for disabling or enabling the services. For example, in the CN1 proposal the Selective MS Capabilities List IE should be at least as secure as access to the MM/GMM layer of the MS.

3.2.3 Cleaning infected MS

Disabling the capabilities of a misbehaving MS necessitates that there is a mechanism through which the MS can be ‘cleaned’, i.e. the offending application removed, and for the disabled services to be re-enabled. 

If a large number of MSes become quarantined at the same time, a substantial strain will be put on the mechanism being used to clean them. While the definition of mechanism to clean the misbehaving MSes is beyond the scope of the current proposals, the ability of network operators to implement such a system needs to be carefully considered when analyzing the benefits of the proposals.    

3.2.4 Correctly identifying the infected device

When an MS is being used as a modem, it is possible that it is the connected device that is misbehaving and not the MS. In this situation PS services on the MS will be disabled but there will be nothing to ‘clean’ before they can be re-enabled. One possible way of minimizing the affect of this action on the user would be to redirect them to a secure customer care page and advised of the steps to take to re-enable their MS. For example, there might be the option to complete an online MS health check and re-enable a clean MS the next time it is power-cycled.  However, it is acknowledged that for users used to the ISP model of Internet use, disabling services on their mobile phone because of a misbehaving application on their computer might not be acceptable. 

It is thought that there is no simple technical solution to this problem. Instead it is felt that it will be up to network operators to determine a level at which the affect of misbehaving MS, or the connected device, on user experience and/or network performance is unacceptable. 

3.3 Customer Experience

 As already identified, the selective disabling of services on a users MS needs to be implemented to minimize any negative affect on the user. It follows that the factors in the following sections need to be carefully considered. 
Ability to disable the MS and not user

It would be beneficial for the network operator to be able to selectively disable a specific service, for a specific user, on a specific MS. This would allow the user to take their SIM out of a misbehaving MS, reinsert it into an unaffected MS, and continue to use services that were disabled on the misbehaving MS. This would require that the disabling information be linked to the MSes' IMEI in addition to the user’s subscription (MSISDN/IMSI). Linking the disabling information to the user’s subscription is necessary for administration purposes. While it is recognized that this is a service administration issue, care should be taken to ensure that any proposed implementation does not exclude or prohibit the use of the IMEI in service administration.  

Granularity of service disabling

The CN1 proposal identifies the range of services that the disabling mechanism could act on. While the list of services identified cover a wide range of MS functionality, it is felt that further granularity should be considered. In particular, the ability to selectively disable IPV4, IPV6, MMS and individual IMS services could also be beneficial to network operators. 

Mobile Terminating Services verses Mobile Originating Services

The current documents in SA1 and CN1 do not differentiate between Mobile Originating (MO) and Mobile Terminating (MT) services. However, for services such as voice calls and SMS, the network operator only needs to control the effects of a misbehaving application on MO services in order to achieve the aims described earlier in section 3. Therefore, for voice calls and SMS
, it would be beneficial for the user experience, and network operator revenue, if only MO services were disabled. 

4 Conclusion

The SA1 WID (S1-040692), proposes a mechanism to allow network operators to selectively disable services on a misbehaving MS. While such a mechanism is felt to be beneficial as it offers network operators a means to limit the negative affects of a misbehaving application, the implementation of such a mechanism needs to be carefully considered in light of the factors outlined in this paper. 

The mechanism proposed in the CN1 paper N1-041752 proposes a sensible implementation of the SA1 requirements. However, it is felt that there are a number of areas that need further investigation before the service requirements are complete. Alternative implementations, such as those outlined in Appendix A, should also be considered.     

We therefore kindly ask SA1 to reopen discussions on the requirements for selectively disabling MS Capabilities and to liaise to other committees (eg SA2, CN1, CN4, SA3) inviting them to comment on the different technical solutions.
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6 Appendix A

6.1 Network based disabling of services

Research into the network tools currently available suggests that the network operators can already disable the majority of services for a particular user through the use of HLR bars and/or network configuration. There are a couple of exceptions, for example emergency calls
, and in many cases the network tools are not standardized or easy to implement. Network based solutions will also not be able to control the initial requests for radio resource and the related network signaling made by a misbehaving application. However, it should be noted that network based solutions would not introduce the risks associated with the messaging system required for an MS/Network solution. In addition, the inability of a network only solution to control radio resource is not necessarily a disadvantage over the MS/Network based solutions. For example, it is not clear that radio resource will be controlled in all cases using an MS/Network based solution, as the required ability to allow a user to connect to a customer care centre using a voice call, even after voice services have been disabled, necessitates that the MS can still request radio resources.  

Additional functionality is probably needed to restrict PS domain access to (PS domain) customer care/repair centres.

6.2 SIM based disabling of services

An alternative to the CN1 proposal would be to implement the desired functionality using the ME, SIM and SIM OTA. The Selective MS Capabilities List could be stored on the SIM and updated using SIM OTA, allowing the home network operator to disable and enable services as required. The MS would be required to interrogate the values on the SIM before using a particular service. 

The advantages of this solution are the built in security and administration of the SIM and SIM OTA messaging system. These features mitigate many of the security concerns outlined in regards to the CN1 proposal and allow easy management due to the already established OTA procedures. One perceived disadvantage of this proposal is that it would only allow home network operators to control their own users. Visited network operators would have no control over users roaming onto their network. Additionally, the treatment of customers who move their SIM into an “old, uninfected terminal” needs consideration.

More research is needed to establish whether this is a suitable alternative to the CN1 proposal.






� Assuming that the attacker could also make the necessary changes to the GSM error correction codes.


� E.g. in the GSM CS domain, there is generally an “idle radio block” after the MSC has sent the authentication request/cipher mode command and is waiting for the answer from the mobile.


� Other MT services, such as MMS, be treated in a similar way if included in the Selective MS Capabilities List


� Further research is needed to explore the possibilities of achieving the currently unavailable functionality
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