3GPP TSG-SA1 #27
Tdoc: SA1-050075
Cape Town, South Africa, January 17 – 21  2005
Title:
Revisions on section 5
Source:
NEC

Agenda:


For:
Approval
1 Introduction
This contribution proposes some editorial corrections to section 5 to harmonize it within the context of the whole TR. With this we are attempting to make the TR more readable and compact, for example, by avoiding duplication of concepts in different parts of the TR or making some sentences more accurate. 
Only the text with correction marks is proposed to be revised. The text appearing below a change (highlighted in yellow) is explanatory.

2 Proposal
It is proposed to include the following modifications to section 5 in TR 22.978:

5

End-user and network operator aspects of an AIPN

5.1
AIPN Vision

An AIPN would enable the convergence of access systems and services onto a common network. In this emerging area users will demand more from their services and interaction with their technologies. Instead of the islands of capabilities that currently exist it is desirable to bring these capabilities under one umbrella whilst offering session continuity across multiple access systems. This seamless offering will be characterised by the provision of an effective management of mobility that consists of offering users a telecommunication service, continuously and transparently when the user’s terminal moves between various access systems or various services, whatever type of communication and wherever communication has been initiated. One of the key enablers within an AIPN will be the seamless mobility across terminals and access systems supported by a mobility manager that unobtrusively manages these interactions.

Delivering an AIPN will address these needs, extend the reach of 3G technologies and maintain a relationship with the user in each context. Multiple connected devices will enjoy interactivity adopting principles including single sign on, seamless mobility, context sensing and the unobtrusive device management.
5.1.1
Key aspects of an AIPN

The following are the key aspects of an AIPN:

5.1.1.1
Common IP-based network

-
IP-based network control
-
Non-access system specific mobility control equivalent to that provided by cellular networks i.e. mobility control within the AIPN under the control of the AIPN operator, across the same and different access systems, that is not dependent upon specific access or transport technologies or IP version.

-
IP-based routing and addressing

-
Enhanced session management  

-
IP transport

-
Communication quality, i.e. QoS, equivalent to or greater than already provided 
-
Inter-working with IP networks

-
Inter-working with legacy networks

-
Functionality at the edge of the network to support different access systems, legacy equipment.
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Figure 1: Visual representation of the key aspects of an AIPN
5.1.1.2
Support of a variety of different access systems (existing and future)

-
Service provision across different access systems


Reason: seamless service provisioning is targeted in section 5.1.1.4. There is no need to duplicate it in different subsections.

5.1.1.3
Take advantage of convergence of telecommunications and IT industries towards IP technology
-
An AIPN should aim to provide common capabilities independent to the type of service being provided (i.e. independent on whether it is a "traditional" telecomm service or a "traditional" data service).

-
Convergence to IP technology should be considered within the AIPN system design from the perspective of the system as a whole (i.e. network and mobile terminals) to ensure that complexity is avoided within specific elements e.g. avoidance of complexity in mobile terminals due to a misalignment between technology convergence in the network and mobile terminals.
5.1.1.4
Advanced mobility management:
-
Mobility across access systems.
-
Support seamless service provision by means of fast handover and/or lossless handover mechanisms across different access systems. 
-
Support the capability to apply handover mechanisms based on quality of service requirements of applications and capabilities of the access systems used.


Reason: these two requirements belong to “network performance” more than to mobility.
-
Multiple dimensions of mobility

The AIPN shall support several dimensions to provide mobility: 

-
An end-user shall be able to use different devices (“end-user mobility”).

-
The terminal shall be able to communicate while moving. This includes both handover from one radio cell to another in the same access system, or switching from one access system to another in a multi-access system environment. (“terminal mobility”).

-
The user may be able to move some or all of his active communication sessions from one of his devices to another. (“session mobility”) E.g., a user may wish to move a video streaming session from the handset to a car mounted TV screen.
Note that certain aspects of services may change as a result of mobility, but they must remain useful to the end-user. 

To address these needs, advanced naming and addressing schemes are necessary that provide reachability for a given user or particular session. 

Potential requirements:

-
An AIPN shall incorporate naming and addressing schemes that address a given user or session. 

-
The AIPN shall support end-user mobility.

-
The AIPN shall support terminal mobility. 

-
The AIPN shall optionally support session mobility. 

5.1.1.5
Session management:

-
Service adaptation to terminal capabilities.

The services provided to users should be, as much as possible, independent of the terminal used. The network should be able to adapt the service (e.g. information rendering) to the capabilities of the terminal being used with minimum or no user interaction.

-
Session mobility: seamless mobility of sessions between terminals.

It should be possible to move sessions from one terminal (or a set of terminals) to another according to the preferences of the user e.g. automatically with minimum user involvement or based upon a specific user request/pre-determined user preference settings.
5.1.1.6
Access system selection

In an AIPN the applications are based on IP and will evolve towards access system independence. An AIPN is expected to support multiple access systems. 

The selection of the access system may need to take into account several aspects of an AIPN, e.g. service requirements of an application, load balance of the network, and charging & billing.

Potential requirements:

-
The AIPN should provide a means to enable access system selection based on a range of criteria e.g. user preferences, service requirements of applications, network conditions or other AIPN operator-defined criteria.
5.1.1.7
Enhanced services

-
Support for advanced application services
-
Provide seamless services (e.g. transparent to access systems, adaptable to terminal capabilities, etc) 

Users should be able to move transparently and seamlessly between access systems and to move communication sessions between terminals.


An AIPN will be able to adapt services as much as possible to the capabilities of the user's terminal, allowing the user to access services independently of which terminal they are using. 

Note: 
this may not be feasible in all cases (e.g. some services will require "minimum terminal capabilities" to be able to be accessed, with these "minimum capabilities" being service dependent), but an AIPN will be designed to enable this property in as many cases as possible.

-
Support ubiquitous services (e.g. associations with huge number of sensors, RF tags, etc.)
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Figure 2: Support of ubiquitous services

-
Improve disruption-prone situations when network connectivity is intermittent.

Solutions should be studied for making intermittent connectivity (e.g. due temporary radio failures) as transparent to services as possible.

Disruption-free network connectivity may not be cost effective, or even feasible, in all cases (e.g. cell planning for full radio coverage for all services, disruption-free inter-access system handovers, disruption-free IP connectivity in all network links). An AIPN should consider solutions for making services as resilient to temporary lack or connectivity as possible.
5.1.1.8
Enhanced network performance

-
Ability to efficiently handle a variety of different types of IP traffic including user-to-user and user-to-multicast traffic models

-
Optimized routing of IP traffic


Reason: this is repeated, and belongs to, section 5.1.2.1.
-
Resilience in the presence of network disruptions

Solutions should be studied for making temporary network disruptions (e.g. due to short time network problems as transparent to services as possible.

5.1.1.9
Network extensibility/composition

-
Facilitate integration of networks with different administrative domains (e.g. handle negotiation of administrative issues, security, trust, etc).

-
Solutions should be studied for facilitating the integration of different networks of the same or different AIPN operators in order to enhance the services provided to their customers, and enable the introduction of new services. This includes, but it is not limited to, the sharing of some parts of the network.

-
Allow dynamic and flexible integration of "adhoc" networks at the edge (e.g. personal area networks, sensor networks, etc).

5.1.1.10
Network management

It should be considered to introduce self-managing technologies (e.g. Plug-and-Play) for faster deployment and reduction of operational cost. In particular, an AIPN should be designed from an early phase to include:

-
Plug-and-play components to ease the setup and operation of the AIPN.
5.1.1.11
Maintenance and improvement of the level of security and privacy functionality

-
Security equivalent to or greater than that already provided including the hiding of internal network elements

-
Support for user privacy, e.g. location privacy, identity privacy
5.1.1.12
Quality of Service
-
AIPN operators should be able to guarantee QoS within their networks.

-
It should be possible to guarantee end-to-end QoS for a session between AIPN end users. This includes the case where more than one administrative domain is involved in the provision of the end-to-end service.
5.1.1.13
Terminal and User identification

-
Terminal identification in an AIPN should be scalable enough to cover a very large population of diverse terminals (e.g. huge number of mobile terminals which main purpose is to include a sensor or  an RF tag, as well as more conventional mobile terminals)
Reason: as it is written now, it looks like sensors and RF tag will be terminals by themselves. This was not the intention. A terminal must still include an access and a non-access part that are not technically part of the sensor or RF tag itself.
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Figure 3:
Terminal and User identification within an AIPN

5.1.1.14
Flexible future development

-
Extensibility

-
Modularity of AIPN functions and commoditization of AIPN components. Open interfaces between appropriate network layers

-
Ability to evolve individual AIPN entities independently
-
Evolution path from previous releases of 3GPP specifications i.e. Rel-6



Reason: delete this section unless it is clarified what the concept of “identity federation” actually is.
5.1.2
Continued support of 3GPP system key aspects within an AIPN

Together with the introduction of new functionalities to realise an AIPN several key aspects of the existing 3GPP system need to be maintained in order to ensure that an AIPN is developed in accordance with the needs of the 3GPP community.

The following represent key aspects of the existing 3GPP system that are to be continually supported within an AIPN:
5.1.2.1
Efficiency of resource usage

-
Effective usage of power resources within mobile terminals shall be maintained within an AIPN i.e. evolution to an AIPN should not have adverse effects on the battery life of mobile terminals. 

-
Efficient usage of radio resources. E.g., signalling optimisation, signalling and data compression, etc.
The scarcity of the radio resource shall be respected within an AIPN by ensuring that radio resources are utilised as efficiently as possible.
5.1.2.2
Charging

-
The capability to maintain support of existing charging models shall be provided within an AIPN.

5.1.2.2
Roaming

-
An AIPN shall provide functionality as appropriate to enable continued support of international roaming between other AIPNs and legacy 3GPP systems. 

5.2
Evolution of the 3GPP system to an AIPN

5.2.1
Requirements for the evolution of the 3GPP system to an AIPN

The following represent requirements for the evolution of the 3GPP system to an AIPN:

Note:
The term "3GPP system" used within this section refers to the 3GPP system as specified up to and including Rel-6.
5.2.1.1
Build upon existing 3GPP capabilities
-
Evolution of the 3GPP system to an AIPN shall leverage and build upon the existing capabilities of the 3GPP system wherever possible. System performance shall also be maintained and improved.

-
The primary focus of evolution to an AIPN shall be the realisation of scenarios for a mobile network, including associated access systems, operated by a network operator (which is also the AIPN operator) e.g. by maintaining the provision of network control at a common point within the AIPN under the control of the network operator.

-
In order for users to enjoy the full capabilities of an AIPN enhancements to GERAN and/or UTRAN may be required. End users may only receive a subset of the available services or not be able to enjoy the full performance enhancements provided by an AIPN if the access system belongs to a 3GPP release that does not fully support AIPN.
5.2.1.2
Access systems
-
Evolution of the 3GPP system to an AIPN shall not be limited to consideration of only those access systems currently defined by 3GPP. However, only access systems within the scope of 3GPP can be guaranteed to enable the use of full AIPN capabilities, since only those access systems will take AIPN considerations into account when being defined/evolved.
-
Extensibility to enable implementation of the system step-by-step without adversely effecting basic system performance shall be provided within evolution of the 3GPP system to an AIPN. Evolution of the 3GPP system to an AIPN shall enable modularisation of the system as appropriate and provide an architectural structure that allows decomposition of common layers of functionality with open interfaces provided as appropriate. 

-
Evolution of the 3GPP system to an AIPN shall enable the accommodation of diverse devices.
5.2.1.3
Security and Privacy

-
Evolution of the 3GPP system to an AIPN shall maintain and improve upon existing security and privacy features of the 3GPP system.
5.2.1.4
Network and mobility
-
An AIPN shall be designed as a common IP-based network system hence evolution of the 3GPP system to an AIPN shall be realised with minimum duplication of network functionality wherever possible.

-
Evolution of mobility mechanisms

-
In the evolution towards an AIPN, the integration of the telecom and datacom worlds, which has been discussed for a long time, materializes. The integration of WLAN into 3GPP systems is already a good example of this. As part of this trend, the mobility mechanisms must be evolved. 

-
Nevertheless, new mobility mechanisms of AIPN must be introduced in such a way that there is a migration path from current 3GPP systems (i.e., Rel-6). New features, nodes or protocols should be introduced such that an incremental introduction is facilitated. 

-
Specifically, the large installed base of UTRAN and GERAN access systems must continue to be supported. In the AIPN, mobility mechanisms must be able to co-exist with current PS core network mobility mechanisms in a cost-efficient way. 

Recommended requirements:

-
An AIPN mobility solution must support current UTRAN and GERAN as possible access systems besides supporting alternative existing accesses such as WLAN and other emerging new technologies. 
-
An AIPN mobility solution must be able to co-exist with the current 3GPP PS core network in a cost-efficient way.
-
An AIPN mobility solution should support seamless terminal mobility across various access systems.
5.2.1.5
Evolution of 3GPP to keep current and facilitate new business models
-
Requirements for support of business models with distinct AIPN/access system/service separation 

-
Standardised functional interface between the AIPN and access systems:
To support business models with a distinct AIPN/access system separation a standardised functional interface between AIPN  and access systems is required. 

-
Evolution of IMS to control IP traffic of a user
To support business models, that allow separate handling of IP based user services from the underlying transport system it could become necessary, that IMS is able to control and create charging information for IP flows to and from the user's terminal, that are currently not handled by IMS. An example would be FTP or TELNET.
5.2.2
 Relation of the AIPN to existing capabilities

By the time AIPN deployment starts, a significant amount of R99/Rel-4/5/6 infrastructure will already be rolled out in many different networks. All major areas will be covered, most of them with high-speed  HSDPA / HSUPA connectivity, and there will be many millions of subscribers with terminals compliant to such releases. Therefore, AIPN can only be introduced in a non-disruptive way in which existing equipment is reused as much as possible.

A way to maximize the amount of existing equipment that can be reused by AIPN is to take 3GPP Rel-6 as the starting point for AIPN from stage 1, 2 and 3 standpoints. This does come with requirements on backward compatibility, which do put restrictions on which solutions are possible for each given AIPN requirement that needs to be fulfilled. However, it also sets the starting point on a well known system, which is the only realistic way to proceed with AIPN.

Reuse of equipment is, however, a non-well defined term, so it should not be understood as a requirement for AIPN but more as a working assumption.
5.2.2.1
Reuse of legacy infrastructure

The current R99/Rel-4/5/6 3GPP system includes two domains, CS and PS. The focus for evolution for AIPN is the PS domain, including IMS, together with areas such as IWLAN. AIPN does not consider evolution from the CS domain standpoint but should still provide CS services for existing CS terminals.

AIPN will consider the PS, IMS and IWLAN infrastructure as a basis, but should not consider the reuse of CS equipment. CS infrastructure will still be used in real networks well after AIPN is rolled out, but it is expected that it will be slowly replaced by AIPN infrastructure once AIPN is introduced.
5.2.2.2
Reuse of legacy terminals

AIPN will be backward compatible on all existing Rel-6 3GPP UNI interfaces and, therefore, it will support all R99/Rel-4/5/6 terminals for all services that these terminals get under Rel-6.

Compatibility with legacy terminals for all new services enabled by AIPN should be considered in a case-by-case basis (e.g. it may be possible to provide session mobility even to existing terminals), but it is not a requirement for AIPN.
5.3

Migration and cost effective introduction of new technology
One of the primary motivations for the introduction of an AIPN is the ability to realise significant cost reduction when deploying the 3GPP system. This chapter will describe how this can be achieved.

The introduction of an AIPN will enable further utilisation of general-purpose equipment with some enhancements to tailor it to the needs of the mobile community. This will further enable the commoditisation of mobile network components and will not only make it possible for considerable portions of mobile networks to be built `off the shelf` but will remove the need to purchase wholly mobile network specific equipment that is expensive to purchase as well as maintain. With a basis of general-purpose technology equipment can also be maintained in a general manner and so the need for specialised equipment maintenance is removed.

In order to achieve a high level of cost efficiency instead of replacing all equipment it is necessary to enable old equipment that still performs adequately to be accommodated and reused in the new system design. It is also necessary to ensure that legacy terminals are still supported. This coupled with the introduction of new technology providing equipment and operational cost reductions should lead to a steady improvement in the cost effectiveness of the network overall without wasting equipment, including legacy terminals, that still provide adequate performance. Moreover, in the case legacy terminals are still used by subscribers, support of these should be maintained to enable continuation of service provision to the user and revenue generation for the AIPN operator.

When an AIPN is introduced it should be designed to not only provide new improved functionality and performance but the system should also be extensible and if necessary it should be possible to deploy the system not in one single large scale implementation but step-by-step. This requires that the system be modularised and provide open interfaces between appropriate layers of functionality so that new functionality can be added as needed, and from the opposite point of view, functionality that is not required can be left out without reducing the performance of the system or leaving substantial deficiencies in the functionality of the deployed network.

The accommodation of a variety of access systems will enable an AIPN operator to optimise their coverage for particular environments. For example radio access that does not provide a particularly high speed connection but can cover a wide area can be deployed nationwide, whilst an access system that provides a high speed connection but has limited coverage can be provided in an environment in which there are users with high demands for speed but only require this over a limited area. This ability to optimise the access system coverage enables AIPN operators to offer services in a cost efficient manner which is not limited to just one or two methods for providing users with access to services offered by an AIPN operator.

The ability to be able to develop different elements of the network independently, for example the ability to develop the access system independent to the AIPN enables investment to be focused on the area requiring enhancement, not on the system as a whole. Therefore, it is possible to design and develop the system efficiently and focus on specific aspects in order to achieve maximum returns.
5.4
Security and Privacy considerations

User and network security and privacy issues, despite being a key concern in today's networks, tend not to be in the top list of priorities when evolving existing systems or designing new ones. The results of this tend to be that security is added to the system instead of being native in the system, which translates into insecure systems or unnecessarily complex security solutions which are often very user unfriendly. For this reason security and privacy considerations are considered within the early stages of this Technical Report.

Note 1:
The feasibility of "user issues" should be considered within the regulation for lawful interception that exists in some countries i.e. it may be required that some of the features above are disabled in some networks in order to comply with local lawful interception regulations.
Note 2:
Further information regarding security issues is provided within Annex D.

5.4.1
Security Considerations

Transforming today’s 3GPP system into an AIPN will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen as having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. The changes in the threat environment will mainly be due to qualitative and quantitative changes in e.g.

-
Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occur may increase as a result of the changed threat environment).

-
System heterogeneity and multi-access (GSM, UMTS, WLAN, new accesses, etc)

-
Fragmentation of security solutions 

-
Usage patterns (many more users of existing services and many new services)

-
Requirements on user convenience (e.g. SSO, etc)

-
Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)

The changes in these areas will certainly motivate a review and revision of currently employed security principles and solutions.

An important process will also be to collect the high-level principles and requirements. Examples on proposed high-level requirements for an AIPN are:
-
Security shall be equivalent or better than with the current system i.e. 3GPP Rel-6. 
-
This includes support of:
-
easy portability of subscriber identities to different UEs
- 
protection of unauthorized duplication
- 
AIPN operator controlled update of and protected access to security algorithms
- 
AIPN operator controlled distribution of security to peripheral devices

-
An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
-
Usability: maximum transparency to the user i.e. high levels of security should be provided with minimum user involvement.

-
Ensure authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

-
Networks shall be protected against attacks such as Denial-of-Service attacks and unauthorised access.

-
Networks shall be able to authenticate each other and authorize services that need signalling between servers.

-
Fast re-authentication shall be possible. 
-
Hiding of internal network elements shall be provided by an AIPN.
-
It should be possible for the AIPN operator to select among several levels of security (e.g. 3GPP Rel-6 equivalent security or better)

5.4.1.1
Threat environment
The Internet is rapidly becoming a very hostile environment. Unless proper countermeasures are installed, the threats found in the Internet will soon be prevalent in mobile networks.

With 3G and upcoming extensions of it, many new players will enter the scene. Small and very large AIPN operators and service providers will work together to offer the services the users expect in a competitive way. At the same time, the equipment of the end-users will become more complex and capable. Users will connect PANs over multi-access links to the AIPN and users will act as ad-hoc network extensions of the access system. In this environment, attacks may occur in many different places and in many different ways.

5.4.1.2
Network heterogeneity and traffic protection
AIPNs will become increasingly heterogeneous as more and more types of access systems are tied into the cellular environment. To be able to handle new and legacy systems in a uniform way some generic principles for traffic protection have to be established. It is assumed that the existing principle that the system should protect user traffic over the radio access and into the network still holds. It is also assumed that user payload traffic is forwarded in plaintext unless protection is provided as an application specific service.
5.4.1
Privacy considerations

-
User issues:

-
Location privacy. User location privacy should be guaranteed. 
-
The location of a user has to be known by some instances in the AIPN to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 
-
Communication confidentiality. Privacy of content and origin/destination of information in all user communications should be guaranteed.

-
The information send and received by the user should be protected in a way that neither the content nor the origination or destination of this information is accessible to non-authorised parties.

-
Non-disclosure of identity. Users should be allowed to hide their identity to non-authorised parties.

-
Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 

Note:
2 use cases on this issue are described in Annex C.
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